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ABSTRACT
FiST: A Systemfor StackableFile-SystemCode Generation

ErezZadok

File systemsoften needto evolve andrequiremary change to suppeot new features. Traditioral file-system
developmert is difficult becausenostof theworkis dorein thekernel—ahostiledevelgpmentenvironmen whereprogress
is slow, deluggingis difficult, andsimple mistalescancrashsystems.Kernelwork alsorequiesdeepundestandingof
systeminterrals, resultingin developersspendiig a lot of time becaning familiar with the systems details. Furthernore,
ary file systemwritten for onesystemrequressignificanteffort to portto anothersystem.Stackabldile systemgpromise
to easethe developmant of file systemsby offering a mectanismfor incrememal developmentbuilding on existing file
systemsUnfortunately existing stackingmethodsftenrequre writing complex low-level kernelcodethatis specificto a
singleoperding systemplatform andalsodifficult to port.

We proposeanew language FiST, to describestackabldile systemsFiST usesopeationscomnonto file-system
interfacesandfamiliar to userlevel develgpers: creatinga directay, readirg a file, removing a file, listing the contents
of a directoy, etc. From a single descriptio, FiST’s compiler producesfile-systemmodules for multiple platforms.
FiST doesthat with the assistancef platformspecificstackableéemplates. The templateshardle mary of the internal
detailsof opeating systemsandfree develgpersfrom dealingwith theseinternals. The templatesuppot mary features:
datacopying andfile namecopying usefulfor apgicationsthatwantto modify them;size-chaging file systemssuchas
compession;fan-ou for accesgo multiple file systemdrom onelayer;andmore. The FiST languagecompler usesthe
templatesasa basisfor producingcodefor anew file systempy inserting removing, or modifying codein thetemplates.

This dissertatiordescritesthe design implemenation,andevaluationof FiST. Our thesisis thatit is possibleto
extendfile systemfunctionality in a portableway without changng existing kernds. This is possiblebecausehe FIST
langlageusedile-systemfunctionsthatarecommon acrosgnary systemswhile thetemplatesexeaitein-kerrel operatirg
systemsspecificfunctions unchanged. We built several file systemsusingFiST on Solaris,FreeBSD,and Linux. Our
expelienceswith thesefile systemsshav the following benefits:averag codesizeis redicedtentimesascompaedto
writing codegiven anothemull-layerstackabldile system;averag devdlopmern timeis redicedseventimescomparedto
writing usinganothemull-layer stackabldile system;performarce overheadof stackingis only 1-2%perlayer
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Chapter 1

Intr oduction

File systemshave provento be usefulin enrichirg systemfunctionality. The abstractiorof folders with files containirg
datais naturalfor usewith existing file browses, text editors,andothertools. Modifying file systemss a popuar methal
of addingnew functionality requestedby users.For example it is desirableo extendexisting file systemdo includenew
securityfeaturessuchasencrygion andAccessControlLists, or to improvefile-systenreliability andredurdang through
load-talancingandreplicationtechniqes. As the numker of differentcomputersystemsnetworks, anduserscontiruesto
grow atastounthg rates,it beconesever more impartantto beableto developnew file systemsandexterd existing ones
quicKy to accomnodatethe ever-changingneedof users.

Currentpracticef developingfile systemshowever, lagbehird othe softwaretechndogies(e.g.,object-aiented
moduar programmirg). Developing file systemds very difficult andinvolved. Developers often useexisting codefor
native in-kernelfile systemsasa startingpoint [52, 71]. Suchfile systemsare difficult to write and port becauseahey
depend onmary operatingsystenspecificsandthey oftencontainmary linesof comgex opeating-systemsode asseen
in Table1.1 Writing in-kernelfile systemslemarlsthoraughunderstandingf kernelinternals andthis takesalongtime
to learn.Conseqeantly, only a smallcommunity of kernelexpertsis ableto develop in-kernelfile systems.

Media Common Avg. Code Size
Type File System (Clines)
HardDisks | UFS,FFS,EXT2FS | 5,000-2,000
Network NFS 6,000-3,000
CD-ROM | HSFS,ISO-960 3,006-6,0®
Floppy PCFSMS-DOS 5,000-6,0®

Tablel1.1: Common native unix file systems and code sizes for each medium. We counted those over the last
few major releases of Solaris, Linux, and FreeBSD.

To improve thefile-systemdevelopment process,somedevelgpershave suggestedvriting andrunnng themout-
sidethekernd. Userlevel file systemsareeasierto develop andport becasethey resideoutsidethekernel[53]. However,
their performarceis poordueto theextracontext switcheshesefile systemsnustincur. Thesecontext switchescanaffect
perfamanceby asmuchasan orde of magritude [83, 84]. In addition the reliability of theseuserleve file senersis
poorbecasethey mustcontendfor systemresourcesvith all otherprocessesn the system—resagessuchasmemay,
swapspaceCPUcycles,etc. If thesystembecome busybecageof norma useractvities, userleve file senerproesses
cangetdeschedied, swappedout, or evenkilled. Whenuserlevel file seners areinterruged,thewhole systemgradually
beconesunwsableasproesseshatneedaccesso thefile systemhang As aresult,userlevel file system$ave notbecone
suitablereplacementsfor commecial or prodiuctionsystems.
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Stadablefile system$64] promiseto speedile-systemdevelopmentby providing anextensiblefile-systeminter-
face. This extersibility allows new featuresto be addedincrenentally Sereral extensibleinterfaceshave beenproposed
andafew have beenimplemerted[31, 52, 63, 69. To improve perfamanceandreliability, thesestackabldile systems
weredesignedo run in the kernel. Unfortunately usingthesestackablenterfacesstill requires writing lots of comple
C kerrel codethatis specificto a single opeating system.In addition stackabldile systemcodeis alsodifficult to port
from systento systenmbecaseit depenlsonthe specificof the stackablenterfaceandthe operatingsystem:all pastpro-
posalsfor stackablanterfacesdefineddifferert APIs. Finally, theseproposalsadwocatedrewriting existing opeatingand
existing file systemsThis affectedboththeir reliability, becauseew codeis oftenlessstable andtheir perfamance the
chang@smadeto systemgesultedn a 3—10% overall perfamancedegradation evenwhenstackabldile systemaverenot
in use.As aresult,stackinginterfacesarerarely availablein moden operatiry systemsandareseldomusedin production
systems.

Newer proposalsfor extersible file-systeminterfaces include researchoperatingsystemssuch as Spring [44],
GNU HURD [12], andPlan9 [54, 55, 57]. All of theseoffered well-definedinterfacesfor exterding file-systemfunction-
ality, someusingobjectorientedtechnolgies. The two main problemswith theseopeating systemsare(1) they arenot
geneally releasedsuppoted, or availablefor production use,and(2) they all definedifferent mectanismsfor exterding
file-systemfunctiorality, resultingin a difficult porting effort. Thesesystemstherefae, still do not help alleviate the
prodemsof file-systemdevelopmert.

Oneaddtional problem with all extensible file-systeminterfacess thelack of highdevel suppot. For extersible
filing systemdo beuseful developersneedibrariesof comman file-systenopeationsthatcanbeusedn thesameway the
Clibrary | i bc providesa comma setof opeationsthatareusefu for building applicatiors. Comman operatims often
desiredby file-systemdevelopersincludecompgessionandencrypion of files, copying files, extendng file anddirectory
attributes,readingandwriting new files aseasilyascanbedonein userlevel, andmore. This high-level functionality is
missingfrom pastextersiblefiling systems.

In short,thefile-systemdevelgpmentproaessis still long andcostly. Existingmethalsfor exterding file systems
do not helpspeedup this processsignificantly

1.1 Our Approach

Pastappioachedo simplify file-systemdevelopmen, asdiscussedbore, cold not achieve both perfamanceandporta-
bility. To perfam well, a file systemshouldrun in the kerrel, not at userlevel. Kernelcode however, is muchmore
difficult to write andport thanuserlevel code To easethe problens of developing andporting stackabléile systemghat
perfam well, we proposea high4evel langlageto describesuchfile systemsWe combire thislanguagewith compilerlike
techniqiesto generge a high perfaamancemplemenationwhich enharesportahlity . Therearethreebenefitso usinga
language:

1. Simplicity: A file-systemlanguagecanprovide familiar higher-level primitivesthat simplify file-systemdevelop-
ment.Thelanguge canalsodefinesuitabledefaultsautonatically. Theseredicetheamouwnt of codethatdevelopers
needo write, andlessertheirneedor extersive knonledgeof kernelinterrals,allowing evennon-expettsto develop
file systems.

2. Portability: A langua@ candescrike file systemausinganinterfag abstractiorthatis comman to mary operatimy
systemsThelanguaye compler canbridgethe gapsamory differentsystemsinterfaces.Froma singledescriptia
of afile systemwe couldgeneatefile systemcoce for differentplatforms. This improvesportablity consideraly.
At the sametime, however, thelanguagecanallow developersto take advartageof system-specififeatures.

3. Specializaton: A langlageallows developersto customizethe file systemto their needs. Insteadof having one
large and comgex file systemwith mary feature that may be configued andturned on or off, the comgler can
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producespecial-pwposefile systemsThisimprovesperformane andredicesmemay usagebecause specialized
file systemincludesonly necessargode.

Thisdissertatiordescribeshedesigrandimplementationof FiST, a File-SystenTranslatorlanguag for stackable
file systemsFiST letsdevelgpersdescribestackabldile systemsat a high level, usingopeationscomnon to file-system
interfaces.With FiST, developersneedonly descrile the corefunctiorality of theirfile systemsThe FiST languag code
geneator, fistgen geneateskernelfile-systemmodules for several platforms usinga single description. FiST currerily
suppats Solaris,FreeBSD andLinux.*

To assisffistgenwith generatig stackabldile systemswe createda minimal stackabldile-systemtemplde called
Basefs. Basefsaddsstackingfundionality missingfrom the underlying systemsand relievesfistgenfrom dealingwith
mary platformdepedentaspectof file systems.Basefsdoesnot requirechargesto the kerne or existing file systems.
InsteadBasefscallskernelfunctionsdiredly asneedd. Basefss mainfundion is to handlemary kerrel detailsrelatingto
stacking.Basefsprovidessimplehooks for fistgento insert,remove, or replacecodethat perfoms comman tasksdesired
by file-systemdevelopers,suchasmodfying file dataor inspectingfile names.Thatway, fistgencanproducefile-system
codefor ary platformthat Basefshasbeenportedto. The hods alsoallow fistgento include only the necessargoce,
improving perfomanceandreducirg kerrel memoy usage.

We built severalfile systemausingFiST. Our experienceswith thesefile systemsshaws the following benefitsof
FiST commaredwith otherstackabldile systems:

e Averagecodesizeis rediwcedtentimesascomparedto writing codegivenanothemnull-layer stackabldile system.
e Averagedevdopmert timeis redwcedseventimescompaedto writing usinganotter null-layerstackabldile system.

e Whenastackabldile systems mourtedontopof ary otherfile systemthestackabldile systemaddsaperfomance
overheadf only 1-2%for accessinghe otherfile system.

Unlike otherstackingsystemshowever, thereis no perfamanceoveheadfor native file systems.

1.2 Contributions

Theprimaty concepual contibution of this work is in the creationof a new progammingmodelfor file-systemdevelop-
mentcalledFiST. a domain-specificlanguagefor stackabldile systems.This is the first time a highdevel languagehas
beenusedto descrile stackabléfile systems.From a single FiST descriptionwe generatecoce for different platforms.
We achieved this pottability sinceFiST usesan API thatcomblinescomman featuresdrom several vnodeinterfaces.FiST
savesits developersfrom dealingwith mary kernelinternals,andlets develgpersconcetrateon the coreissuesof thefile
systemthey aredeveloping FiST reduce thelearningcurve for nonexpets involvedin writing file systems—Ileadintp
thesimplificationof thefile systemdevelopmentprocess.

Ourtechnicalcontibutionsincludethefollowing:

1. File-System Language A hightlevel file-systemlanguae that abstractdile-systeminterfacesacrossseveral plat-
forms, offering a comman file systemAPI. The langwageincludessyntaxfor onefile systemto call anothe, for
manipulatingfile data,namesandattributestranspagently, for creatingandstoringnew file attributes,andmore[86].

2. Portable Stacking: Stackabletemplats that hardle numerouskerrel detailson several systemswithout kernel
modfications. Thetemplategiealwith mary of the pottability issuesby exporting anintermedary API to the FiST
languagecomypler (fistgen)suchthatit doesnot have to worry abou kerrel details. This is a working systemthat
we implemenedon threeplatforms: Linux, Solaris,andFreeBSD[84].

1We areplanning to port FiST to other systemshat do not supportUnix-li ke vnodes espedcally Windows NT. SeeSecton 10.1.



4 CHAPTER1. INTRODUCTION

3. File-Systan—Programming Model: A new progammirg mode for file systemsIn this mode, developersmanip
ulateoneor morefile-systemopeamtions.For eachopeation, programmes cancontrd the codethatrunsbefae the
mainpartof the opeationexecutes, the actualmain part,andthe codethatrunsafterthe main partof the operati
executes.

4. Transparent Stacking APIs: Ourtemplatesmplement afully working null layerstackabldile systemall without
chaming currentfile systemsandwhile minimizing kerrel changs. We wereableto achieve this by makirg the
templats actasbotha stacled-on (lower) file systemandonethatstackson othes (upper). We accomfishedthis
by makingthe templatescall otherkerrel codeasneededandensuringthat the templatessimulatethe restof the
kerrel's betavior accurately That way, our stackablefile systemsbehae transparetly to kernelsand otherfile
systems.Not chamging existing kernelsandexisting file systemameantthat their perfamancewasunctanged:if
our stackingis notin use,thesesystemshehae andperfam identically asbefae. In otherwords, our stackable
interfacesdo nothave to betightly integratedwith therestof the operatimg system.

5. Size-Changng Algorithms: Our systemcan gereratestackablefile systemsthat chamge datasizes,suchas for
compession.We have designedan efficient new algaithm to suppot size-chaging file systemsas stackablfile
systems. No otherextersible file systemin the pastwas ableto demamstratea working implementationof such
size-chaging stackabldile systemg80Q].

6. File-Systan—DevelopmentLibraries: Our systemcomeswith high-level suppat for comnon file-systemopea-
tions desiredby developersbut not availablein kernels. This is a library of functions for usein developmet of
typicd new file systemsQOurlibrary of functionsinclude compressiorandencrygion of files, copying files, readirg
andwriting files aseasilyasdonein userlevel C programs,extendng the attributesof files anddirectoies, storing
addtional attributespersistentlyextending the functiorality of systemcalls by creatingnew ioctl(2) callsthatcan
exchangearbitrary informationwith userlevel progams,andmore.

7. New File Systems:We developedandreleasedereralfile systemsisingFiST. Along with thetemplatesthesefile
systemssene asexcellenteducatimal tools to teachothershow to write file systemsandto help undestandthe
intricacies of the detailsof thosesystemg81, 82, 83].

1.3 ThesisOrganization

Therestof this dissertationis organizedasfollows. Chapter2 providesbackgourd informationandsureys relatedwork.
Chapte8 describeshedesignof theFiST system We detailthedesignof the FiST languagein Chapte# andthedetailsof
thetemplatesn Chaptels. We discusurstackingsuppat for size-chaning stackabldile systemn Chapter6. Important
implemenationdetailsaredescribedn Chapter7. In Chaptei8 we describehe designandimplemeantationof severalfile
systemsbuilt using FiST. We evaluate the FiST systemin Chapter9 andconclud with a summaryin Chapterl0. We
follow with several appenlices. Apperdix A descrilesthe FiST langwagespecification Appendix B lists the compete
codefor someof the moreinvolved file systemswe describd in Chapter8. Appendix C provides a tutorial on vnode
interfaces.



Chapter 2

Background

Therearemary operating systemsandmary new file systemshave beenpropsed,but only ahandfil of file systemsare
in regular use.We begin this chapterby descriling how file-systemdevelopmentis catgyorized—alltheformswhich one
canview file-systemdevelopment. We continte the chaptemwith a history of the evolution of file systemsn geneal and
thevnode interfacein particula, andattemptto explain why sofew file systemsareusedin practice To a large degree,
thereason®verlgp with thelimitationsthat FiST is intendedto remove. We corcludethis chapterwith a survey of work
relatedto developmert of file systemsn ervironmerts thatfacilitateextensibility.

2.1 Evolution of File SystemsDevelopment

In this sectionwe tracethehistoricaldevelopmeri of file systemsWe startwith the pre-stackingdays,go through thefirst
stackingefforts,andmove onto moregeneralpurpceextensibie file systems.
First, hawever, we definetwo basictermsthatwe will usethroughoutthis dissertation:

File: A file is astoragedataobjectalongwith its attributes.For example thelist of usernamesandtheir passverdsis the
dataof anobjed. Oneattribute of suchanobjectcanbeits owner. r oot ; anothemttribute canbeits sizein bytes.

File System A file systemis a collectionof file objectswith the operatims that canbe perfomedon thesefiles. For
exanple, afile systemknows how to arramge a collectionof files on a mediasuchasa harddisk or a floppy. The
file systemalsoknows how to applyfile opeationsto thoseobjects suchasreadingafile, listing the nameof files,
deletingafile, etc.

2.1.1 NativeFile Systems

Native file systemsarepartof the operatingsystemandcall device drivers directly. Thesefile systemsareusuallyaware
of andoftenoptimized for specificdevice charactastics,asshavn in Figure2.1
Examplesof suchfile systemsnclude

TheBerkeley FastFile System(FFS)[42] for physicaldisks.
SunMicrosystemss UFS[7], anoptimized versia of FFS.

TheLFS log-structuedfile systempptimizedfor sequetial writes[62] onharddisks.
NFS[51, 65], afile systenthatusesthenetwork.
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Figure2.1: Native file systems reside in the kernel and interact with device drivers directly. They perform well,
but are difficult to develop and port.

e TheHigh-Sierafile system(HSFS,|ISO96®) for CD-ROMs [34].
e Memay-basedfile systemsuchasRio [16].

e TheFAT-basedile systenmoriginally developedfor DOS[75], andlateradagedfor Unix machinego accessfloppy
asanative PC-basedile system(PCFS)[22].

Suchfile systemaredifficult to develop andport becausehey arecoupledto the surraundingoperting system:
system-call handles call thefile systemcodeandthe file-systemcodecalls device drivers. Native file systemserform
verywell becaus¢hereis vely little codethatruns betweerthemandthe devicesthatstorethefiles, andthesefile systems
areableto emplg device-specificoptimizatians.

Thesefile systemshave beenheavily optimized by vendbrs for particdar combnationsof harddisks and Unix
workloads. Many verdorssharethe implementationbasisfor the samefile systems.As aresult,we find only a handfil
in use.For exanple, while mary Unix verdorshave their own versionof a disk-baedlocal file systemthesearein most
casenly smallvariatiors of the Berkeley FFS.

2.1.2 UserLevel File Systems

Sincedevelopingfile systemsn thekernelis difficult, it wassuggestedhatfile systemshoud be developedin userlevel
[13]. Thesefile systemgesideoutsidethekerrel. They areimplemeantedeitherasa processor asaruntime library. Most
suchfile systemsareaccessedia the NFS protacol. Thatis, the processthatimplemerts themregisterswith thekernelas
anNFSsener, althowghthefilesit maragesarenot necessarilyemote.

The primary bendits of userlevel file systemsare easierdevelgpment,easierdetuggng, andgreatemortability.
Thisis becausehey arewritten usingthe usualuserlevel progammirg languagesanddevelopmen tools. However, user
level file systemssuffer from inhetently poa performarce. Figure 2.2 shavs how mary stepsit takesthe systento satisfy
anaccessequesthroughauserlevelfile sener. Eachcrossingof thedashedine requiresacontet switchand,sometimes,
adatacopy. Context switchanddatacopiescandegradeperfamanceby asmuchasanorderof magnitude[83].

Examplesof out-d-kerrel file systemsarethe Amd [53, 73] andaut onount d [13] autonountes, Blazes CFS
encrypting file system[8], andAmd derivativesincludingHIfsd [85], AutoCache [43], andRestore-o-Munter[46].
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Figure2.2: User-level file systems are easier to develop and port, but suffer from poor performance due to the
greater number of context switches and data copies that occur when serving user requests.

A few file systemsat the userlevel have beenimplemantedasuserlevel libraries. One suchexanple is Systas
[39], afile systenfor Linux thataddsanextra measuref flexibility by allowing usersto write Schemecodeto implemant
thefile-systemsemantics Anothe, alsofor Linux, is Userfs[21]. For exanple, to write a new file systemusingUserfs,
theimplementorfills in a setof C++ stubfile-systemcalls—thefile systems versionsof open, cl ose, | ookup, r ead,
write, unlink, etc. Developers have all the flexibility of userlevel C++ progams. Then,they comple their code
andlink it with the provided Userfsrun-time library. Thelibrary providesthefile-systemdriver engineandthe necessary
linkageto specialkernelhooks. Theresultis aproessthatimplementsthefile system Whenthe processis run, thekernel
divetts file-systemcallsto thatcustom-lirked userlevel procesghatlinkedwith thelibrary.

Suchflexibility is veryappealilg. Unfortunately thetwo exampesjustmentione arelimited to Linux andcanrot
be easily portedto otheropeating systemshecausehey requre specialkernelsuppaet thatis availableonly for Linux;
thatkerné suppat cannotbe easilyportedto otheroperatig systemsecaseit depend on specificsof the Linux kerrel.
Also, suchfile-systemdevelgomentstill requilesthe userto write afull implemenationof eachfile-systemcall.

2.1.3 The Vnode Interface

As more andmorenativefile systemsverebeingdeveloped,it becane appaentthatdifferentfile systemsluplicatedarge
portions of theircode—cod thatassumedhatthefile systemwastheonly oneruming. Thevnodeinterfacewasinvented
over adecadeagoto facilitatetheimplemenationof multiple file systemsn oneoperding systen{38], andit hasbeenvery
successfuaitthat. It is now universallypresenin Unix operatig systems.Readersiot familiar with the vnode interface
mayreferto Appendx C for atutorial onthe subject.

To access particularfile system,processesnale systemcalls that gettranslatednto vnode interfacecalls, as
depictedn Figure2.3.
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Figure2.3: In Vnode-based file systems, a system call is translated first to a generic Virtual File System (VFS)
call, and the VFS in turn makes the call to the specific file system.

Thereis alot of codein thekernelthatdealswith file systemsSomeof this codeis specificto thefile systemand
relatesto its storage.For exanple, a disk-basedfile systemcontairs codeto accesslisk device driversandtheblock I/O
subsystemwhile a network file systemcortainscode to exchame dataover a network andensurets integrity on boththe
sendess andreceverssides.

Thereis ageneic sectionof file-systemcodein the (Unix) kernel,calledthe Virtual File SystenfVFS)?®. TheVFS
is alsooftencalledthe upperlevd file-systemcodebecausét is alayerof abstractio above thefile-system—spefic code.
In particular whensystencallsbegin executirg in thekerrel’s context, thekernelthenexecutesVFS codefor thosesystem
calls. The VFS thendecideswhich file systemto passthe opeationonta TheVFS is geneit in thatit doesnot cortain
codespecificto arny onefile system;instead,t callsthe predefinedfile-systemfunctiors thatweregivento it by specific
(lower level) file systems.

A Virtual Node(Vnode)is a hande to a file maintaired by a runnirg kerrel. This hande is a datastructurethat
contairs usefu informationassociateavith thefile objed, suchasthefile’s owner, size,lastmodfication date,andmore.
Thevnocdk objed alsocontairs alist of functiors thatcanbe appliedto thefile objectitself. Thesefunctionsform avecta
of opeationsthataredefinedby thefile systemto whichthefile belong.

Vnodesarethe primaly objectsmanipdatedby the VFS. The VFS createsanddestrgs vnodes. It fills themwith
pertinert information,someof which is gatheed from specificfile systemdy harding the vhode objectto a lower level
file system.TheVFS treatsvnodesgenericallywithoutknowing exactly whichfile systenthey belongto.

The Vnock Interface is an API that definesall of the possibleoperdions that a file systemimplemerts. This
interfaceis often internalto the kernel, andresidesin betweenthe VFS and lowerlevel file systems. Sincethe VFS
implemerns geneic functiorality, it doesnotknow of the specificsof ary onefile system.Theefore,new file systemsnust
adhee to the corventionssetby the VFS; thesecorventiors specifythe names protaypes,retun values, and expecta
behaior from all functionsthatafile systemcanimplemen.

Iwhile vnodes area Unix conaept, Windows NT hasa similar concep. SeeSecton 2.1.8.
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The designes of the original vnode interfaceervisioned pluggable file-systemmodules[60], but this capaliity
wasnhot presenatthebeginning. Throughthe 198% Sunmadeat leastthreerevisions of theinterfacedesigne to enharwe
plugcability [64]. However, during the sameperiad Sunlost contrd of the vnode definition as other operatimg-system
vendrsmadeslight,incompatible,changsto theirvnodeinterfaces.

Vnodebasedile systemsarehardto write, port, andmaintain. However, they perfam well becauséhey reside
in thekernel.Suchfile systemsareoftenwritten from scratchbecagethey interactwith mary opeating-systenspecifics.

2.1.4 A StackableVnode Interface

A Vnodeusuallycortainsopaqe informationthattells the VFS how to perform operdionson thatfile. Theseoperatios
oftengo straightinto device-driver codeor networking codethatis usedto storethefiles of thefile system.

Onenotable improvement to the vnode concep is vhodestadking [31, 63, 69, a techrique for modularizingfile-
systemfunctions. Stackingis theideathata vnoce object thatnomally relates—otpoints—tolow-leve file systemcode,
may in fact point to anotler vnade, perlapseven morethanone vnode. This ideaallows one vnodeinterfaceto call
anotter. However, to suppot stacking,all verdorshadto changetheir original vnode interfacesignificantly This work
ofteninvolved major changsto the restof the operatiny systemto suppot stacking,andincluded rewriting existing file
systemdo a newer stackablénterface

Beforestackingexisted therewasonly a singlevnoce interface. Higherlevel operatimg-systemsodecalledthe
vnock interfacewhich in turn called codefor a specificfile system.With vnocde stacking several vnoce interfaces may
exist andthey may call eachotherin sequencethe codefor a certainoperationat stack-lerel N calls the correspndirg
operdion atlevel N + 1, andsoon. For eachlevel, or file systemthe opeationanddatamaybe changd andpassedo
thenext level down.

A stakablefile systemis onethat stacksits vnadeson top of anotter file system. Sucha file systems default
behaior is to take avnode objed it recevedfrom its caller, changethe objects dataandattributesasit seedit, andthen
call thefile system(spelaw it.

A reguar VFS definesafile systemAPI definirg the operatimsthatit expeds file systemso implemer, calling
conventiors, and more. However, regular VFSs are only concened with the API belowthem, the interfaceto the file
systemghey call. Thefile systemghey call areonly corcernedwith thedevice drivers they mustcall.

A Stakale VFSdefinesa symmetricfile systemAPI: the operatims andconventionsof thefile systems callers
andcalleesareidentical. The VFS itself mustnot assumearything aboutthe hierarcly of file systemst calls. In other
words,stackabldile systemsaresaidto betranspagntabose andbelow them.

As a simpleexanple, considerFigure2.4. Here,we usetwo layersin the stack. Whenusersperform file-system
operdionssuchasreadingor writing files, their datagoesfirst throughthetop-mostlayer: compessionwith Gzipfs. After
thedatahasbeencompessedit is movedto the next layerdown: encrypion via Cryptfs. Finally, Cryptfsmovesthedata
to the next layerdown, andthe datais storedon a disk-basedfile systemUFS.

More generallythan a single stack,vnodes can be composed That s, vnodes neednot form a simple linear
order but canbrarch. This brarchingis provided by a singlevnoce calling, or beingcalledfrom, multiple vnodes. These
configuationsarecalledfan-aut andfan-in, respectiely, describedn moredetailin Section2.1.42. Compositioncreates
andirectedagyclic graph (DAG) of file systems(It is important to avoid cyclesin file systemcompgition, soasto prevent
deadl@ksandinfinite loops.)

As anothe exampleof the utility of vnoce stacking considr the complex cachingdfile system(Cachefsshovn
in Figure2.5. Here,files areaccessedrom a conpressed Gzipfs), replicated(Replicfs), file systemandcachedn an
encnypted(Cryptfs),compessedile system.Oneof thereplicasof the soure file systemis itself encrypted,presumably
with a key differentfrom that of the encryptedcache.The cacheis storedin a UFS[7] physicalfile system.Eachof the
threereplicasis storedin a differen type of physicalfile systemUFS,NFS,andPCFS[22].
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Figure2.4: A simple file system composed of two stackable layers: first data is compressed via Gzipfs, and then
it gets encrypted via Cryptfs, before heading down to stable storage.
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Figure2.5: A complex file system composed of several stackable modules that can be used repeatedly: caching,
encryption, compression, replication, and so on.

Onecoulddesignasinglefile systemthatincludesall of this functiorality. However, theresultwould becomple
anddifficult to delug andmaintain.Alternatively, onecoulddeconposesuchafile systeminto a setof compnens:

1. A cachindfile systenthatcopiesfrom a sourcefile systemandcachesn atargetfile system.

2. A cryptagrapthic file systemthatdecryptsasit readsandencryptsasit writes.

3. A compessingfile systemthatdecompessessit readsandcompresesasit writes.

4. A replicatedile systemthatprovidesconsisteng contrd amongcopiesspreadacrosghreefile systems.

Thesecommnentscanbe combinedin mary waysprovidedthatthey arewrittento call andbe callableby othet
unkrown, compnents. Figure 2.5 shavs how the cryptagraphc file systemcan stackon top of eithera physical file
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system(PCFS)or a nonphysicalone (Gzipfs). Vnodestackingfacilitatesthis designconcep by providing a convenient
inter-conponer interface

Building file systemsy stackingcommnentscarriesthe expectedadartagesof greatemoduarity, easierdelug
ging,andscalability BSD 4.4’'s Nullfs is aC templatethatis usefulasa startingpointfor developing stackabldile systems,
makingit easierto write new file systemsTheprimaly disadwantaye of layeredfile systemss perfamance.Crossingthe
vnock interfaceis overthead albeitsmall (1-10%) sincethis occus in the kerrel [83, 84].

| -
User Process %
read() D)
VOP_REA
REAX) Virtual File
VOP_REAI) p|  System (VFSL_
________ 2 - | -

NU
Ker

nul | fs_read()

ufs_read() Lower Level
File Systems

di sk_dev_read()

Local Disk

- T =<
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Figure2.6: A vnode stackable file system showing how system calls are translated into Nullfs calls by the VFS.
Nullfs in turn calls the corresponding lower-level file system’s operations.

Figure2.6 shavs the structurefor a simple,single-level stackablenull-layer file systemusingBSD 4.4’s Nullfs.
Systencallsaretranslatednto VFS calls,whichin turninvoke their Nullfs equivalerts. Nullfs againinvokesgereric VFS
operdions, andthe latter call their respectie lower-level file-systemopemtions. Nullfs calls the lower-leve file system
withoutknowing whatit is.

2.1.41 First StackingInterfaces

Researcheranddevelopershave alwaysneededinervironmentwherethey canquickly pratotypeandtestnew file-system
ideas. Several earlierworks attemptedo provide the necessarylexibility. Apollo’s I/O systemwas extensiblethrough
userlevd libraries that changd the behaior of the applicdion linking with them[58]. Now, moden suppat for shared
libraries[25] permitsnew functionality to beloadedby the run-time linker. Oneof thefirst attemptdo extendfile system
functionality wasBershads watchdays[6], amechaismfor trappng file-systemopeationsandrunning userwritten code
aspartof the opeation. Later, Webberimplermentedfile systeminterface extensiors thatallow userlevel file seners [78]

to addnew functionality. All of theseprevious attemptsat file-systemextensibility weread-ha@—not solutiors thatwere
fully integratedinto the operatilg systemandcertainlynotgenerapurmposesolutions.
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Vnodestackingwasfirst implementedby Rosenthaln SunOS4.1arourd 1990[64]. His work wasboththefirst
implemenation of the pluggability concep andalsoa cleanup effort in responsdo changs that had beenrequiredto
suppat integration of SunOSandSystemV andto mege thefile systems buffer cachewith the virtual memorysystem.
Becausat focusedon the universallyavailablevnodeinterface,Rosenthak stackingmodelwasnot adhoc, unlike earlier
efforts, andheld promiseto becone a standad file-system—gtensionmechaism.

With vnoce stackingavnoce now represetedafile openin a particularfile systemlf N file systemsarestacled,
a singlefile is representecdby N vnodes,onefor eachfile system. The vhodesare chainedtogether A vnoce interface
operdion proceed from the headof the chainto the tail, operatingon eachvnode, andabortingif anerroroccurs. This
mechaism, whichis similar to theway Streaml/O moddes[59] operateijs depictedn Figure 2.7.

I A A
Incoming ¥ v ¥ To
VHOL> Compression———={ Encryption —r UFS ﬁai
Operation Disk

Errors Result in Immediate Abortion of Chained Operation

Figure2.7: Typical Propagation of a vnode operation in a chained architecture. Vnodes in the same chain share
a single lock. Vnode operations proceed from the head of the chain until they reach its tail or an error occurs.

This simpleinterfacealonewas capalie of combiring severd instanceof existing UFS or NFS file systemso
provide replicatian, cachirg, andfall-backfile systemsamongotherservices Rosenthabuilt a pratotypeof his proposed
interfacein the SunOS4.1 kernd, but wasnot satisfiedwith his designandimplenentationfor severalreasonsiocking
techniqieswereinadeaate,the VFS interfacehadnot beenredesigedto fit the nev mocdel, andmulti-threadingissues
werenot consideed. In addtion, Rosenthalvantedto implemen morefile-systemmodulessoasto getmoreexperience
with theinterface.Rosenthas interfacewasnever madepuHic norincorporatedinto Suns opeatingsystems.

A few similarworksfollowedRosenthalSkinnerandWongdevelopedfurther protaypesfor exterdedfile systems
in SunOS[69], which alsowere never madepulic or incomoratedin Sun’s operting system. Around the sametime,
Guy and Heideman developed slightly more genealized stackingin the Ficus layereal file system[28, 30] at UCLA.
Heideman’s work wassimilarto RosenthaB. Heideman’s work, however, wasmadepublic andevertually madeit into
BSD4.4.

2.1.42 Fanningin StackableFile Systems

Traditioral stackabldile systemsreatea singlelinearstackof mourts, eachonehiding the onefile systenbelaw it. More
geneal stackingallows for a DAG-like mownt structue, aswell asfor directaccesgo ary layer[31, 63]. Thisinteresting
aspectof stackabldile systemss calledfanring, asshavn in Figure 2.8. Fannirg offer featuresdesiredby file-system
developersthatareonly feasiblewith stackabléile systems.A fan-aut allows the mourtedfile systemto accesgwo or
moremouwntsbelow. A fan-od is usefu for examge in replicated load-balancing unifying [52], or cachingfile systems
[69]. As discussedn Sectiord.2,sinceFiST usesstackingfile systemsit benefitsfrom theseaddedfeatures.
Notethatstackabldile systemganonly call thefile systemsnourtedimmediatelybelow it. They canna directly
call file systemdurther down belov. Thatis, afile systematlevel N cancall thefile systemsatlevel N — 1, but notthe
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file systemsatlevel N — 2. Furthemore,stackabldile systemsannotcall file systemsaboveit; in fact,they donotknow
which or how mary file systemsarestacledabove it. Theserestrictionsarenecessaryo maintainmoduar indegenderce

andtranspaeng/ amonglayers.

$0| X $0| X

! Y\
$1|Y $1|Y Z | $2
Fan-In Fan-Out

Figure2.8: Fanning in stackable file systems. A fan-in file system allows direct access to upper and lower layers.
A fan-out file system can access two or more file systems directly. The “$” references are explained in Chapter

4.

A fan-in allows a processto accesdower-level mounts directly, ascanalsobe seenin Figure2.9. This canbe
usefulwhenfastaccesgo the lowerlevel datais needd. For exanple, in anenciyption file system,a backuyp utility can
backip the datafaster(andmoresecurely)y accessinghe ciphetext files in the lowerlevel file system.If fan-inis not
usedthemountel file systemwill overlay the mounteddirectorywith themourt point. An overlaymourt hidesthelower
level file system.This canbe usefulfor somesecurityapplications. For examge, our ACL file system(Section8.2) hides
certainimportantfiles from nomal view andis ableto contiol who canmanipulae thosefiles andhow.

" Stackable - " Stackable “ "
TFHs L, RS,

Original File System 5

""" Regular Mount “Overlay Mount

Figure2.9: Stackable file-system mounts can keep the mounted directory exposed (fan-in allowed) or overlay
the mounted directory (fan-in disallowed).

2.1.43 Inter position and Composition

A few yeardater, RosenthalSkinnerandWongestablishediew termirologyfor thefield [63, 69]. They expandedheterm
staking in to interpositionandcomposition Theterm “stacking” wasconsideed at onceto have too mary implications,
to betoovague andto imply only alinearLIFO structue with nofan-inor fan-aut.

Interpasition wascoinedasthenew termfor stacking.Thedefining paperg63, 69] explain aparticdarimplemen
tationof interpasitionbasedn anew definitionof vnodes. Thenew vnode contairs only thepublicfieldsof theold vnoce.
A new datastructurecalleda pvnale cortainsthe privatefields of the old vnode A vnoce chain now becanesa single
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vnock (providing a uniqueidentity for thefile) plusa chain? of linked pvnodes.Interposedfundionality is represeted by
onepvnodeperopean file.

Pvnodesnay containpointersto othervnodes,with the effectthatall thelinkedvnodesmay needto beregarded
asa singleobject. This effectis called compaition. Compgition, in particdar, requiesthe following two capalities
[63]:

1. Theability to lock acompléde interpcsition chainwith oneoperatia.

2. Treatirg aninterpasition chainasanatomicunit. An opeationthatfailedmidway shouldresultin unddng anything
thatwasdore whenthe opeationbegan at the headof thechain.

Figure2.10shaws this structurefor acompessingencnypting file systemthatusesUFS asits persistenstorage.
For eachof the threefile-systemlayersin the stack,thereis onepvnode. Eachpvnale containsa pointerbackto thefile
systemthatit repesentssothatthe correct opeationsvecta is used. Thethreepvnadesarelinkedtogetherin the order
of the stackfrom the topto thebottom Theheadof the stackis refererwedfrom a singlevnock structue. The purposeof
this restructuing that Skinner& Wonghadproposedwassothatthe threepvnadescouldbe usedasonecompasedentity
(shavn hereasa dashedenclsingboX) thatcouldbelockedusinga singlelock variablein the new vnoce structue.

vnode
A v
Cryptfs @r:’ode
UFS (Wr‘:ode

Figure2.10: Vnode composition using private vnodes, pvnodes. Pvnodes can refer to any file system, while a
single vnode handles a chain of pvnodes, allowing a single lock to operate on a complete chain of stacked file
systems.

Thelinkeddatastructuresreatedy interpcsition andthe correspondig conplex semanticarisingfrom compe
sition comgicate concureng/ controlandfailurerecovery. Onecorcurrercy contiol prodemis how to lock anarbitraily
long interpasition chainas cheaplyaspossible.Another harcer, prablemis how to lock more thanonechainfor multi-
vnock opegations.

2Actually a DAG, to provide fan-inandfan-out
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The failure recorery prablem arisesfrom compgition. If a multi-vnode operatim fails midway; it is vital to
rollbackthe opertionsthathave succeed#. Both RosenthahndSkinnerdiscussadaptinghe databaseonceptof atomic
transaction. Specifically eachpvnodewould containroutinesto abat, commit andprepae? the effects of operatims
on it. However, probably becauseof the compleity involved, no one hasyet implenmentedtransaction in suppot of
composition. Consequetty, stacksof interppsedfile systemanay have failure behaior thatis different from singlefile
systems.

2.1.44 4.4BSD’sNullfs

4.4BSD includesafile systemcalledNullfs, which wasdirectly derived from Heideman’s work at UCLA [30]. BSD’s
Nullfs doesnot createary new infrastructurefor stacking;all it doesis allow mouwnting one part of thefile systemin a
differentlocation It proved usefd asa templatefrom which 4.4 BSD’s Union file systemwaswritten [52]. The latter
wasdevelopedby extendng Nullfs to memge the mount-pant file systemandthe mountedone,ratherthanblindly forward
vnock andVFS operatimsto the nev mountpoint.

The main contribution of 4.4 BSD to stackingis thatit usedan existing vnoce interfacein a mannersimilar to
SunMicrosystemss Lofs. In fact,theway to write stackabldile systemsn 4.4BSD s to take thetemplatecodefor their
Nullfs, andadapit to onesneedsThistemplateappioachsimplifiesdevelopmentsomevhat, but still, difficult kerné code
mustbewrittenin C, andno high-level functionality is available. Furthermore this codeis not portableto othersystems.
File systemsasedn Nullfs, however, suffer only a smallperformane degradationsincethey execuein thekerrel.

2.1.45 Programmed Logic Corp.'s StackFS

ProgammedLogic Corp. is a comary specializingin storageprodicts. Among their offerings are a compgressionfile
system,a 64-bit file system,a high-throuchput file systemutilizing transaction, and a stackablefile system. PLC'’s
StackFg56] is very similarto BSD 4.4's Nullfs.

StackFSallows for different moddesto be insertedin a variety of waysto provide new functionality. Modules
offering 64-kt accessmirroring, union, hierachical storagemangementHSM), FTR, caching andothes areavailable.
Severalmodues canbe loadedin a stackfashioninto StackFSThe only organizationavailableis a singlestack;thatis,
eachfile systemperfamsits taskandthenpasse®nthevnode operatim to theoneit is stacledontop of, until thelowest
stacledfile systemaccessethenative file system(UFSor NFS).

Thereis no suppat for fan-inor fan-ou. StackFSdoesnot have facilitiesfor highdevel functiorality. Thereis no
langlageavailablefor producingmoduesthatwill work within StackFSPLC’swork is notporttableto othersystems Still,
PLC'’s productsarethe only knovn comrercially available stackabldile systemsaritten on top of an existing stacking
infrastructure.

2.1.5 HURD

The Herd of Unix-Repacing Daemois (HURD) from the FreeSoftware Foundation (FSF)is a setof seners ruming on
the Mach 3.0 microkemel thatcollectively provide a Unix-like ervironmert [12]. HURD file systemsareimplemenedat
userlevel, muchthesameasin Mach[2] andCHORUS[1].

Thenovel coneptintroducedby HURD is thatof thetranslator A translatoiis a programthatcanbeattachedo
a pathrameandperform specializedservicesvhenthatpathrameis accessed.

For example in HURD thereis no needfor thef t p program. Instead a translatorfor ftp serviceis attached
to a pathrame,for exanple,/ f t p. To accesssay the latestsources for HURD itself, one could cd to the directoy:
[ftpl/prep.ai.mt.edu/ pub/ gnuandcopy thefile hurd- 0. 1. t ar. gz. Comma Unix commaissuchasl s,

3In transactbn terminology, “prepare” meansgo stopprocessig andprepae to either commitor abort



16 CHAPTERZ2. BACKGROUND

cp, andr mwork normally whenappliedto remde ftp-accessediles. The ftp translatortakes careof logginginto the
remotesener, translating=TP protacol comnandsto file systemcomnmands,andretuning resultcodesbhackto theuser

Originally, atranslatoflike ideawasusedby the“Alex” work andallowedfor exanple transpaentftp acceswia
afile-systeminterface [14].

2.1.51 How to Write a Translator

HURD definesacomman interfacefor translatorsThe operatimsin this interfacearemuchcloserto theusers view of a
file thanthekerrel's,in mary casegesembing Unix commands:

e fil e_chown tochang owne andor group

fil e_chfl ags tochangdile flags.

fil e_uti nmes tochameaccesandmodify times.

fil el ock toapplyor manipuateadvisoy locks.

di r I ookup totranslatea patmame.

di r _-nkdi r to createanew directay.

HURD alsoincludesafew operatimsnot availablein thevnodeinterface,but which have oftenbeenwishedfor:

fil e_noti ce_changes to sendnotificationwhenafile changs.

di r _not i ce_changes to sendnatificationwhenadirectay changs.

fil e_getlinknode togettheothernamesof ahardlinkedfile.

di r _nkfi | e to createa new file without linking it into the file system. This is usefulfor tempoary files, for
preventingprematue accesdo partially written files, andalsofor securityreasons.

fil eset _transl at or toattachatranslatotto apointin thenamespace.

We have listed only someof HURD's file anddirectay operatims,but evenanexhaustie list is notaslongasthe
VFS andvnodeinterfacedistedin Apperdix sectionsC.2andC.4.

HURD comeswith library implemenationsfor disk-baedandnetwork-basedranslatos. Userswishingto write
new translates canlink with | i bdi skf s. aorl i bnet fs. arespectidy. If differentsemanticaredesiredonly those
necessarfunctiors mustbe modfied andrelinked HURD alsocomeswith | i bt ri vf s. a, atrivial templatdibrary for
file systemtranslatorsusefu whenoneneedso write a comgetetranslatofrom scratch.

The ideaof translatords akin to stackinga specialfile systemon top of a singledirector: the new file system
canperfam similar functionsto thatof a translator However, the API for writing translatorsvasdesignd especiallyfor
extensilhlity, while the vnock interfacewasnot. Thetefore,writing translatos is simplerthanwriting new file systems
usingthe vnock interface. While writing translatoran HURD is relatively simple,develgpersmuststill write lots of C
code,implemerting every function in the API. Furthernore, this codeis not portable to othersystems.

HURD is unlikely ever to includea “standard vnode interface. For political andcopyright reasonsHURD was
designedandbuilt usingfree software and standardswith the emghasison charging anything that could be improved
This undbubtedy will limit its popularity. That, coupla with the very different progamminginterfaceit offers, means
thatthereis lessof achane thatHURD will provide vnade-like codetranslationlike FiST. NeverthelessHURD offers an
interfacethatis comparableto thevnode oneandmore.

Onefinal problemwith HURD is thatit wasbasedon Mach, a message-gssingmicro-kernelopegating system
thatsuffersfrom poorperfamancedueto the high costsof passingnessagep?].
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2.1.6 Plan9

Plan9 wasdevelgpedat Bell Labsin thelate 1980s [54, 55, 57]. ThePlan9 appoachto file-systemextersionis similar
to thatof Unix.

The Plan9 mourt systemcall providesa file descripto thatcanbe a userprocessor remde file sener. After a
successfumourt, operatims belowv the mownt point aresentto thefile sener. Plan9’s equivalentof the vnode interface
(called9P) comprisesthefollowing opegations:

nop TheNULL (“ping”) call. It coud beusedto synchonizeafile descripor betweertwo entities.
sessionlnitialize a comectionbetweera clientanda sener. Thisis similarto the VFS mourt opegation.

attach Connetauserto afile sener. Returnsanew file descriptoifor therootof thefile system.Similarto the“getroot”
vnodeoperatia.

auth Autherticatea 9P conrection.

clone Duplicatean existing file descripto betweena useranda file sener so that a new copy could be operaed upm
separatelyo provide userspecificnamespace.

walk Traverseafile sener(similarto lookup).

clwalk Performa cloneoperatio followedby awalk operdion. This oneis anoptimization of this comma sequene of
opeations,for usewith low-speechetwork connetions.

create Createanew file.

open Preparafile descripto befae reador write operatims.

read Readfrom afile descriptor

write Write to afile repesentedy afile descriptor

clunk Closeafile descriptor(withou affectingthefile).

remove Deleteanexistingfile.

stat Readtheattributesof afile

wstat Write attributesto afile.

flush Abortamessaganddiscardall remainirg repliesto it from asener.

error Returnanerrorcode.

Theseoperatim messagearesentto a file sener by the Plan9 kerrel in resposeto client reqiests,muchthe
sameway asuserlevel NFS seners behae.

Plan9 and9P provide little benefitover whatcanbe dore with the vnock interfaceanda userleve NFSsener.
Certainly thereis nomajornovelty in Plan9 like thetranslationcorceptof HURD. Supyort for writing Plan9 file seners
is limited, andthe functionality they canprovide is notaswell thoughtoutasHURD's. HURD therefae providesa more
flexible file-service-extension mechaism.

Plan9 doesnot provide alibrary of high-level functionality andrequre writing codeusinga slightly-modified C
compler. File systemawrittenin Plan9 cocke arenot portable to othersystems.
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2.1.61 Inferno

Infemo is Lucent Techndogiess (a.ka. Bell Labs)successoto Plan9. The Inferno network operating systemwas
designedo befully functional yetfit in asmallamouwnt of memoy. It is designedo run on devicessuchasset-topboxes,
PDAs, andotherembeddedsystemg40].

In Inferno, everything is representedy files. Therebre,file systemsareindistingushablefrom otherservices;
they areall partof the Inferno namespace.Evendevicesappear assmall directaies with afew files named‘data; “ctl,”
“status; etc. To contiol anentity representethy sucha directory you write stringsinto the “ctl” file; to getstatusread
the “status”file; andto write data,openthe “data” file andwrite to it. This mockl is simpleandpowerful: opeationscan
be dore usingsimpleopen read write, andclosesequenes—allwithout the needfor different APIs for networking, file
systemspr otherdaemas|[9].

Inferno allows namespacedo be customizedy aclient, sener, or ary application Themour opeationimports
aremotenamespaceontoalocal point, similarto theUnix file-systemmourt opeation. Thebind operdion makesaname
spacein onedirectay appearin andher Thisis similar to creatirg symbdic links andhardlinks in traditional Unix file
systemswith theexcegion thatInfernocanalsounify the contentsof two directores.

For Infernoto offer a new file-systemfunctionality that might othewise be achieved via vnoce stacking,an
applicatio hasto mountandbindtheright namespacesaddits own namesasrequired,andthenofferthemfor importation
(similar to exportingin Unix). All theseactionscanbe donesecurely Inferno codeis written in the Limbo progammirg
langlage[35], anew geneal-purpselangua@. Infernocodeis not portabe to othersystems.

Inferno’s maindisadwartageis afamiliarone.lt is abrard new operatig systemandemplg/s anew progammirg
languageandmodel.Infemois notlikely to beasportableor in wide useasUnix.

2.1.7 Spring

Springis anobjed-orientedresearctoperding systembuilt by SunMicrosystemsLabaatories[44]. It wasdesigredasa

setof cogeratingsenetrs ontop of amicrokernel. Springusesa modifiedinterfaceDefinition Languae (IDL) [74, 77] as

outlinedin the CORBA specification$50] to definetheinterfaceshetweerthe differentseners.
Springincludesseveralgenericmodulesthatprovide serviceghatareusefu for file systems:

Caching A modulethatprovidesattribute cachirg of objeds.

Coherency A layerthatguaanteebjectstatesn differentseners areidentical. It is implenentedat the pagelevel, so
thatevely objed inheritedfrom it couldbe cohaentby default.

I/O A layerthatsuppots streamingbasedperatims on objeds similarly to theUnix r ead andwr i t e systemcalls.

Memory Mapper A modue that provides page-basedcaching sharing andaccesgsimilar to the Unix mmap system
call).

Naming A module thatmaintairs nameof objects.

Security A modue thatprovidessecureaccesandcredetials veiification of objects.

Springfile systemsnheiit from mary of the abase modules. The namirg module providesnamingof otherwise
anorymotusfile objects giving thempersistenceThel/O layeris usedwhenther ead orwr i t e systencallsareinvoked.
The memay pageris usedwhena pageneed to be sharedor whensystemcalls equivalert to mmap areinvoked. The
securitylayerensureshatonly pernitted userscanaccesdiles locally or remdely, andsoon.

Springfile seners canresideanywhere—na just on thelocal machineor remotely but alsoin kerné modeor in
userlevd. File senerscanreplacepveload,andaugnentopeationsthey inheiit from oneor morefile seners. Thisform
of objectorientedcompgition makesfile systemssimplerto write.
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It is easyto exterd file systemsn Spring. Theimplemenation of the new file systemchoosesvhich file-system
moduesto inheiit operatimsfrom, thenchangsonly thosethatneedmodfication. Sinceeachfile objectis namel, Spring
stackabldfile systemscanperfam operdions on a perfile basis;they can,for examge, decideto alter the behaior of
somefiles, while letting otherspassthrough unchanged

Springis aresearclopeanting systemusedby Sunto develop new techndogy that could subseqantly be incor-
porata into its commecial operatirg systemprodicts. As such,perfamanceis a majorconcen in Spring. Perfomance
hadalwaysbeena prodemin microkernelarchitectuesdueto thenumerousmessagethatmustbesentbetweerthemary
senersthatcouldbedistributedover distinctmachiresandevenwide-areanetworks. Spring’s mainsolutionto this prob-
lem is the alundantuseof caching. Everything thatcanbe cacheds cached:page, namesgdata,attributes,crecentials,
etc.—onbothclientsandseners.

Without caching perfamancedegradationfor afile systemcontainirg a single-stackayerranged from 23—-3%
in Spring,andpealedat69-101%for atwo-layerstack(for thef st at andopen operatims). With cachingit wasbardy
noticealte. However, even with cachingextensiely employed, basicfile-systenoperatims (without stacking)still tookon
average 2-7 timeslongerthanthe highly optimizedSunO$4.1.3[36]. Sowhile it is clearthatcachinghelpedto alleviate
someoverheadsmary more remain.

Toimplemen anew stackabldile systemn Spring onehasto write only thoseopertionsthatneedo becharged.
The restinheiit their implemenation from other file-systemmodues. This is a flexible and incrermental develgpment
process.

Thework dorein the Springprojectprovidesan interestingandflexible object-orentedprogammingmodelfor
file systemsSpring, however, still usesa differert file-systeminterfaceandasaresearctopeating systemis notlikely to
becone popularary time soon,if ever.

Onework thatresultedrom Springis the SolarisMC (Multi-Computer) File System41]. It borowedtheobject-
orientedinterfacesfrom Spring and integrated them with the existing Solarisvnoce interfaceto provide a distributed
file-systeminfrastructue throwgh a specialProxy File System(pxfs). SolarisMC providesall of the benefitsthat come
with Spring while requring little or no charge to existing file systemsthosecanbe graduwally portedovertime. Solaris
MC was designedo perfom well in a closely coupledclusterenvironment(not a gengal network) and requires high
perfamancenetworks andnodes.

2.1.8 WindowsNT

Microsot’s Windows NT 4.0 comes with a flexible driver hierachy thatincludeshigh-level I/O maragers file-system
drivers suchasNTFS or FAT, anddevice driversfor disksandnetworks [49]. Windows NT allows develgpersto write
filter drivers—stacked modues that canbe insertedanywhere in the drivers’ calling hierachy, interceping file-system
operdions. Filter driversthatareinsertedabovefile systemdrivers caninterceptusercallsbefaethefile systemseeshem;
filter drivers insertedbelow file systemscaninterceptcalls afterthe file systemhasseenthemandbefae they aresentto
devicedrivers.

The act of insertinga filter driver is calledattaching andis similar to mountirg a file systemin Unix. Filesin
Windows NT have a specialkernelhande similar to vnodesin Unix. Also, eachfilter driver canhave a dispatchlist of
file-systemoperatims, similar to vnode opeationvectos in Unix.

Filter drivers canregistertheirrequeststo intercep certainfile systemopeationssuchasopenirg afile, readingor
writing files, listing directoriesandsoon. In otherwords,they canselectiely intercep thosefile-systemoperatimsthey
wishto see.Thisis moreflexible thangeneravnoce interfacesunder Unix: there all vnodeoperatims mustbeintercepte
andhanded.

In addition filter drivers candefineinitialization andcompletiorfunctionsto execue before andafter certainfile
systemoperatias execute. This allows develgpersthe flexibility to execue arbitrary codeas pre-canditions and post-
condtionsto file systemoperatiams.
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The Windows NT I/O managr treatsits various compaentsas clientsandseners. File systemandl/O opei-
tionsareusuallyencapsulatedth an /O RequesPadket (IRP). A module suchasfilter driver canreceve andsendIRPs,
modifying themasit seedfit. This ability allows for stackinglike behavior, sincea list of filter drivers canregistertheir
requeststo handlethe IRPsfor, say readimg files; eachfilter driver canmanipulatethe IRP asit seedit, thenpassit onto
thenext filter driverin thelist.

Oneexanple of an NT filter driver is its virus signatue detector This filter driver runsabove the file system,
andthusteststhe integrity of databefore it is conmitted to disk throudh the file system. Anotherexampleof a filter
driver is third-party Hierarchcal StorageManagment(HSM) drivers, which run betweenrtfile-systemdrivers and disk
device drivers. HSM modues determineif the datashouldbe retrieved from alocal harddisk or, for examge, aremote
network-attachedackuptapearray

2.1.9 Other Extensible File-SystemEfforts

TheExokernelis anextersible opertingsystenthatcomeswith XN, alow-level in-kerrel stablestorag system33]. XN
allows usersto describethe on-disk datastructuresandthe methals to implemen them (alongwith file-systemlibraries
calledlibFSes).TheExokemelrequiessignificantportingwork to eachnew platform, but thenit canrunmary unnodified
applications. Currerily the Exokemel suppots only NetBSDandFreeBSD therefae it is not availableon othersystems.
While thelibFSesprovide somehigh-evel functionality, muchwork still hasto bedoneto write a new file system.

Balzers MediatingConrectorsis systemandlibrary call wrappes for Windows NT [5]. They allow usergo trap
all API calls,notjustfile-systenones.Mediating Connectos is noteasilyportableto Unix platforms,andstill requre that
developerswrite C/C++codedirectly.

2.1.91 CompressionSupport

Compreassionfile systemsarenot a new idea. Windows NT suppats compeessionin NTFS [49]. E2conpr is a setof
patchedo Linux’s Ext2 file systemthataddblock-level comgession[4]. Compressiorextersionsto log-structuredfile
systemgesultedn halving of the storageneededvhile degradingperfamanceby no morethan60%][11]. Thebenefitof
block-level compessiorfile systemds primaily speed.Their maindisadwantageis thatthey arespecificto oneoperatimy
systemandonefile system makingthemdifficult to port to othersystemsandresultingin coce thatis hardto maintain
Ourappoachis moreportablebecauseve useexisting stackinginfrastricture,we do notchang file systemsr operatimy
systemsandwe run our codein thekerrel to achieze goodperfamance.

The ATTIC systemdemanstratedhe usefulnesof autanaticcompessiornof least-recentlysedfiles[15]. It was
implemenedasamodifieduserlevel NFSsener. While it providedportablecode,in-kernelfile systemgypically perform
better In addition the ATTIC systemdeconpressesvholefiles while our systemdeconpresse®nly the needediata.

HURD [12] andPlan9 [54] have an extensiblefile systeminterfaceand have suggestedhe ideaof stackable
compessiorfile systemsTheir primay focuswason the basicminimd extensibility infrastructwe; they did not produce
ary working examges of size-chanmg file systems.

Spring [36, 45] and Ficus[29] discussed similar ideafor implemeriing a stackablecompessionfile system.
Both suggsteda unified cachemanagr that canautomaticallymapcompessedandunconpressedgagesto eachother
Heideman’s Ficus work provided addtional detailson mappirg cachedpagesof differert sizes? Unfortunately no
demanstrationof theseideasfor compessionfile systemswas available from either of theseworks. In additian, no
consideationwasgiven to arbitrarySCAsandhow to efficiently hande comma file operatims suchasappend, looking
upfile attributes,etc.

4Heidemam’s eatier work [31] mentiored a “prototype compressia layer” built duringaclassproject. In personhcommunicéionswith theauthor,
we weretold thatthis prototype wasimplemenedasa block-level compressia file systemnota staclableone.
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2.1.10 Domain Specific Languages

High-level langua@s have seldombeenusedto geneate codefor operding systemcompnerns. FiST is the first major
langlageto describea large compaentof the opeatingsystemthefile system.

Oneof the mostpopular domainspecificlangwagesis YACC (Yet Another CompilerCompiler)[32]. YACC has
beenusedto prodice parsersfor numerouslanguages,mary of thosefor specificdomans. YACC, however, is most
suitablefor producing codethatis intended to work aspartof a userlevel application notinsidethe kernd. While FiST
usesa YACC-like mockl for its input file, FiST wasdesigne to producecodethatrunsin kernels.

Previouswork in the areaof operatimy-system—cmporentlanguayesincludealanguag to descrile videodevice
drivers [76] called GAL (Graphics Adapta Language). GAL canspecifyvarious paraméers of the two main partsof a
videoadapto: the framebuffer memoryandthe graghics cortroller. The contioller handes accesgo the video memoy
andproducesthe video signal. In GAL, onecanspecifyallowed rangesfor comma video adaper paraneters: size of
video memoy, allowed resolutiors andpixe depthshorizantal andvertical synchramizationclock speedscontrol ports,
registers /O memoy rangesetc.

The GAL codegener#or producescodethat canrun asan X11 video sener, makirg all the necessarygallsto
initialize andresetthe video adapte, changemodes,display graptics, and suppat functions that are native to the card
itself (suchas2D graphis draving commauls).

While theauthos claimthattheirframeavork cansuppat different graphcal windowing systemgsuchasWindows
95),thiswork wasonly implementedfor the X11 seneron Intel architet¢ures.

2.2 File SystemsDevelopmentTaxonomy

In this sectionwe summarizehe taxonamy of file-systemdevelopment. We have covered someof thesetopicsearlierin
thechapterwhile discussinghe evolution of file-systemdevelopmentandrelatedworks. In therestof this dissertatiorwe
will illustratehow FiST worksbetterthanthe alternatves listedin eachof the categories of this taxonany.

e Abstraction Level: File systemsanwork in userlevel or in thekernel.If in userlevel, file systemsausuallyusethe
NFSinterface,andactasauserlevel NFSsener; examgesincludeautomainterssuchasAmd [53, 73].

If thefile systemworksin thekernel,it canuseoneof two possiblenterfaces:

— Device Level: Thesefile systemdnterad directly with device drivers, andarespecificto the mediathey use:
harddisks(UFS),CD ROMs (1ISO9&0), floppies (DOS),andnetworks (NFS).

— Stackable Vnode Level: Thesefile systemsinteractwith otherfile systemsthrowgh a specialfile-system
interfacecalledthevnaodeinterface(descritedin Section2.1.3.

e Programming Model: Depenling onwherethefile systenruns, differentprogramning modelsmaybeused:

— If thefile systenrunin userevel, theprogmammingmodelis thatof anNFSsener, implementirg theoperatims
specifiedn the NFS pratocol.

— If thefile systemrunin thekernd, it canuseoneof severalmodels.The basicmodelis thatof implementing
everyfile-systemoperatiom definedby the vnode interface the way mostlow-levd file systemsio.

— Stackabldile systemsausuallyhave to implement only the vnode operatims thatthey wish to chang. Other
operatims areautomaticlly passedhrowgh betweenstacled layers. This optionis similar to that of object-
orientedprogammirg mocels,wherea subclassanusethemethod of the supeclass.
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e High-Level Functionality: To easethe develgpmentof file systemssomesystemscomewith a setof available
comnon functionsthatcanbe usedasbuilding blocks for the new file system.Thesefunctionsform ausefulcollec-
tion of additioral, high-level operaions, muchthe sameway the C runtime library (I i bc. a) providesadditioral
functionsbuilt usingplain systemcalls.

e Development Process The develogpmentof file systemsdepenls on how muchof a foundationis available. This
affectstheamount of effort involved.

— Low-levelfile systemsarewrittenfrom scratchmostcomnonly in C. Thesefile systemsequre alot of effort
to write becausehey interactwith specificdevice driversandspecialservicesn the operatirg system.

— Using templatesa file-systemdeveloperusesa basefile systemsource copiesit, andmakeschangsto the
copy. Thisis oftenthedevelopmentprocesswith stackabldile systemsuchasBSD-4.45 Nullfs [52] andSun
Microsystemss Lofs [71].

— Object-orentedopeating systemssuchas Spring[44] require thefile-systemprogramner to defineandwrite
only codefor thoseoperationsthat needto be charged. Operatios that do not changeare automaically
inheritedfrom the parentobjectsandclasses.

e Performance: Theperformarce of thefile systemis oftenafactorrelatingto wher it runs.

— Userlevel file systemsarethe slowestbecauseachexchangeof informationbetweerthe kerrel andthefile-
systemsener causes context switch.

— Low-level file systemsarethefastesbecasethey runin the kernelandinteractdirectly with device drivers.
Thatis alsobecausevery little code—epresentig overread—run betweerthesefile systemsandthe media
they write to andreadfrom.

— Stackabldile systemsaregeneally fastbecausehey runin the kernd—muchfasterthanuserlevel file sys-
tems. However, they areusuallyslower thanlow-level file systemdecausehey interactwith otherin-kerrel
file systemghrougha stakablevnock interface anAPI thatdefineshow onefile systemmay call another

e Portability : Thisfactoris definal asthe easewith which codewritten for onefile systemcanbe portedto anotter.

— Userlevel codeis theeasiesto pott, becausé is writtenjustlik e arny otheruserlevel C proggam. For examge,
the Amd autonounter[53] hasbeeneasilyportedto dozeans of differert Unix platforms andoperatimg-system
versiors.

— Low-level in-kemel file systemsare the hardestto port becase they depend on mary kernel specificsand
detailsof device-driverimplementéions. Rarelydo thesefile systemgetportedto otherplatforns; oftenthe
effort is largeenowgh thata comgeterewrite is easietthanpotting.

— Stackabl€file systemsrun in the kernelandas suchalsodepemn on kerné interrals. However, they do not
depenl on device-driver details,makingthema little easierto pott. If stackabldile systemsusea stackable
vnock interface,thenporting themto other platfoms requiresthoseplatforms to suppot the samestacking
API.

Table2.1 shavs a comparisonof featuresrelatingto file-systemdevelopmen for all systemshat provide some
form of extensibility. Thelastrow of Table2.1shavs how FiST conparesfavorablyto othersystems:

e FiST'sabstractiorevel is thatof stackinganAPI thatmary systemdevelopersarealreadyfamiliar with.

e Theprogmammingmodelis increnmental,thusrequiing theleastamoun of work to implemen new features.
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System Abstraction Programming | High-Level Development | Performance | Portable
Level Model Functionality | Process Overhead Code

Native file | device driver, | device-diver | no C from | nore no

systems block device operatims scratch

Userlevel file | NFSinterface | NFS opera-| no C from | very high yes

systems tions scratch

Vnode file | Vnode inter | vnoce opera-| no C from | very small no

systems face tions scratch

Stackabldrile | Stackable Stacking op- | no template or | small no

Systems VFS erations incremental

HURD HURD API HURD opera-| some template significan no
tions

Plan9 9P API 9Pcalls no from scratch | (unrepoted) no

Infemo files manipuate no Limbo com- | (unrepoted) no
contrd files piler

Spring object- object- no object- small to sig- | no

oriented oriented orierted nificant

Nullfs stacking stackingoper | no template in- | small no
ations cremental

Exokernel XN API XN API some development (urrepoted) | significant ef-

process fort

WindowsNT | Win32 API Win32 file- | no C++ from | (unrepoted) no
system scratch
operatims

FiST stacking incrememal yes high-level small yes

language

use.

Table2.1: A comparison of the taxonomy for extensible file systems and FiST.

We provide a hightlevel library of comnon functionsusefulwhendeveloping file systems.

Oursystemis portalle to several systemssaving significantlyon porting efforts to otherplatforms.

FiSTis ahigh-level languag thatspeedsip developmentover traditiond programmirg languagessuchasC or C++.

File systemgyeneatedfrom FiST incur a very small performarce ovethead makingthemvery suitablefor practical
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Chapter 3

DesignOverview

The FiST systemis compisedof threecompneris: the FiST language,the FiST code generatq fistgen,andthe basic
stackingtemplates.This chapterintroducesthe basicdesignof the FiST system:wherethe langiageandthe templates
resideandhow they fit togetter, whatis atypicalfile-systemdevelopmert processandwhatis theprogammingmodée for
developing file systemsusingFiST. Following, Chapterd describesn moredetailthe designfor the FiST language;since
fistgenimplemantsthelanguagecodegeneation,we describét in detailat theendof thelanguagedescripion, in Section
4.5.Finally, Chapter5 descriesthethird andlastcompnent the stackingtemplates.

3.1 Layersof Abstraction

FiST is a high-level langlageproviding a file-systemabstractiorat a higher level thanprevious file-systemabstractios.
Figure3.1shawvsthehierarcly for differentfile systemabstractias:

1. Thelowest-level file systemsusedevice-driver APIs andarespecificto the operding systemandthe device.

2. Stackale file system®fferan API thatworkswith ary file systemonagiven operding systemput they arespecific
to oneopeatingsystem.

3. FiST file systemsare more abstracthanthe previous two levels. FiST file systemsare not specificto eitherthe
opeaatingsystemor thefile system.

FiST Language
Stackable (VFS) File Systems
(lofs, cryptfs, aclfs, unionfs, etc.)

Low-Level File Systems (UFS, NFS, etc.)

Basefs templates

Figure3.1 FiST Structural Diagram. Stackable file systems, including Basefs, are at the VFS level, and are
above low-level file systems. FiST descriptions provide a higher abstraction than that provided by the VFS.
Basefs templates are the stackable file systems templates used in FiST, which we describe in Chapter 5.
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At thelowestlevel residefile systemaative to the operting system suchasdisk-basedandnetwork-basedile
systems.They areat the lowestlevel becasethey interactdirectly with device drivers. They therefoe deped on mary
specificdetailsof the device driver andthe opeating system.

Low-level file systemgunin the kernelandarevery fast, but aredifficult to develgp andport to othersystems.
Sincethey interactwith device drivers, thesefile systemshave full contiol over the datastructuresandplacenent of data
onthedevice.

Above natie file systemsarestackabldile systemsuchasthe examplesin Chaptes 2 and8, aswell asBasefs
(whichwe describan Chapteis). Thesdfile systemgprovide ahigherabstractiothannativefile system$ecausstackable
file systemsnteractwith otherfile systemsonly through a well-definedvirtual file systeninterface(VFS)[38]. TheVFS
providesvirtual nodes(vnades),anabstractiorof files acrosdifferentfile systemsTheabstractioratthis level is thatof
thefile-systeminterface: stackabldile systemsare specificto the opeating system but not to thefile systemthey stack
on.

Stackabl€file systemsare easierto develop thannative file systemsbecase you write codeto a specificwell-
definedAPI, the stackablevnock interface. Stackale file systemsresidein the kernel, and while they add a certain
overheadover native file systemsthey still perform very well. However, they arestill difficult to portto otherplatforms
becauséhey mustbewrittento specificvnoce interfaceghataredifferentfrom systento system Furthernore,thestacking
abstractiordoesnot permita stackabldile systemo accessow-leve device detailssuchasthestructureof inodesandthe
placemenof blocks on a harddisk.

At the highestlevel, we definethe FiST language. FiST abstractghe differentvnoce interfaces acrosddifferent
operding systemsinto a single comnon descriptionlangua@, becauset is easierto write file systemsthis way. We
found that, while vnodeinterfacesdiffer from systemto systemthey sharemary similar features.Our expeiienceshowvs
that similar file-systemconcepts exist in othernon-Unix systemsand our stackingwork canbe gereralizedto include
them. Therebre,we designedhe FiST langlageto be asgeneal aspossible:we mirror existing platform-specificvnode
interfaces,andextendthemthroudh the FiST languag in a platform independen way. This allows us to modify vnode
operdionsandtheargunmentsthey passin anarbitraryway, providing greatdesignflexibility .

Thereare several bendits to the FiST abstraction. You write file systemsonly once and run them on mary
platforms; this improvesportahility consideraly. In addition thisimprovesdevelopmeri time: notjust becaseyou write
codeonce,but youwrite lesscode sinceit is writtenin a high-level langlage.In addition youwrite codeincremerally—
only changimy thatwhich needgo charge. The FiST systemtakescareof everything else: proper erra andreturncodes.
FiST also provides default values and implemantationsfor all file-systemopeationsso the developer doesnot have to
write them.

FiST file systemsuild ontheideasof stackabldile-systemnterfaces.Therebrethey sharesomelimitationswith
otherstackabldile systemsthey arenotableto acces®r charge low-level file-systemdatastructuresuchasinodes,nor
to contrd theplacemenbf datablocksondisk devices. However, FiST is ableto compensatdor someof thesdimitations
by allowing developersto extendthe attributesof files; thisis descriledin Sectiord.2

3.2 FiST Templatesand Code Generator

The FiST systemis commsedof three parts: the langua@ specification,a codegeneratg and stackablefile-system
templates.This separatiornis similar to thatshovn in Figure3.1: thetemplatesmplemen APIs thatareat a lower level
thanthelanguageitself.

The templatesprovide a fully functioral null-layer stackablefile system. They add stackingfundionality that
maybe missingfrom somesystemsprovide defaultimplemenationsfor various operatiny systemsprovide suitableerra
or retun codesfor all operatims, handleopegtionsthat are specificto someoperatig systemsandalso provide hodks
for the FiIST codegenerata Thesehodks allow the codegeneator to find the right placesto geneate (insert,delete,or
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replacesomecode.

The overall fundion of the templateds to handlemary low-level systemdetails,freeingthe codegeneratoto
concetrateon FiST languag issuesinputfile parsingandcodegeneratio. Thatway, all low-level detailsareleft in the
templatesandhigherlevel detailsareleft to thecodegererator This separatiormalkesit easyto maintainthe FiST system
andpott its templatego new platforms.

FiST Input File

Basefs Template

Stackable File System Sources

Figure3.2: FiST Operational Diagram. Fistgen reads a FiST input file, and with the Basefs templates, produces
sources for a new file system.

The overall operatim of the FiST systemis shavn in Figure3.2 The figure illustrateshow the three partsof
FiST work togethe: the FiST language fistgen,andthe BasefsemplatesFile systemdeveloperswrite FiST inputfilesto
implemen file systemausingthe FiST langlage. Fistgen the FiST languagecodeparserandfile-systemcodegeneator,
readsFiST inputfiles thatdescribethe new file systems functiorality. Fistgenthenusesadditianal input files, the Basefs
templatesThesaemplatesontainthestackingsuppat coce for eachoperatingsystemandhooksto insertdevelopercoce.
Fistgencombiresthe fundionality describedn the FiST input file with the Basefstemplatesandproducesnew kernelC
sourcesasoutpu. Thelatterimplementthefunctionality of thenew file system.Developerscan,for exampe, write simple
FiST codeto manipulatefile dataandfile nanes. Fistgen,n turn,translateshatFiST codeinto C codeandinsertsit atthe
right placein thetemplatesalongwith ary additinal suppat codethat may berequited. Developerscanalsoturn on or
off certainfile-systemfeaturesandfistgenwill conditionally includecodethatimplemerts thosefeatures.

3.3 The DevelopmentProcess

To illustratethe FiST developmentprocess,we contrastit with two traditioral file-system-develgpmentmethod: writing
codefrom scratchandwriting codeusinganexisting stackablénterface.

We usea simpleexanple similar to Watchdogg46]. Suppaea file-systemdeveloperwantsto write a file system
thatwill warnof arny possibleunauttorizedaccesgo users’files. The mainideais thatonly thefiles’ owners or theroot
userareallowed accesdo thosefiles. Any otheruserwho might be attemptingto find files that belongto anothe user
would nomally geta“permissionderied” erra code.However, thesystemdoesnot produceanalertwhensuchanattempt
is made This new snoopirg file system{Snoofbs) will log thesefailed attempts.Loggedfailedattemptscanbe processed
off-line to producerepots of failures or alerts. Theoneplacewheresucha checkshouldbe madeis in thelookup routine
thatis usedto find afile in adirectoy.

3.3.1 Developing From Scratch

To implemen Snooyfs from scratchthe developerhasto dothefollowing:

1. locateanopearting systemwith availablesourcedor any onefile system

2. readanduncerstandhe codefor thatfile systemandary associateéterrel code
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3. write anew file systemthatincludesthe desiredfundionality, looselybasingthe overall implemenationon anotter
file systemthatwasalreadywritten

4. comple thesourcesnto anew file systempossiblyretuilding a new kernéd andrebating thesystem

5. mownt thenew file systemtest,anddehig asneeded

After comgeting this, the developeris left with onemodfied file systemfor oneoperting system.Theamount
of codethathasto be written is in the rangeof thousandsof lines (Table 1.1). The process hasto be repeatd for each
new portto a new platform In addition chamgesto native file systemsareunlikely to be acceptedy operating system
maintaines; suchafile systemwill have to be maintairedindependently Eachtime a chargeis madeto thefile systemon
whichthisimplemenationof Snogfs wasbasedthosechamgeswill haveto beportedto thisimplemenation. Thisis true
whetherthe new file systemis implementedasaloadale kerrel modue or not.

3.3.2 Developing Using Existing Stacking

To implement Sno@fs with existing stackingfile systemssuchas BSD-4.45 Nullfs [52], the developer hasto do the
following:

. locateanopeatingsystemwith availablesourcedor onestackabldile system
. readanduncerstandhe codefor thatstackabldile systemandary associatedternelcode

. make acopy of thesourcedor thatstackabldile systemandcarefdly modify themto include the new functionality

. comple thesourcesnto anew file systempossiblyrekuilding a new kerné andrebating the system

a b~ W N P

. mount thenew file systemtest,anddehugasneeded

After complding the above stepsthe developer usuallyhasoneloadablekernd modue for a new stackablefile
system.Theamoun of codethathasto bereadandundestoodis in therangeof thousadsof lines(Tablel.1), theamouwnt
of codethathasto be written usuallyrangesn the hundedsof lines (seeSection9.1).

The processof writing a new stackablefile systemhasto be repeatedfor eachnew port to a new platform
Traditiorally, suchstackablefile systemshave to be maintainel independetly, as operting-systenmaintairers resist
addirg new featuesinto the codeof their opeatingsystems.

Neverthdess,it is easierto write new stackabldile systemsausinga stackableéemplatethanfrom scratch.

3.3.3 DevelopingUsing FiST

In contrast, thenormalprocedirefor developingcodewith FiST is

1. write thecodein FiST once
2. runfistgenontheinputfile
3. comple theproducedsourcs into aloadate kernelmodule andloadit into arunning system
4. mownt thenew file systemtest,anddehugasneeded
Dehuggirg cock canbeturnedonin FiST to assistin the developmentof the new file system.Thereis no need

to have kernel sour@s or be familiar with them andthereis no needto write or pott lots of codefor eachplatform
Furthemore,the samedevelopercanwrite Snooffis usingasmallnumter of linesof FiST code
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%op: | ookup: postcal | {
if ((fistLastErr() == EPERM ||
fistLastErr() == ENCENT) &&
$0. owner !'= %wid & %id ! = 0)
fistPrintf("snoopfs detected access by uid %l, \
pid %, to file %\n", %id, %id, $nane);
}

This shortFiST exanple of codeinsertsan“if ” statemenafterthe nomal call to the lookuproutine The code
checksif the previous lookup call failed with one of two particdar errois (who the owner of the directoy is, who the
effective runnng useris) andthendecide whetherto print the warningmessage(This messagés printedby the kerrel,
whichin turn canbeloggedvia sysl| ogd to ary log file.)

This singleFiST descriptions portable,andcanbe compled on eachplatform thatwe have portedourtemplates
to (currenly Linux, Solaris,andFreeBSD)In Chapter4 we descrile the FiST langugein muchgreatedetail.

3.4 The FiST Programming Model

The mostbasicoperatim of the FiST progammingmockl is in the actionthat stackingoperatios take. Stackingworks
by passingafile-systemopertionto afile systemthatis stacled below, asseenin Figure3.3. The operatim exeaiteson
thelowerlevel file systemandthenpasse®n to the next onebelov. Whenthe opegationreache thelowestlevel, retun
valuesbagin propagatingupwardsall the way to the upper-moststacledfile system:statuscorditions, error codes,and
returredcompuedvalues.In otherwords,stackingworks by passinghe samefile systemopeationto thelowerleve file
system.

FiSTis easieito work with thanprevious stackingsystemsIn previous systemsgdevelopershadto locateby hard
all of theplaceswvherethey wantedto inserttheir codeor modify existing code.FiST, ontheotherhand,allows youto add
or modify code moreaccuratelyFiST file systemscaninsertpre-call, post-@ll, andcall actiors asfollows:

pre-cdl Beforecalling the lowerlevel file system,you canexeate arbitray code. This canbe used,for examge, to
perform certainsecuritychecks(suchaswith ACLs) befae allowing theactionto procee.

post-call After returring from the call to lower-leve file system,you canalsoexecue arbitrary code. This canbe used,
for exampe, to decrypt afile namebuffer thatwasreturredfrom alower level (encypted)file system.

call You canalsoreplacethe actualcall to thelower level file systemwith any othercall. You canusethis, for examge,
to produceaversioningfile systemthatwould renane afile insteadof remaving it by replaéng thevnodeunl i nk
opeationwith asuitabler enane opeation.

This modelis powerful andvery usefu for developers. Togetherthe above threecalling forms allow developers
full contrd over stacled opeations. Develgperscan chang ary part of an operatim, but they do not have to chang
arything by defadt. They needonly declaretheir intentians to run coce before or after a norma file-systemoperatio
execues,thuscontolling theopeationfrom befaeit begins to afterit ends.Furthemore,developerscanalsoreplacethe
actualcall to thefile-systemopeationwith anotter, or none if they sochocse. This progammirg modelprovidesmaximal
progammirg flexibility: simplefile systemsare easyto createby changng codein only a small nurber of places,and
atthe sametime it is possibleto construt comgex file systemdby insertinglots of additioral codein asmary placesas
neededWe shav how to contiol thesecalling conventiorsin FiST in Sectiord.3.

To chang oneof theseparts,you declareit with its associatedodein the FiST inputfile. Fistgenthe FiST code
geneator, readsheFiST input file andtheappopriatetemplateslt parseghetemplatesreplacirg, remaving, andaddirg
codeasaresultof various declaratios in the FiST input file.
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You caninsertasmuchcodeasyou would like in the pre-call andpost-callparts. The FiST language(Chager
4) allows severaldirectivesto affect the samevnodke opeation. In thatcaseadditiond pre-callcodeis insertedn front of
existing pre-<call code,andadditioral post-callcodeis insertedafterexisting post-callcode.Thisis dorein arecusive-like
manrer to provide proper nestingof codecontext, the sameway thatenclosingblocksof codein C progamsencapulate
smallerblocksof coce.

For examge, if you designa file systemthat encrypgs dataandthencompessest, you wantto ensurethatthe
orderof pre-calland post-@ll operatios preseres dataintegrity. Whenwriting data, it shouldfirst be encryptedand
thencompessed However, whenreadirg data,the order shouldbe reversed: datashouldfirst be decompessedandthen
decnypted. Theinsertionrulesfor precall andpost-cdl ensurehis.

You canreplacethe call partonly once,becase stackabldile systemshave only onetype of call they male. If
additioral calls areneeed, they canbe insertedin the precall or post-@ll parts. In the caseof fan-aut file systemsthe
default actionfor the call partis to call thefirst stacledfile system(left brarchin Figure2.8). If developerswantto call
otherbrarcheswith thesameor otheroperatims,they caninsertpost-all codeasshavnin the Unionfs exanplein Section
8.3.

3.5 The File-SystemModel

FiST-producedfile systemsunin thekerrel, asseenn Figure3.3. They runin thekernelto provide thebestperfomance
possible FiST file systemsnmirror thevnoce interfacebothabose andbelown. Theinterfaceto userprocesseis thesystem-
call interface. FiST does not chang eitherthe system-callinterfaceor the vnock interface. Instead,FiST canchang
informationpassedndreturnel throudh thesetwo interfaces.The basicmotivationis to allow FiST to charge everything
possible but without changng operatiy-systemAPIs. This providesthe highestfunctionality to file-systemdevelopers
thatcanbeachiezedwithoutrequiring customkernels.

A userprocessgeneally accesseafile systemby executinga systemcall, whichtrapsinto thekernel. Thekernel
VFS thentranslateghe systemcall to a vnoce opeation, andcalls the correspondiy file system.If thelatteris a FIST-
producedfile system,it may call anotter stacledfile systembelon. Oncethe executionflow hasreachedhe lowestfile
systemerrorcodesandretum values begin flowing upwards, all theway to theuserprocess.

In FiST, we modelafile systemasa collectionof mourts, files, anduserprocessesll running underonesystem.
Several mourts, mownted instanceof file systemscanexist at ary time. A FiST-producedfile systemcanaccessand
manipuate variols mountsandfiles, dataassociatedavith them,andtheir attributes—aswell asaccesghe functiors that
operae onthem.Furthernore,thefile systemcanaccesattributesthatcorrespondo theruntime executian ervironment:
theoperatimg systemandthe userproesscurrently execuing.

Information(both dataandcontrd) geneally flows betweeruserprocesseandthe mourtedfile systemthrough
the system-calinterface. For examge, file dataflows betweenuserprocessesndthe kerrel via ther ead andwri t e
systemcalls. Processesanpassspecificfile-systemdatausingthe nount systemcall. In addition, mowntedfile systems
mayretumn arbitray (evennew) erra codeshackto userprocesses.

Sincea FiST-producedstackabldile systemis the caller of otherfile systemsjt hasa lot of contrd over what
transpirs, betweent andthe onesbelaw, throudh the vnode interface. FiST allows accesgo multiple mouwnts andfiles.
Eachmouwnt or file may have multiple attributesthat FiST canaccess.Also, FiST candeternine how to apply vnode
functions on eachfile. For maximum flexibility, FiST allows the developerfull contrd over mountsandfiles, their data,
theirattributes,andthefunctionsthatoperateonthem;they maybecreatedr removed,dataandattributescanbechamged,
andfunctionsmaybeaugmeted,replacedreoieredor evenignored

loctls (I/O Controls)have beenusedasan operatingsystemextensionmechaism asthey canexchangearbitray
informationbetweeruserprocessesandthekerrel, aswell asin betweerfile-systemlayers,without changng interfaces.
FiST allows developersto definenew ioctls anddefinethe actionsto take whenthey areused;this canbe usedto create
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user procesy

System Call system calls
| nterface mount() dat error codes
ioctl() data

Virtual File System (VFS

Vnode file system data ~ Kernel
| nterface and error codes.

P

(FiST—produced file sys@m

Vnode file system data,
operations, and
Interface error codes.

CLower File Syste@

Figure3.3 Information and execution flow in a stackable system. FiST does not change the system call or vnode
interfaces, but allows for arbitrary data and control operations to flow in both directions.

application-specificfile systems FiST alsoprovidesfunctionsfor portablecopying of ioctl databetweeruserandkernel
spaceskor exampe, our encryption file system(Section8.1) usesanioctl to setcipherkeys.
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Chapter 4

The FIST Language

TheFiST languwageis thefirst of thethreemaincommpnentsof the FiST systemaslistedin Section3.2 In this chaptemwe
discusghestructue of the FiST inputfile andthevariouspartsof the FiST syntax:primitives,declaratios, andrules.We
alsodiscusghe secondnaincompamentof the FiST system fistgen—thea=iST languag codegeneratg which comhines
the langua@ with stackingtemplatesto producea new file system. We discussthis third main commnentof the FiST
system—thestackingtemplates—irChapters.

4.1 Overview of the FiST Input File

TheFiST languageis ahighdevel languag thatusedile-systenfeatuescommnonto severaloperatimg systemslt provides

file-system—speéfic langua@ construets for simplifying file-systemdevelopment. In addition FiST languageconstructs
canbeusedin conjunctionwith additioral C codeto offer thefull flexibility of a systemprogramming langwagefamiliar

to file-systemdevelopers.Theability to integrate C andFiST codeis reflectedn the geneal structureof FiST inputfiles.

Figure4.1showvsthefour mainsectionsof aFiST inputfile.

o

1 | C Declarations
%

2 | FSTDeclarations
%%

3 | FiSTRules
%%

4 | Additioral C Code

Figure4.1: FIST Grammar Outline. FiST input file’s format resembles that of YACC. It has four sections with
similar meaning for each corresponding section.

The FiST grammamwasmodeledafter YACC [32] input files, becage (1) YACC is familiar to progammes and
(2) the pumposeand meaningof eachof its four sectionsin YACC (alsodelimited by “%%") matcheshe pumposeand
meaniry of thefour differentsubdvisionsof desiredfile systemcode:raw included heacr declaations,declaationsthat
globdly affectthe producedcode,actionsto perfam whenmatchirg vnodeoperatias,andadditioral code.
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C Declardtions (endosedin “{% %}") areusedto include addtional C heacrs,definemacra or typedes, list forward
function protaypes,etc. Thesedeclaratios areusedthroughouttherestof thecode justasin YACC inpu files.

FiST Declarations defineglohal file-systempropertiesthat affect the overall semanticof the producedcodeandhow a
mountedfile systemwill behare. Thesepropertiesareusefulbecasethey allow developersto make comnonglobal
chamgesin asimplemanrer. In this sectionwe declaref thefile systenwill beread-amly or not, whethe or notto
include detuggingcode,if fan-inis allowedor not,andwhatlevel (if ary) of fan-aut is used.

FiST Declarationanalsodefinespecialdatastructuesusedby therestof the codefor this file system.We can
definemounttime datathatcanbe passedvith themouwnt(2) systenmcall. A versionng file systemfor exanple,can
be passedh numker indicating the maximun numter of versiansto allow perfile. FiST canalsodefinenew erra
cocksthat canbe retumedto userprocessedn orderfor the latterto understandadditioral modes of failure. For
exanple, an encryption file systemcanreturna new erra codeindicatingthatthe cipher key in usehasexpired.
Doing so, however, mayrequre updating of poterially mary legag/ programsto undestandthe new erra codes;
othewise, suchprogramscouldfail unexpectedly

This sectionis also similar in meaningto YACC'’s secondsection—e&clarationsthat globally affect the overall
betavior of thecodeproduced.

FiST Rules defineactiors thatgererally determire the behaior for individual files. A FiST rule is a pieceof codethat
executesfor aselectedsetof vnodeoperaions,for oneoperaion, or even aportionof avnoce opeation. Rulesallow
developergo contrd thebehaior of oneor morefile-systenfundionsin a portale manrer. The FiST rulessection
is the primary section,wheremostof the actionsfor the producedcodearewritten. In this section for exanple, we
canchaoseto changehebehaior of unl i nk to renamethetarmget file, soit might be restoredater. We separate
thedeclaratimsandrulessectiongor programning ease developersknow thatglobaldeclaratimsgoin theformer,
andactionsthataffectvnode opeationsgoin thelatter

This sectionis only looselyrelatedto YACC. In YACC, therulessectionperfams an arbitray actionwhena se-
guence of tokensmatches.In FiST, eachrule includes arbitrary codeto run whenthe opeationlisted in the rule
“matches” the curren operatim thatthefile systemis execuing.

Additional C Code includesadditioral C functionsthatmight bereferenedby code in therestof thefile systemalsoas
in a YACC inputfile's lastsection.We separatethis sectionfrom the rulessectionfor codemoddarity: FiST rules
areactionsto take for a givenvnode function, while theadditioral C codemay containarbitray codethatcouldbe
calledfrom anywhere. This sectionprovidesa flexible extersion mechaism for FiST-basedile systems.Codein
this sectionmayuseary basicFiST primitives(discussedh Sectiord.2)which arehelpful in writing portablecoce.
We alsoallow developersto write codethat takes advartageof system-specifiéeatures;this flexibility, however,
mayresultin non-portalde code.

The sectionsof the FiST input file relateto the progammingmodelasfollows. The FiST Declaratios section
definesdatastructuesusedby the FiST Rulessection.Thelatter sectionis wherepervnodeactionsaredefined pre-call,
call, and post-callasdescribedn Section3.4. It is in this sectionthat you declarewhat actionsto take for eachvnoce
operdion, setsof vnode opeations,or portiors of vnode opeations.

The FiST input file alsorelatesto the file-systemmodel descriled in Section3.5. In the last threesectionsof
the input file, you canfreely referto mouns, files, andtheir attributes. We describethis syntaxshortly belon. The
FiST Declaratims sectionis whereyou definenew ioctls; you usethesenew ioctls in the FiST Rulesand Additional C
Codesections.Also, you declarefan-inandfan-ou in the FiST Declarationssection,andusereferto multiple objects
accordngly in therestof the FiST inputfile.

The remairder of this chapier discusseshe FiST language primitives, the various participans in a file system
(suchasfiles, mounts,and processes)their attributesand how to extendthemand storethem persistentlyand how to
contrd theexecdion flow in afile system.Theexamgesin Chaptei8 furtherillustratethe FiST langlage.
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4.2 FiST Syntax

FiST syntaxallows refeencingmountedfile systemsandfiles, accessingattributes,andcalling FiST functions. Mount
referercesbegin with $vf s, while file referewesuseashorter'$” syntaxbecasewe expect themto appeaoftenin FIST
code. Referencesnay be followed by a nameor nunber that distinguishe amorg multiple instancege.g.,$1, $2, etc.)
This is especiallyusefulwhenfan-ou is used(Figure 2.8). Attributesof mourts andfiles are specifiedby appendinga
dot andthe attribute nameto therefereme (e.g, $vf s. bl ocksi ze, $1. nane, $2. owner, etc.) The scopeof these
referercesis thecurren vnoce function in which they areexecuting.

Thereis only oneinstanceof a runring operatimg system. Similarly, thereis only oneprocess context that the
file systemhasto be concered with. Therdore FiST needonly referto theseattributes. Theseread-mly attributesare
summaizedin Table4.1. Thescopeof all readenly “%” attributesis global.

Global Meaning

%blocksize| nativedisk blocksize

%gid effective groyp ID

%pagesize | native pagesize

%pid processiD

%time currert time (secondsinceepocl)
%uid effective userlD

Table4.1: Global read-only FiST variables provide information about the current state of processes and users.

FiST codecancall FiST functionsfrom arywherein thefile system.Someof thesefunctionsareshavn in Table
4.2. Thescopeof FiST functionsis globalin the mowntedfile system.Thesefunctiors form a compehensie library of
portalde routinesusefulin writing file systemsThenamesof thesefunctionsbegin with “fist” andthey have thefollowing
features:

e FiST functionscantake avariablenumker of arguments.For example thelookup function canbegivenanoptioral
fifth agumentto useasthe effective UID to performthelookup with.

e FiST functions can omit someargumentswhere suitabledefaults exist. For examge, the unlink fundion’s first
argumentis the directol in which to deletethefile. If thefirst amgumentis omitted FiST will assumehatthatthe
directay is thecurren directoy.

e FiST fundions canusedifferent typesfor eachargument. For examge, the renane functioncanbe givenanobject
refelenceor a stringnameof thefile to rename.

e FiST functiors canbenestedandmayretumn ary singlevalue.

Eachmountandfile hasattributesassociatedvith it. FiST recaynizescommonattributesof mountedile systems
andfiles that aredefinedby the system,suchasthe name,owner, lastmodification time, or prote¢ion modes.FiST also
allows developersto definenew attributesandoptionally storethempersistently Attributesareaccessetly appeuling the
nameof the attribute to the mourt or file refererce, with a singledotin betweenmuchthe sameway thatC derderences
structurefield names For exanple, thenative block sizeof amountedfile systemis accesseds$vf s. bl ocksi ze and
thenameof afile is $0. nare.

FiST allows usergo createnew file attributes. For exampe, an ACL file systemmaywish to addtimedaccesdo
certainfiles. Thefollowing FiST Declaratiordefineghe new file attributesin suchafile system:

per _vnode {
i nt user; [* extrauser*/
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Function Meaning

fistPrintf print messages
fistStrEq stringcomgarison
fistMemCyy buffer copying similar
fistLastErr getthelasterrorcode
fistSetErr setthereturnerrorcode

fistReturnErr retum anerra codeimmediately
fistSetloctlData | setioctl valueto passto a userprocess
fistGetloctlData| getioctl valuefrom a userprocess
fistSetFileData | write arbitray datato afile
fistGetFileData | readarbitrarydatafrom afile

fistLookup find afile in adirectoy

fistReaddir readadirectay

fistSkipName | hideanameof afile in adirectay
fistOp executeanarbitrary vnoce opeation

Table4.2: A sample of FiST functions. The full list appears in Appendix A.

i nt group; [* extra group*/
tinme_t expire; /[*accessxpirationtime*/

b

With the abore definitionin place,a FiST file systemmayreferto the additioral userandgroy who areallowed
to accesghefile as$0. user and$0. gr oup, respectrely. Theexpirationtime is accesseds$0. expi r e.

Theper .vnode declaratio definesnew attributesfor files, but thoseattributesareonly keptin memoy. FiST
also provides differert methals to define, store, and accessadditioral attributes persistently This way, a file-system
developerhastheflexibility of decidirgif new attributesneedonly remainin memoy or shouldoesavedmore permanently

For example,anencryping file systemmaywantto storean encyption key, cipher ID, andInitialization Vector
(IV) for eachfile. This canbedeclaredn FiST Declaredsectionusing:

fileformat SECDAT {

char key[ 16]; * cipherkey */
i nt ci pher; [* cipherID */
char iv[16]; [* initialization vector*/

Two FiST functionsexist for handlirg file formats: fistSetFileDatandfistGetFileData.Thesetwo routinescan
storepersistentlyandretrieve (resgectively) additinal file systemandfile attributes,aswell asary otherarbitray data.
For exanple, to save thecipherID in afile called. key, you canputthefollowing codeaspartof anioctl to processthe

key:

int cid;
[* setcipherID */
fistSetFileData(". key", SECDAT, cipher, cid);

Theabove FiST functionwill producekernelcodeto openthefile named'. key” andwrite thevalueof the“cid”
variable into the“cipher” field of the*SECDAT” file format, asif thelatterhadbeena datastructurestoredin the”. key”
file.
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Finally, the mectanismfor addingnew attributesto mouwntsis similar. For files, the declaationis per vnode
whereasfor mouns, it is per vf s. TheroutinesfistSetFileDataandfistGetFileDatacanbe usedto accessry arbitray
persistentata,for bothmowntsandfiles.

4.3 Rulesfor Controlling Executionand Information Flow

In the previous sectionswe consideed how FiST cancontrd the flow of information betweernthe various layess. In this
sectionwe descrite how FiST cancontrolthe executionflow of variousopeationsusingFiST rules.

FiST doesnotchang theinterfaceghatcall it, becaussuchchamgeswill notbeportableacressopeatingsystems
and may requre charging mary userapplicatiors. FiST therefae only exchargesinformationwith applications using
existing APls (e.qg.,ioctls) andthosespecificapplicaions canthenaffect chang.

The mostcontrd FiST file systemshave is over the file system(vnode) operdions that exeaite in a nomal
stackablesetting.Figure4.2 highights whatatypical stackablesnode operation does:(1) find thevnode of thelower-level
mourt, and(2) repeathe sameoperaion onthelowervnoce.

int fsnamegetattr(vnode_t *vp, args..)

{

int error;
vnode t *lower_vp = get | ower(vp);

/* (1) pre-callcodegoeshere */

[* (2) call sameoperation on lower file systent/
error = VOP_CETATTR(| ower _vp, args..);
/* (3) post-callcoce goeshere */

return error;

Figure4.2: A skeleton of typical kernel C code for stackable vnode functions. FiST can control all three sections
of every vnode function: pre-call, post-call, and the call itself.

In this examge, a vnade function receves a pointer to the vnode on which to apply the operatim, and other
arguments. First, the function finds the corresponéhg vnode at the lower-level mownt. Next, the fundion actuallycalls
the lowerlevel mourted file systemthrough a standardvOP * macrothat appliesthe sameoperation but on the file
systemcorrespadingto thetype of thelower vnode. Themacrousesthelower-level vnode, andtherestof the aguments
unchanged Finally, thefunctionreturrs to the callerthe statuscodewhich the lower level mourt passedo thefunction.

Therearethreekey partsin ary stackablgunction that FiST cancontrd: the codethat may run before calling
thelowerlevel mownt (pre-call), the actualcall to the lower-level mourt, andthe code thatmayrun afterwards(post-cdl).
FiST caninsertarbitray codein the precall andpost-c#l sectionsaswell asreplacethe call partitself with ary function
youdescribe.

By defaut, the pre-call andpost-callsectionsareempty andthe call sectioncontairs codeto passtheoperatio to
thelowerlevel file system.Thesedefauts producea file systemthatstackson anotler but doesnot changebehaior, and
wasdesignedsodevelgpersdo not have to worry aboutthe basicstackingbehavior—only abouttheir changs.

For exampe, a usefulpre<all codein anencnyption file systemwould beto verify the validity of cipherkeys. A
replicationfile systemmay insertpost-callcodeto repeatthe samevnode opegation on otherreplicas. A versioningfile
systemcouldreplacethe actualcall to remove afile with a call to renamdt; anexampe FiST codefor thelattermightbe:
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%p: unlink:call {
fi st Renane($nane, fistStrAdd($nane, ".unrnt));

}

Thegeneraform for aFiST ruleis:

%callset : optype : part {code} 4.2

Theforma for eachFiST rule wasdesignedsothata singlestatementanidentify the exactlocationor locations
wherecodeshouldbe inserted andthe actualcode to insert. The identification sectionof eachFiST rule contairs three
commnents,separatedy colons. Thesethree conponeits were designedsuchthat eachone contirually refinesthe
selectionof the locationto insertcode. Thefirst commnent,callset selectsopeationsbasedon their type (all, reading
or writing operatims). The seconccomponent,optype furtherrefinesthe selectionto a singlevnode opeationor a setof
operdionsbasednthedatathey manipulate. Thelastcommnent part, furtherrefinestheselectiorto a portionof asingle
vnock opeation (pre-call, call, or post-call).

Call Sets
op to referto asingleoperatio
ops to referto all operatims

readps | toreferto nonstatecharging opeations
writeops | to referto statechangimg opeations

Operation Types
all all operatims
data operatimsthatmanipuatefile data
nane operatimsthatmanipdate file names

Therestof theoperatim typesspecifyoneof the
following vnock opertions:create getattr I/stat,
link, lookup, mkdir, read readdir readink, rename
rmdir, setattr statfs,symlink, unlink, andwrite.

Call Part
preall partbefore calling thelower file system
call theactualcall to thelower file system
postcall | partaftercallingthelowerfile system
ioctl nameof a newly definedioctl

Table4.3: Possible values in FiST rules’ callsets, optypes, and parts include all individual file-system operations,
sets of those, as well as parts of those operations.

Table4.3 summarizeshe possiblevaluesthata FiST rule canhave. Callsetdefinesa collection of opeationsto
operae on. This allows developersto pick oneor more operatims basedon their functiorality—for exanple, all those
opergionsthatmodify thefile-systemstate(writeops).Thisis usefulbecasefile-systemdevelopersdeveloping a new file
systemoftenhave to modfy asubsef file systemopertionsthatwork similarly in a consistenmanrer. For exanple, a
read-amly file systemcaninsertspecialcodefor all of thewr i t eops opeationsto disabletheoperaion.

Optypefurtherdefinesthe call setto a subsef opeationsbasedon the datathatthey opeateon or to a single
operdion. Thisis usefulbecasefile-systemdevelgpersoftenwantto modify a subsebf file systemoperaionsthatacton
similar data. For example afile systemthatwantsto prevent a certainfile namefrom beingaccessedando soin all of
thefile-systemoperatims whoseoptyge is nane.
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Part definesthe partof the call that the following coce refersto: pre-call,call, post-call,or the nameof a newly
definedl/O control(ioctl) systenfunction. This allows developerstheflexibility to insertor chargeary actionthatasingle
file-systemoperatiamn may execue, aswe describedn Section3.4.

Finally, codecontainsary C codeenclosedn braces.This allows developersthe power to includeary codethey
wish, andtherefae letsthemcreatenew functionality in FiST.

4.4 Filter Declarationsand Filter Functions

FiST file systemsanperform arbitray manipulationsof the datathey exchangebetweenayers. The mostusefulandat
the sametime mostcompex datamanipulationsin a stackabldile systeminvolve file dataandfile names.To manipuate
themconsistentlywithout FiST or Basefsdeveloperanustmake carefulchangsin mary places.For example file datais
manipuatedin read,write, andall of the MMAP fundions; file namesalsoappeain mary placeslookup create unlink,
readdr, mkdir, etc.

While it would be possibleto manipuate file dataandfile namesin FiST using FiST rules, it would take too
long to write andit increaseshe chancef humanerrois: developerswould have to manipdate all relatedoperatims
consistentlyensue thatdatapagesandotherobjeds arelockedandunlodked correctly, insertandremore datapagesrom
the pagecacheat theright times, updde objed referace courts, updateerror codes, updatepagemodebits, and more.
Therebre, for manipdating file dataandfile namesconsistentlyFiST providesa bettermechaism that requiressimple
changsin oneplaceonly.

FiST simplifiesthe task of manipulating file dataor file namesusingtwo typesof filters. A filter is a function
similarto a Unix shellfilter suchassed orsort : it takessomeinput, andproducepossiblymodifiedoutpt.

If developersdeclaefi | t er dat a in their FiST files, fistgenlooksfor two datacodingfundionsin the Addi-
tional C Codesectionof theFiST File: encode dat a anddecode dat a. Thesefunctionstake aninputdatapageand
anallocatedoutpu pageof the samesize. Developersareexpectedto implementthesecodingfunctionsin the Additional
C Codesectionof the FiST file. Thetwo functions mustfill in the output pageby encodimg or decodim it apprgriately
andretum asucces®r failurestatuscode Ourencrypion file systemusesadatafilter to encrypt anddecryp data(Section
8.1)

A variationof thisdeclaratiorisf i | t er sca. In additionto theencodimy of datapagesthis alsoincludescode
to supprt size-chagingfile systemsaswe discussn Chaptet6. Thisis a separateleclarsion becagethe size-chaging
file-systemsuppat includes substantiallynore codeandcarriesa perfamanceoveteadthatis not necessaryor all file
systemghatmanipuate datapages.

With theFiST declaratiof i | t er nane, fistgeninsertscodeandcallsto encoa or decalestringsrepiesenting
file names.The file namecodingfunctions(encode name anddecode nane) take aninput file namestring andits
length. They mustallocatea new stringandencoce or decale the file nameapprgriately Finally, the coding functions
returnthe numtler of bytesin the newly allocatedstring, or a negative error code.Fistgeninsertscodeat the caller’s level
to freethememoryallocatedby file namecodingfunctions.

Using FiST filters, developerscan easily produce file systemsthat perfam complex manipuations of dataor
namesexchangedbetweerfile-systemlayers.

4.5 Fistgen: The FiST LanguageCode Generator

Fistgenis the FiST languag@ codegeneator. Fistgenreadsin aninput FiST file, andusingthe correctBasefstemplates,
producesall thefiles necessaryo build anew file systemdescriledin the FiST inputfile. Theseoutpu files include C file
systemsourcefiles, heacrs,sourca for userleved utilities, anda Makefile to conpile themon the given platform
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Fistgenimplementsa subsebf the C languag parseranda subseif the C pregocessarlt handlesconditioral
macre (suchas #ifdef and#endif) It recogrizesthe beginning of functions after the first setof declaratios andthe
endirg of functions. It parsesiST tagsinsertedin Basefs(explainedin the next section)usedto mark specialplacesin
thetemplatesFinally, fistgenhandles=iST variates (beginning with $ or %) andFiST functions (suchasfistLookup and
theirarguments.

After parsinganinputfile, fistgenbuilds internaldatastructuesandsymba tablesfor all the keywords it must
hande. Fistgenthenreadghetemplatesandgererateoutpu filesfor eachfile in thetemplatedirectay. For eachsuchfile,
fistgeninsertsneedectode excludesunusedcode,or replacesxisting code. In particdar, fistgencondtionally includes
large portiors of codethat suppat FiST filters: codeto maripulatefile dataor file names.It alsoproducesseveral new
files (includng comments)usefulin thecompilation for the new file system:a heacbr file for comman definitiors, andtwo
sourcefiles cortainingauxiliary code.

The codegeneatedby fistgenmay containautomaticallygeneatedfunctionsthatarenecessaryo suppat proper
FiST function semantics EachFiST function is replacedwith onetrue C function—rathe thana macro,inlined code,a
block of codestatementsor ary featurethatmaynot be portalte acrossoperding systemsaandcompiles. While it might
have beenpossibleto useothermectanismssuchasC macrogo handlesomeof the FiST languag, it would have resulted
in unmaintainableandunreadblecode Oneof theadvartagesof the FiST systemis thatit produceshighly readake coce.
Developerscaneven editthatcodeandaddmorefeaturesy hand if they sochoose.

Fistgenalso producesreal C functions for specializedriST syntaxthat canna be trivially hardled in C. For
exampe, thefistGetloctiDataunction takesargumentsthatrepresenhamef datastructuesandnamesof fieldswithin.
A C function cannd passsucharguments;C++ templatesvould be needéd, but we optedaganst C++ to avoid requring
developersto know anothe language,becausenodern Unix kernelsarestill written in C, andto avoid interoperability
prodemsbetweenC++ producedcodeand C prodiucedcodein a runmning kernel. Preproessormacroscanhandledata
structurenamesandnamesof fields, but they do not have exactor portableC function semanticsTo solve this problem,
fistgenreplacescalls to fundions suchasfistGetloctlDatawith automaticallygeneatedspeciallynamedC functionsthat
hardcodethe namesof the datastructuesandfieldsto manipulate. Fistgengenerats thesefunctionsonly if needd and
only once.
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Chapter 5

StackableTemplates

Basefsis thetemplatefile systemusedin FiST, andis thethird andlast of the threemaincompamentsof the FiST system
(the othertwo beingthe FiST langua@ andthe fistgencodegeneator). In this chapte we discussthe mostimportant
issuesin designingthe stackingtemplatesand with an emplasison how we achiezed the mostimpartant goal of the
templates—filesystemportability acrosdifferert opeatingsystems.

We begin by introdicing the templates. Then we describethe two mostimportant aspectshat file systems
manipuate—file dataandfile names—andhe APIs that the templatesuseto manipuate these. The next two sections
detail the designof the templateswith respecto file dataandfile names.Finally, we discusserrorhanding in our tem-
plates.

5.1 Overview of the Baset Templates

Basefsprovidesbasicstackingfunctiorality without changng otherfile systemsr thekernel. This fundionality is useful
becausé improvesportability of the system.To achieve this functionality, the kernelmustsuppat threefeatues:

1. In eachof the VFS datastructuresBasefsrequresafield to storepointersto datastructure atthelayerbelow. This
is neead to link datastructuesin onelayerto the correspading datastructuredn the layerimmediatédy below.
Thislinkageof uppe to lower objectsis whatenablesstacking:codein onelayercanfollow a poirter andthencall
cockin alowerlayer, passingt acorrespadingobject,asseenin Figure4.2.

2. New file systemsshouldbe ableto call VFS functiors. This is neeed so that nenly addedkernelcodecancall
functionsthatalreadyexist in therestof the kernel. For dynamically-linked modules,a kernelfile systemmayhave
to bepartially linkedandreferto symbolsthatcanberesohedonly afterthefile systemis loadedinto thekernel.

3. Thekerné shouldexpott all symbds thatmaybe nee@dby a new file systemmodue. Thisis neeadsothatnen
in-kernelfile systemcodeis allowedto execue functionsthatexist in therestof thekernel.

Therearetwo key points thatallow FiST to suppot portable stacking.First, we wereableto abstracseeminty
differentvnock interfacesandfind acomman setof functionality thatis usefu to usersandthatall of theoperaing systems
canuse. This comman functiorality formed the basisfor our templates. Second we were ableto fill in any missing
functionality or onedeemedusefulto developers by addirg codeto thetemplatesthis wasdonewithout chamgingthecore
operding systemcode.In contrastall paststackingworks attemptedo male significantchange to operding systemsand
file systemsandcreatechew interfacesthatwereincompatiblewith interfacesof othersystemsr evenpreviousinterfaces
onthesameoperatimg system.
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VFS Generic
(BAsEFs) - P
I . Generic

|EXT2FS)  Specific

Figure5.1: Where Basefs fits inside the kernel: it behaves as both an upper virtual file system and as a lower-
level file system.

Basefshandlegnary of theinternaldetailsof operatimg systemsthusfreeingdevelopersfrom dealingwith kernel
specifics. Basefsprovides a stackinglayer thatis indeendentfrom the layersabore andbelow it, asshavn in Figure
5.1. Basefsapparsto the uppe VFS asa lower-level file system.Basefsalsoappeas to file systemselow it asa VFS.
Initially, Basefssimply callsthe samevnode operatim onthelower level file system.

Basefsperfams datareadingandwriting on whole pages.This simplifiesmixing regular readsandwrites with
memoy-maped opeations,and gives developersa single pagedbasednterfaceto work with. Additional codecanin
included in Basefghatsuppots file systemghatchangedatasize,suchasfor compession.SeeChapter6.

To improve perfamance Basefscopiesandcacheslatapagesn its layer; Basefswill alsocachepageof thelay-
ersbelaw it, in casethelower-leve file systemdoesnot do sodirectly (on someoperatimg systemstheVFS is resposible
for insertingpagesdnto the cache not the actualfile system).Basefssasresmemoryby cachingat the lower layeronly if
file datais manipuatedandfan-inwasused;hesearethe usualcondtions thatrequre cachirg ateachlayer

Basefsincludesonly the minimal codethatit needgo function asa null-layer stackablédile system.Substantial
portions of extra codeare included conditiorally. Codeto manipulate file dataandfile names, aswell as detugging
codeis not included in Basefsby default. This codeis includedonly if the file systemneed it. By includng only
codethat is necessaryve generateoutput codethatis more readablethan code with multi-nested#i f def /#endi f
pairs. Condtionally including this codetypicdly resultsin improved perfamancecomparedto systemthat include all
functionality andturn on or off what they needat run time. We repot our performarce in Section9.3. Matchingor
exceedng the perfamanceof otherlayeredfile systemsvasoneof thedesigngoalsfor FiST.

Basefsaddssuppat for fan-aut file systemsatively. This codeis alsoincluded condtionally, becaseit is more
compex thansingle-stacKile systemsaddsmore perfamanceoverthead,andconsunesmorememay. To improve per
formance developersmustdefinethe maximun fan-outlevel usedin their FiST input file. This allows fistgento geneate
fasterruming code. Thatcoderefersto objectsof thefile systemamountedimmedately below usingby derderencirg a
singlepointerfrom afixed-sizearrayof pointers.Compilingfixed offsetreferencesavoids having to computethematrun
time andspeedsip fan-ait processing.

Basefsincludes(conditimally compiled suppat for mary otherfeatues. This addedsuppot canbe thought of
asalibrary of comnon functions: opering, readingor writing, andthenclosingarbitrary files; storingextende attributes
persistentlyuserlevel utilities to mowunt andunmauntfile systemsaswell asmanipdateioctls; inspectig andmodifying
file attributes,andmore.SeeApperdix A for afull listing of thesefundions.

Finally, Basefsincludes specialtags that help fistgenlocatethe proper placesto insertcertaincoce. Insertirg
codeat the beginning (pre-call) or the end (post-call)of functionsis simple,but in somecaseghe codeto addhasto go
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elsavhere.For examge, handlirg newly definedioctlsis dore (in thebasef s i oct | vnodefunction) attheendof aC
“switch” statementright befae the “default:” case.

In therestof this chaptemwe detailsomeof the morecompgex designissuesof the Basefsemplats. In particular
we discussthe codethat getsincluded corditionally to manipulatefile dataandfile names. This code,while comgex,
allows the manipdation of fixedsize datapages. In the next chapter Chapter6, we discussin muchgreder detail the
additioral templatesupprt for SCAs—filesystemghatcandynamically chargethe sizeof datathey manipuate.

5.2 Manipul ating Files

Therearethreepartsof afile systenthatdevelgperswishto manipuate mostoften: file data file namesandfile attributes.
It is therefae important thatthe FiST systembe ableto hande thesecomma casesefficiently andflexibly. Of those,
dataandnamesarethe mostimportantandalsothe hardesto handle.File datais difficult to manipuate becaus¢hereare
mary differentfunctionsthatusethemsuchasreadandwrite, andthe memoy-magping (MMAP) onesyariows functions
manipuatefiles of different sizesat differentoffsets.File namesarecomgex to usenot just becase mary functionsuse
them, but alsobecasethe directoy readng function, r eaddi r, is a restartabldunction: it processenly part of the
total datain a directay, andthusneed to recod the offsetwhereit shouldcortinueto processdatawhenthe function is
invokedagain.

Whenyou declarein your FiST input file thatyour file systemwantsto manipuate file datapage andfile data
namesfistgenincludesadditicnal codeinto the Basefsemplate.This codeexportsfour functionsthatdeveloperscanuse.
Thesefour functionsaddessthe manipulationof file dataandfile names:

1. encodedata takesa buffer whosesizeis the sameasthe native pagesizeandreturrs anotheruffer. Thereturnel
buffer hastheencodedlataof theincoming buffer. For exanple,anenciyptionfile systemcanencryp theincomirg
datainto theoutgang databuffer. Thisfunction alsoreturnsa statuscoce indicatingpossiblesrror(negative integen)
or thenunberof bytessuccessfullyencaled.

2. decodedata is the inverse function of encode dat a and othewise hasthe samebehaior. An encryption file
systemfor examge, canusethis to decryp ablock of data.

3. encodefilename takesafile namestringasinputandreturnsanewly allocatedandencodd file nameof ary length
It alsoreturnsa statuscodeindicatingeitheranerror(negative integer) or thenumbe of bytesin thenew string. For
exanple, a file systemthat converts betweenUnix and MS-DOSfile namescanusethis function to encodelong
mixed-caseJnix file namednto short8.3-formatuppercasename asusedin MS-DOS.

4. decodefilename is theinversefunctionof encode f i | enane andothewise hasthesamebehaior.

With theabove functiors available,file-systemdevelopersthatuseFiST canimplemen mostof the desiredfunc-
tionality of theirfile systemin afew placesandnothave to worry abait therest.

5.3 Encoding and Decoding File Data Pages

File systemsaredesignedo manipulatewhole pages.This improves perfamanceandsimplifiesthe interactionwith the
VM systemandthe pagecache.Our templategherebre alsomanipulatefiles onepageat a time. This sectiondiscusses
readirg, writing, andappenthg to files in whole page units, theinterfacingwith theVM systemandpagecachingissues.
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5.3.1 PagedReadingand Writing

We perfam readingandwriting on whole blocks of a sizematchingthe native pagesize. Wheneer a readfor a range of
bytesis reqiested we compue the extended rangeof bytesup to the next page bourdary, andapply the operatim to the
lowerfile systemusingthe extendedrange. Uponsuccessfutompetion, theexad numter of bytesrequestedrereturnel
to the callerof thevnode operation

Writing arangeof bytesis moreconplicatedthanreading Within onepage bytesmaydepem on previousbytes
(e.g.,encryption), sowe have to readanddecale partsof pagesbeforewriting otherpartsof them.

Throwhou therestof this sectionwe will referto theuppervnode asV, andto thelowervnodeasV ’; P and P’
referto memoy mappedpages at thesetwo levels, respectiely. Theexamge ! depictedn Figure 5.2 shavs whathapens
whena processasksto write bytesof an existing file from byte 9000 until byte 25000. Let us assumehat the file in
guestiorhasatotal of 4 pages (327@) worth of bytesin it.

9000 5000
0 8K | 16K 24K 32K
| Page 0 Page 1 | Page 2 Page 3
: Original bytes to write
Read 1 arfd decode Féead 2 and decbde

Byteé discarded
——— -
Final pages to encode:

Actual bytes to write

Figure5.2: Writing Bytes in Basefs is done in terms of whole pages

1. Compue theextenced pageboundaryfor thewrite rangeas8192-32767 andallocatethreeemptypages. (Page0 of
V is untowched.)

2. Readbytes8192-899® (page 1) from V', decoe them,andplacethemin thefirst allocatedpage We do notneedto
reador decoe the bytesfrom 9000 onwards in page 1 becausehey will be overwritten by thedatawe wish to write
anyway.

3. Skipintermediatedatapageghatwill be overwrittenby the overall write opeation(page?).

4. Readbytes24576—-2767(page 3) from V', decalethem,andplacethemin thethird allocatedpage. This time we
readanddecoc thewhole pagebecauseve needthelast32767—25000=7767 bytesandthesebytesdepemnl onthe
first 8192-7767=426bytesof thatpage.

5. Copy thebytesthatwerepassedo usinto theappr@riateoffsetin thethreeallocatedoages.

6. Finally, we encalethethreedatapagesandcall the write operatim on V! for the samestartingoffset(9000). This
time we write the bytesall theway to thelast byte of thelastpageproessedbyte 32767), to ensurevalidity of the
datapastfile offset2500.

1Theexampleis simplified becaiseit doesnottake into accaint sparseiles or appemding to files.
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5.3.11 Appendingto Files

Whenfiles areopenedor appewling only, the VFS doesnot providethevnadewr i t e function therealsizeof thefile and
wherewriting begins. If the sizeof thefile befae anappend is notanexad multiple of the pagesize,datacorrugion may
occur sincewe will notbegin anew encodig sequene on a page bourdary We therebre needto handleappendedfiles
alsoonpageboundaries.

We solve this problemby detectingvhenafile is opene with anappe flag on, turn off thatflag befae the open
operdion is passednto V', andreplaceit with flagsthatindicateto V' thatthefile wasopenel for normd readingand
writing. We save theinitial flagsof the opered file, so that otheroperatims on V' could tell thatthe file wasoriginally
operedfor appenling. Wheneerwe write bytesto afile thatwasopene in apperl-only mode, we first find its size,and
addthatto thefile offsetsof thewrite request. In essenceve convert appenl requestdo regularwrite requeststartingat
theendof thefile.

5.3.2 Memory Mapping

To suppat MMAP operadions andexecuablebinaryfiles, we have to suppat memorymappng vnode functions. As per
Section5.33, Basefscacheglecodegageswhile thelowerfile systemkeepscachedencoagdpages.

Whena pagefault occurs,the kernelcalls the vnode opeationget page. This function retrievesoneor more
pagesrom afile andis desigredto call repeatdly a functionthatretrievesa singlepage—get apage. Theget apage
function worksasfollows:

Checkif the pageis cachedlif so,returnit.

If thepageis notcachedcreatea new pageP.

Find V' from V andcall theget page operatim on V', returring pageP’.
Copy the (enmded)datafrom P’ to P.

Map P into kernelvirtual memay anddecoce the bytesby callingbasef s decode.

S N

Unmg P from kernelVM, insertit into V's cacheandreturnit.

The designof put page wassimilar to get page. In practicewe alsohadto carefilly handletwo additioral
details,to avoid deadl@ks anddatacorryption. First, pagescontainseveraltypesof locks, andtheselocks mustbe held
andreleasedn theright orde andat the right time. Secondthe MMU keepsmodebits indicating statusof pagesin
hardvare, especiallythe refelencedand modifiedbits. We hadto updde andsynchionizethe hardvare version of these
bits with their softwareversionkeptin the pagesflags.For afile systemto have to know andhandleall of thesdow-level
detailsblurs the distinctionbetweerthefile systemandthe VM system.

5.3.3 Interaction BetweenCaches

WhenBasefsis usedon top of a native file systembothlayerscachetheir pagesihis improvesperfomance.However,
cacheincohereng coud resultif pagesat differentlayersaremodifiedindependely. A mechaism for keepingcaches
synchonizedthroughacentalizedcachemaragerwaspropasedby Heidenann[29]. Unfortunately thatsolutioninvolved
modifying therestof the opeating systemandotherfile systems.

Basefsperfamsits own caching, anddoesnotexplicitly touch the cacheof lowerlayers.This keepsBasefssim-
plerandmoreindepemlentof otherfile systemsAlso, sincepagesanbesenedoff of theirrespectie layers,perfomance
is improved. We decidedthatthe highe a layeris, the more authoritatve it is: whenwriting to disk, cachedpagesfor
the saméfile in Basefsoverwritetheir countepartsatthelayersbelon. This policy correlateswith the mostcomman case
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of cacheaccessthroughthe uppemostlayer Finally, notethata userprocessanaccessachedpagesof alower level
file systemonly if it wasmourtedasa regular mownt (Figure2.9), meanimgy thatfan-inwasturnedon; this is unavoidable
andcoud leadto cacheincohereng. If, however, Basefsis overlay mounted(fanin turned off), userproessesouldnot
accesdower level files directly, andcacheincolereng for thosefiles is lesslik ely to occur

5.4 Encodingand Decoding File Names

Encodng anddecodimg file namesds dore similarly to datapages.With file nameswe do not have theaddedcomgexity
of memoy-mappedoperatims; mostopeationsthatmanipdatefile namesaresimple,suchasmkdr, unlink, andsymlink
Oneexcepion is thedirectay readingopertionandwe therefoe describenow we handlethis complex opeationhere.

Readdiris implemened in the kernelas a restartablgundion. A userprocesscalls the readdirC library call,
which s translatednto repeged callsto theget dent s(2) systemcall, passingt a buffer of a givensize. The kernel
fills the buffer with asmary directoy entriesaswill fit in the caller’s buffer. If thedirectoy wasnotreadcompgetely, the
kernelsetsa specialEOFflagto false.As long astheflagis false,the C library fundion callsget dent s( 2) again

The importart issuewith respectto directoryreading is how to cortinue readingthe directoly from the offset
wherethe previousreadfinished. This is accomplishé by recoding thelast positionandensuringhatit is returnel to us
uponthenext invocatian. Assumethatareaddr vnodeoperatia is calledonvnode V for N bytesworth of directay data.
We designedhefunctiorality of our stacledr eaddi r asfollows:

1. Callthesamevnock opertionon V' andreadback NV bytes.
2. Createa new tempaary buffer of asizethatis aslargeasN.

3. Loop overthebytesreadfrom V', brealing theminto individual record represeting onedirectoly entryatatime
(struct dirent). Foreachsuchwecalldecode fi | ename tofindtheoriginal file name.We construcanew
directay entryrecordcontainirg the decaledfile nameandaddthe new recod to theallocateddempaary buffer.

4. Recordthe offsetto readfrom onthenext call to r eaddi r; thisis the positionpastthe lastfile nane we justread
anddecocbd. This offsetis storedin oneof the fieldsof thest r uct ui o (representingdatamovementbetween
userandkerrel space)thatis retumedto the caller A new structue is passedo us uponthe next invocation of
readlir with the offsetfield untowched.Thisis how we areableto restartthe call from the corre¢ offset.

5. Returnthetempoary buffer to the caller of the vnodeopeation. If thereis more datato readfrom V' /, thenwe set
the EOFflag to falsebefae returnirg from this function

Thecallerof r eaddi r asksto readatmostN bytes. Whenwe deco or encoa file namestheresultcanbea
longe or shorterfile name.We ensurghatwefill in theuserbuffer with nomorest ruct di r ent entriesthancouldfit
(but fewer is acceptale). Regardlessof how mary directoy entrieswerereadandprocessedwe setthefile offsetof the
directoy beingreadsuchthatthe next invocation of ther eaddi r vnodke operationwill resumereadirg file namesfrom
exactlywhereit left off thelasttime.

5.5 Error Codes

FiST createstackablemoduar file systemghataredesigredto standalone.Thatis, they aresymmetricabose andbelow
them: they do notknow which file systemmaybeabove or belov them. This is animportantfeatue of the modularity of
stackabldayers.With stackingeachlayerhandesits own errorcodeshut they mustbe propagatedsotheright errar code
reachesiserprocesses.
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By default, FiST file systemseturntheerrorcodeshey receve from thelower-level file systento thecaller. If the
file systemhasto perfam multiple opeations,eachof whichmaysucceear fail, it returrs thefirst failure codeandaborts
theremainirg opeations.This way you cancompaea long stackof file systemsandtheoperatimsin the stackcontinie
to propagatedonvnward aslong asthey aresuccessful At the sametime, ary seriousfailureis propagatedupwardsin the
stackuntil it reachesheuserprocesghatmadetheinitial systemcall.

Becauseeachstackablefile systemis indepeident, it does not autonatically know what irreversible or non
idempdentactionsandher stackabl€ile systemhasmade.Therebre, sucha stackabldile systemcannotautomaically
undotheactiors of anothe. It is possiblefor severalfile systemso cogeratetogetherandagreeonthe semantic®f (pos-
sibly new) errorcodessuchthatby thetime anerroris propagatedackto auser all intermedateactionscouldbereversed
Suchprogammingstyle, however, is morecompgex andbegins to violate the nice indepenlencebetweerstackinglayers
becaus@ow file systemslo have to know abaut theinternalbehaior of othes.

The casefor fan-aut is similar. If yourfile systemperfamsoneor moreoperatimson several file systemghatit
is stacled on, andsomeerroroccus, it is up to the FiST file-systemdevelgperto determire the correcterra behavior of
suchpartialfailures. FiST’s defadt errorbehaior for fan-aut file systemds to returnary errorassoonasit occus. FiST
doesnotimposeary othererrorbehaior becausehe correctbehaior depend ontheapplicalility of thefile systemthat
thedevelgperis writing. For exanple, in areplicatel writablefile systemit is reasonale to assumehatary errorshoud
berepatedimmedately andthatintermedate changs be uncone;thatway the variows replicascanremainin sync. In a
Unionfile system(Section8.3), ontheotherhand anerra in onefile systenneednot befatal: thefile systemcantry the
next onein thejoinedlist of file systemsuntil onesucceeds.

Much of the compleity of intermaliateerrorsemanticsn stackabldile systemsanbe alleviatedwith in-kerrel
transactios, but thatis beyondthe scopeof this dissertationSeeSection10.1for more discussioron futuredirections.
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Chapter 6

Support for Size-ChangingFile Systems

Basefsprovidesbasicstackingfunctiorality without changng otherfile systemsor the kernel. Basefsallows developers
to definedataencodng functionsthatapplyto whole pageof file data,makingit easyto produce,for example,alimited
subsebf encryipion file systemsLik e otherstackingsystemshowever, Basefsasdescribedn Chapters did not suppat
encodng datapagessuchthattheresultis of adifferentsize.In thischagerwe discusghedesigrfor ouradditionsto Basefs
thatsuppat size-chaning file systemsuchascompession.We describea new algorithm for handlirg size-chanmpg file
systemsn anflexible andefficient manne thatprovidesgoad performance.

6.1 Size-Charging Algorithms

Size-tiangingalgorithms(SCAs)arethosethattake asinput a streanof databits andproduceoutputof adifferert numkber
of bits. TheseSCAsshareonequalityin comnon: they aregenerdly intendedo work onwholestream®f inputdata,from
thebeginning to theendof the stream.Someof theapplications of suchalgoithmsfall into severalpossiblecatgories:

Compression: Algorithms thatredwce the overall datasizeto save on storagespaceor transnissionbandwidhs. In this
casewe conside nortlossycompresion.

Encoding: Algorithmsthatencoe the datasuchthatit hasa betterchanceof beingtransfered, oftenvia email, to their
intencedrecipiens. For examge, Uuencaleis analgoiithm thatusesonly the simplestprintable ASCII charcters
andno morethan72 characterperline. Thisis to ensurghatuuercodedemailor binaiies cantraversethe Interret
even if they gothroudh legacy emailor networking systemghatmay not suppat thefull ASCII setof charactes or
text lineslongerthan72 chaacters.

In this cateyory we alsocorsidertransfamatiors to suppat interrationalizationof text, aswell asUnicodirg.

Encryption: Thesearealgoithmsthattransfam thedatasoit is moredifficult to decaleit without anauthaization—a
decyptionkey. Encryptionalgorithns work in differentmodes. Thesimplestmoce is CipherFeedlack (CFB) mode
[67]. Thismodedoesnot charmgethe sizeof thedata.As such,it is notthe strongst algorithm becausét provides
potertial attaclersonemore pieceof information:the original input datasize.

Strorger encrypion modes include CipherBlock Chaining(CBC), a modethattypically increaseghe size of the
output [67]. This algorithm is often strongerbecase it doesnot reveal what the original input datasize was.
Furthermore by encodimg the inputinto moreoutput bits, the input datacanbecomemore randanized increasiig
thebrute-forcesearchspace.
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Notethatthe above arejust someof the possibleSCAs. NevertrelesstheseSCAsshareonequality in comman:
they areintendedto work on wholestreamsf input data,from thebeginning to theendof the stream For exanple, when
you encrypt or decompessa datafile, youwill oftendo soonthecompetefile. Evenif youwishto accesgusta portion
of thefile, you still have to encodeor decoe all of it until youreachthe pottion of interest.

This quality of thesealgorithns makesthem suitablefor email systems for example wherea whole message
needsto be encoded Thesealgoritims are more difficult to work with in a randbm accessernvironmer suchasa file
system.In afile system,usersperfam various actionssuchasreadingor writing small portions of files in the middle of
thosefiles, or appenling datato files. If you useSCAswith afile systemyou mayhave to encodeor decoa wholefiles
from beginning to end—béore you canaccesshedatayouwish.

For exampe, considera large compessedext file. You wish to inserta line of text, say severallinesbefae the
endof theoriginal file. Fromlooking atthe compreseddata,you do notknow whereto insertthedata,andhow it shoud
be compessed:SCAsdo not provide thatinformation. You will have to deconpressthe entirefile, seekto the position
of interest,insertyour text line, andthencompgessthe entirenew file. Thisis a very expensve opeaation, especiallyif
perfamedrepeatedly Next, we begin to describeour solutionto this prodem, andhow it wasdesigredto perfam well.

6.2 Overview of Support for Size-Changing StackableFile Systems

Size-chaging algoiithms (SCAs) may changedataoffsetsarbitrarily: eithershrinkingor enlaging data. A file encode
with anSCAwill have offsetsthatdo notcorrespndto thesameoffsetsin thedecoedfile. In astackingervironmert, the
lower-level file systemcontainsthe encoedfiles, while the deco@dfiles areaccessedia the upper layer To find where
specificdataresidesn thelower layer, anefficientmappng is nee@ddthatcantell wherethe startingoffsetof theencode
datais for agivenoffsetin theoriginal file.

Unfortunately generalpurpse SCAshave never beenimplemente in stackale file systems.Several workswe
describein Chapter2.1.91 suggestedhe ideaof stackablecompeessionfile systemsbut only one shaved promise—
Heideman'’s unified cachemanagr [29]. In thatwork, Heideman shaved how his cachemana@r could mapuncom
presseatachedlatapageso compessegages However, a prototypewasnot madeavailableandno furtherdetailswere
given Furthemore,noneof thepaststackingworksshavedupto supmrt geneal-puiposeSCAsin ary file systemframe-
work. The prodem we setoutto solve washow to supmrt geneal-purppseSCAsin away thatis easyto use,perfams
well, andis availablefor mary file systems.

We proposeanefficientmappirg for SCA stackabldile systemdbasednanindexfile. Theindex file is aseparate
file containng metadatathat senesasa fastindex into anencocedfile. Mary file systemseparatelataandmetadata:
thisis donefor efficiency andreliability. Meta-datds consideedmoreimportarn andsoit getscachedstored andupdatel
differently thanregular data. The index file is separatdrom the encaledfile datafor the samereasos. The index file
storesmeta-datanformationidentifying offsetsin an associateancodd file. For efficiency reasos, we canreadthe
geneally smallerindex file quicky, andhencefind outthe exactoffsetsin thelarger datafile to readfrom. Thisimproves
perfamance For reliability reasonswe designd theindex file soit couldberecoreredfrom thedatafile in casetheindex
file is lost or damaed. This, in fact, offers someimprovemen over usualUnix file systems:if their metadata(inodes,
superblocks, directory datablocks) is lost, it rarely canbe recorered The alternatve to our designwould have been
to include the index datainto the main encoad file, but this would have (1) hurt perfamanceaswe would have hadto
perfam mary seeksin thefile to locatethe dataneededand(2) comgicatedthe restof the designandimplementation
consideably.

As shawvnin Figure6.1,thebasicideais thatanupper level file systemcanefficiently accesshedecodd versim
of anencoedfile in alowerleve file systenby usingthemeta-déainformationin anassociatethdex file thatresideson
thelowerlevd file system.

Thecostof SCAscanbehigh. Thereforeit is importantto ensurghatwe minimizethenumter of timeswe invoke



48 CHAPTERG6. SUPPOR FORSIZE-CHANGINGFILE SYSTEMS

(Decoded (original) Fi@ Upper Layel

Encoded Index
Data File File Lower Layei

Figure6.1 Each original data file is encoded into a lower data file. Additional meta-data index information is
stored in an index file. Both the index file and the encoded data files reside in the lower-level file system.

thesealgoithmsandthenumter of bytesthey have to proces®achtime. Theway datachurks arestoredandaccessedan
affectthis perfomancedepenihg onthetypesandfrequenciesf file opeations.File accesse®llow severalpatterns:

e Themostpopularfile-systemoperatim is stat(),whichresultsin afile lookup. Lookupsaccount for 40-50s of alll
file-systemopemntions[47, 61].

o Mostfilesareread,notwritten. Theratio of readso writesis often4—6[47, 61]. For exanple,complers andeditors
readin mary heaer andconfiguationfiles, but only write outa handul of files.

o Filesthatarewritten areoftenwritten from beginning to end. Compiless, usertools suchas“cp”, andeditorssuch
asemacswrite wholefilesin thisway. Furthernore,the unit of writing is usuallysetto matchthe systempagesize.
We have verifiedthis by runring a setof comman editandbuild toolson Linux andrecordng thewrite startoffsets,
thesizeof write buffers,andthe currentsizeof thefile.

e Filesthatarenotwrittenfrom beginningto endareoftenappemnledto. Thenumter of appenledbytesis oftensmall.
Thisis truefor variouslog files thatresidein /var/log suchasWebseneraccessogs.

o Veryfew files arewrittenin themidde. This hapgnsin two casesFirst, whenthe GNU | d createdargebinaries,
it writes a sparsdile of thetamgetsizeandthenseeksandwritestherestof thefile in a nonsequentiamanner To
estimatethe frequeng of writesin the midde, we instrumenteda null-layer file systemwith a few courters. We
thenmeasuredhe nunmberandtype of writesfor our large comple benchmark (Section9.4.3.1) We counted913
writes,of which 58 (0.6%)werewrites befoie theendof afile.

Seconl, data-basdiles are alsowritten in the middle. We surweyed our own site’s file seners and workstations
(several hunded hoststotalingover 1TB of storage)andfound thatthesefiles represeted lessthan0.015% of all
storag. Of thoseonly 2.4%weremodifiedin the past30 days,andonly 3% werelargerthan100MB.

o All otheropeations(togethe) account for asmallfractionof file operaions[47, 61].

Given the abore accessatterns,we designé our systemto optimize performane for the more comma and
important caseswhile not harmirg perfamanceunduly when the seldom-gecutedcasesoccu. We discusshow we
suppot theseoperatimsin Section6.3.1

Throughotu the restof this chapter we will usethe following threeterms. An original file is the complde un-
encoadfile thatthe useraccessingur stackabldile systemseesithe datafile is the SCA-encoéd repesentatiorof the
original file, which encaleswhole pages of the original file; the index file mapsoffsetsof encodedhageshbetweertheir
locatiors in theoriginal file andthedatafile.



6.3. THEINDEX FILE 49

6.3 The Index File

Our systemencalesanddecoaswhole pageswhich fits well with file systemoperatims. Theindex tableassumeshis
andstoresoffsetsof enco@ddpagesasthey appearin theencoadfile.

To illustrate how this works, consideran exampe of afile in a comgessionfile systemasshowvn in Figure6.2.
The figure shavs the mappingof offsetsbetweerthe upper (original) file, andthe lower (encaled)datafile. To find out
thebytesin page2 of theoriginal file, we readthe databytes3000-72@® in theencodd datafile, decalethem,andretumn
to the VFSthatdatain page2.

Decoded File (upper) 21500 (EOF)

0 4K 8K 12K 16K 20K
Page 0 Page 1 | Page 2 | Page 3 Page 4 | Page 5 |
| Pageo | Page1: | Pade2 |  Encoded File (lower)
0 l L 4K MDSK CJA ,\
L.
- 2 g8
— ™ NN~ 3 w
o
N
—
o
—

Figure6.2: An example of a 32-bit file system that shrinks data size (compression). Each upper page is repre-
sented by an encoded lower “chunk.” The mapping of offsets is shown in Table 6.1.

To find outwhich encode byteswe needto readfrom thelower file, we consulttheindex file, shovnin Table6.1.
Theindex file tellsusthattheoriginal file hasé pagesthatits original sizeis 2130bytes,andthenit liststheendirg offsets
of theencodedlatafor eachupper page.Finding the lower offsetfor the upperpage 2 is a simplelinear derefeencingof
the datain theindex file; we do not have to searchthe index file linearly. Note thatour designof theindex file supports
both32-bitand64-hit file systemsbut theexanpleswe provide herearefor 32-ht file systems.

Theindex informationis storedin aseparatsmallfile, thususingup onemoreinode We measuredhe effect that
the consunption of an additioral inodewould have on typical file systemsn our ervironment. We found that disk data
block usageis often 6—8 timesgreaterthaninode utilization on disk-tasedfile systems]eaving plenty of free inodesto
use.

For agivendatafile F', we createanindex file called F'. i dx. We decidedto storethe index tablein a separate
file for threereasons:

1. Theindex file is small. We storeoneword (4 byteson a 32-bitfile system)or eachdatapage(usually40% bytes).
Onaverag, theindex tablesizeis abou 1024timessmallerthanthe original datafile.

2. Theindex contans metadata—aiginal file sizeandpageoffsets—whicharemorelogically storedoutsidethe data
itself, asis the casewith mary file systemsThatallows usto mana@ thedatafile andtheindex file separately
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Word Representing | Regular With Fast
(32/64bits) IDX File Tail (ft)

1 (12bits) flags Is=0,ft=0... | Is=0,ft=1,..
1 (20-52bits) # pages 6 5

2 orig. file size | 2130 215M

3 page0 110 1100

4 pagel 30 3000

5 page2 720 7200

6 page3 7700 7700

7 paged 10000 100®

8 pageb 10120

Table6.1: Format of the index file for Figures 6.2 and 6.3. Fast tails are described in Section 6.3.1.1. The first
word encodes both flags and the number of pages in the index file. The “Is” (large size) flag is the very first bit
in the index file and indicates if the index file encodes a 32-bit (0) or 64-bit (1) file system.

3. Sincethe index file is relatively small, we canreadit comgetely into kerrel memoryandmanipdateit there. To
improve perfamance we write the final modfied index tableonly afterthe original file is closedandall of its data
flushedto stablemedia.(Section6.32.2 discusse$iow to recoser from alostindex file.)

We readthe index file into memay assoonasthe mainfile is open. Thatway we have fastaccesgo the index
datain memay. Theindex informationfor all pagess storedlinearly, andeachindex entrytypically takes4 bytes. That
way we cancompue the neededndex informationvery simply, andfind it from theindex tableusingasinglederetrence
into anarrayof 4-byte words(integers). We write any modifiedindex information out afterthe mainfile is closedandits
dataflushedto stablemedia.

Theindex file startswith a word that encalestwo things: flagsandthe nunber of pages in the correspndirg
original datafile. We resene thelower 12 bits for specialflagssuchaswhethertheindex file encodes file in a 32-kt or
a 64-Mt file systemwhetherfasttails wereencaledin this file (seeSection6.31.1), etc. Theveryfirst bit of theseflags,
andtherefae thefirst bit in theindex file, deterninesif thefile encoedis partof a 32-kt or a64-4t file system.Thisway,
just by readirg thefirst bit we candeterminehow to interpret therestof theindex file: 4 bytesto encale pageoffsetson
32-4t file systemar 8 bytesto encod pageoffsetson 64-bitfile systems.

We usetheremairing 20 bits (on a 32-bit file system)or thenumter of pagedecase2 2° 4KB pagegthetypical
pagesizeoni386 andSFARCV8 systemswould give usthe exactmaximum file sizewe canencaein 4 bytesona 32-bit
file systemasexplainednext; similarly 252 4KB pagess theexactmaxinmum file sizeon a 64-bitfile system.

The index file alsocontairs the original file’s size (seconl word). We storethis informationin theindex file so
thatcommaunlslike “Is —I” andothersusingstat(2)would work corredly. Thatis, if a procesdooksatthe sizeof thefile
through the uppe-level file systemiit would getthe original numter of bytesandblocks. The original file's sizecanbe
computedfrom the startingoffsetof thelastdatachurk in theencoedfile, butit wouldrequiredecodng thelast(passibly
incompete) chunk(bytes100M-1AL20in theencoadfile in Figure6.2) which canbe anexpensive opeationdepeling
onthe SCA. Storingtheoriginalfile sizein theindex file is a speedptimizdion thatonly consume onemoreword—in a
physicaldatablock thatmostlik ely wasalreadyallocated.

6.3.1 File Operations

As we discussedn Section6.2, we designedour systemto optimize perfamancefor the mostcomman file operatims.
In this sectionwe detailthoseoptimizations. Note that mostof this designrelatesto perfamanceoptimizations,while a
smallpart(Section6.3.13) addessesorrectness.
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To handlefile lookupsfast,we storethe original file's sizein theindex table. Theindex file is usually1024 times
smallerthanthe original file. Dueto locality in the creatian of theindex file, we assumehatits namewill befoundin the
samedirectoly blockastheoriginalfile nane, andthattheinode for theindex file will befound in thesameinodeblockas
theencodedlatafile. Thereforereadirg theindex file requiresreadingoneadditioral inodeandoftenonly onedatablock
After theindex file is readinto memoy, returring the file sizeis dore by copying the informationfrom the index table
into the “size” field in the current inodestructure All otherattributesof theorigind file comefrom theinodeof theactual
encoadfile. Oncewereadtheindex tableinto memay, we allow the systento cachets datafor aslongaspossible. That
way, subseqgantlookupswill find files’ attributesin theattributecache.

Sincemostfile systemarestructurecandimplementedinterrally for accessandcachingof whole pagequstally
4KB or 8KB), we decicedto encalethe original datafile in whole pages. In this way we improved perfamancebecause
our encodhg unit is the sameasthat usedby the pagingsystem,andespeciallythe pagecache(seeSection9.4). This
alsohelpedsimplify our codebecausénterfacingwith the VFS andthe pagecachewasmorenatual. For file reads the
costof readirg in a datapageis fixed: afixed offsetlookupinto theindex tablegivesusthe offsetsof encaleddataon the
lower-level datafile; we readthis encodd sequencef bytes,decoe it into exactly onepage, andretun thatdecaledpage
to theuser

Sinceour stackablesystemis pagebasedijt waseasierfor usto write wholefiles, especiallyif thewrite unit was
onepagesize.In the caseof wholefile writes,we simply encodeeachpagesizeunit, addit to thelower level encaledfile,
andaddonemoreentryto theindex table. We discusghe casef file appenlsandwritesin themiddlein Sections5.31.1
and6.3.1.2,respectiely.

We did not have to designarything specialfor handing all otherfile operatims. We simply treattheindex file at
the sametime we manipuate the corresponihg encoeddatafile. An index file is creatednly for reguar files; we do not
have to worry abou symboliclinks, becausehe VFS will only call our file systemto open a regular file. Whenafile is
hardfinked,we alsohardlink theindex file, usingthe nameof thenew link with athe“.idx” extensionadded Whenafile
is removedfrom adirectay or renaned,we applythe sameopertionto the corresponihg index file. We cando soin the
contet of the samefile-systemopeation,becasethe directoryin which theoperaion occursis alreadylocked.

6.3.11 FastTails

Onecomnon actiononfilesis to appadto them.Often,a smallnunberof bytesis appenédto anexisting file. Encaling
algorithms suchas compresionand encrygion are more efficient whenthey encoa larger chunks of data. Therefore
it is betterto encoa a larger number of bytestogether Our designcalls for encodirg whole page whenerer possible.
Table6.1andFigure6.2 shawv thatonly thelastpagein theoriginal file maybeincomgete,andthatinconpletepagegets
encoedtoo. If we appemnl, say 10 morebytesto the original (upper)file of Figure6.2,we have to keepit andthe index
file consistentwe mustreadthe 1020bytesfrom 20480 (20K) until 2150Q decodethem,addthe 10 new bytes,encoa
thenew 1030sequene of bytes,andwrite it outin placeof theolder1020 bytes in thelower file. We alsohave to update
theindex tablefor two things: thetotal size of the original file is now 21510, andword nunber8 in theindex file maybe
in adifferentlocationthan1012 (dependingonthe encodhg algorithm, it maybe greateysmaller or eventhe same).

The numter of timesthat we needto read,decoe, appen, and re-ertodea chunkof bytesfor eachappemn
increasessthe numter of bytesto appeid growvs smallerandthe numter of encoed bytesgrows closerto onefull page.
In the worstcase this methodyieldsa complexity of O(n2) in the nunmberof bytesthathave to be decaledandencaled,
multiplied by the costof the encaling and decoding of the SCA. To solwe this prablem, we addel a fast tails runtime
mourt optionthatallows for upto a pagesizeworth of unencaleddatato beaddedo anothewise encodd datafile. This
is shavn in theexampge in Figure6.3.

In this exanple, thelastfull pagethatwasencoadis page4. Its databytesendon the encod datafile at offset
100® (page?). Thelastpageof theoriginal upperfile containsl02 bytes(219001ess20K). Sowe storethesel 020bytes
directly at the endof the encoedfile, after offset10000 To aid in compuing the size of the fasttail, we addtwo more
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Decoded File (upper) 21500 (EOF)
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Figure6.3: Fast tails. A file system similar to Figure 6.2, only here we store up to one page full of un-encoded
raw data. When enough raw data is collected to fill a whole fast-tail page, that page is encoded.

bytesto the endof thefile pastthefasttail itself, listing the lengh of thefasttail. (Two bytesis enaighto list thislength
sincetypical pagesizesarelessthan2'6 byteslong.) Thefinal sizeof theencodedile is now 1102 byteslong.

With fasttails, theindex file doesnot recod the offsetof thelasttail, ascanbe seenfrom the right-mostcolumm
of Table6.1. Theindex file, however, doesrecordin its flagsfield (first 12 bits of thefirst word) thatafasttail is in use.We
putthatflagin theindex tableto speedup the compuationsthatdepenl onthe presencef fasttails. We putthelengthof
thefasttail in theencodediatafile to aid in recorstructionof a poterially lostindex file, asdescribedn Section6.3.22.

Whenfasttails arein use,appenéhg asmallnumbe of bytesto anexisting file doesnotrequre dataencaling or
decoding, which canspeedup theappendpertionconsideably. Whenthe sizeof thefasttail exceed onepage, we then
encoc thefirst pageworth of bytes,andstarta new fasttail.

Fasttails, however, may not be desirableall the time exactly becauséhey storeunercodedbytesin the encode
file. If the SCA usedis anencrygion ong it is insecureto exposeplaintext bytesat the endof the ciphetext file. For this
reasonfasttailsis aruntime globalmourt optionthataffectsthewhde file systemmountedwith it. Theoptionis global
becauseypically userswish to chang the overall behavior of thefile systemwith respecto this featue, not on a perfile
basis.

6.3.12 Write in the Middle

Userprocessesanwrite ary nunberof bytesin themidde of anexistingfile. A key point with our systemis thatwhole
pagesareencaledandstoredin a lower level file asindividual encaledchurks. A new setof byteswrittenin the middle
of thefile mayencodeo adifferent numbe of bytesin the lower level file. If thenunberof new encoeddbytesis greder
thantheold nunber, we have to shift theremairing encode file outwardto make roomfor the new bytes.If thenumter of

bytesis smaller we have to shift theremainirg encodd file inwardto cover unusedspace In addition we have to adjust
theindex tablefor eachencaleddatachunkwhich wasshifted.
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To improve performarce, we shift datapagesn memay andkeepthemin the cacheaslong aspossible. That
way, subseqgantwrite-in-the-midde opeaationsthat may resultin additiona inward or outward shifts will only have to
manipuate datapagesalreadycachedandin memoy. Of couise,ary datapageshiftedis markedasdirty, andwe let the
pagirg systemflushit to disk whenit seedit.

Note thatdatathatis shiftedin the lower-level file doesnot have to bere-ercoded. This is becaus¢hatdatastill
represets theactualencoad chunis thatdecodeanto their respectre pagesn theupperfile. The only thing remainingis
to changetheendoffsetsfor eachshiftedenco@dchunkin theindex file.

We examnedseveralperfomanceoptimizationalternatvesthatwould have encoedtheinformationaboutinward
or outwardshiftsin theindex table,andevenpossiblysomeof theshifteddata.We rejectedhesedeasfor severalreasons:
(1) they would have comgicatedthe code consideably, (2) they would have maderecovery of anindex file very difficult,
and(3) they would have resultedin fragmenteddatafiles thatwould have requied a defregmentation procedure Since
the numbe of writesin the middle we measued wasso small (0.6% of all writes), we do considerour simplified design
to be a goodcostvs. performarce balarce. Note that evenwith our simplified solution our file systemawork perfectly
corretly. Section9.4shavsthebenchnarkswe ranto testwritesin themidde andprovesthatour solutionproducesvery
goodperformane overall.

6.3.13 Truncate

Oneinterestingdesignissuewe facedwaswith the truncate®) systemcall. Althoughthis call occus lessthan0.02%of
thetime[47, 61], we still hadto ensurehatit behaed correctly Truncatecanbe usedto shrinkafile aswell asenlageit,
poterially makirg it sparsawvith new “holes” We hadfour casego dealwith:

1. Truncatingonapage bourdary. In this casewe truncatetheencodedile exactly aftertheendof thechurk thatnow
repesentghelastpageof theupperfile. We updatetheindex tableaccordngly: it hasfewer pagesin it.

2. Truncatingin the midde of an existing page. In this case which resultsin a partial page,we readanddecale the
whole page,andre-enodethe byteswithin represeting the partbeforethe truncationpoint. We updde the index
tableaccodingly: it now hasfewer pagesn it.

3. Truncatingin themiddleof afasttail. In thatcasewe justtruncatethelowerfile wherethefasttail is actuallylocated.
We thenupdae the sizeof thefasttail atits end,andupdatethe index file to indicatethe (now) smallersize of the
original file.

4. Truncatingpastthe endof thefile is akinto extendng the sizeof thefile andpossiblycreatingzero-filledholes.We
readandre-ercodeary partiallyfilled pageor fasttail thatusedto be atthe endof thefile before thetruncation; we
have to do thatbecausehat page now contairs a mix of nonzerodataandzeroeddata. We encoc all subsequeat
zercfilled pages. This is importarn for someapgications suchas encrygion, whereevery bit of data—zere or
othewise—mustbe encrypted.

6.3.2 Additional Benefits of the Index File

So far we have corcentratedon performane concens in our system,sincethey are an important part of our design.
However, theindex file designprovidestwo addtional benefits:

1. Low ResouiceUsage withoutharmingperformarce,oursystemusedittle disk spacefor storingtheindex file. The
index file is asmallfraction of the sizeof the original file.

2. Consistency the index file canbe recovered comgetely, sinceit representsimportait metadatathat is stored
separately
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6.3.21 Low ResourceUsage

We designedur systemto usefew additioral resouresover whatwould be consuned nomally. However, whencorsid-
eringresourceeconsumgion, we gave a higherpriority to perfamanceconcers.

Theindex file wasdesigné to be small,asseenin Table6.1 It usuallyincludesfour bytesfor the sizeof thefull
original file, four bytesindicating the numkber of pageentries(includng flags),andthenthatmary index entries four bytes
each. For eachpageof 4096 byteswe store4 bytesin the index file. This resultsin a reductio sizefactorof over 1000
betweerthe sizeof the original file andtheindex file. Specifically anindex file thatis exactly 4096byteslong (onedisk
block onan EXT?2 file systemformated with 4KB blocks) candescrile an original file sizeof 102 pagespor 4,186,112
bytes(almost4MB).

By keepirg theindex file small,we ensurethatthe contentof mostindex files canbereadandstoredin memoy
in underonepage,andcanthenbe manipulatedin fastmemay. Sincewe createindex files alongwith the encodediata
files,we benefitfrom locality: thedirectoly datablockandinodeblocksfor thetwo files arealreadylik ely to bein memay,
andthe physical datablocks for thetwo files arelik ely to residein closeproximity to eachotheronthe physicalmedia.

Thesizeof theindex file is lessimportarn for SCAswhich increasahe datasize,suchasunicodng, uuercoding
andmostforms of enciption. The morethe SCA increaseghe datasize, the lesssignificantthe size of the index file
becones. Evenin the caseof SCAsthatdecreasedatasize,suchascompessionthesizeof theindex file maynotbeas
importantgiven the savingsalreadygainal from compgession.

To save resouiceseven further, we efficiently suppot zero-lemgth files. A zerolengthoriginal datafile is repie-
sentedby a zerclengthindex file. Whenthe encaledfile exists but the index file doesnot, it indicatesthatthe index file
waslost,andcanberecoveredasdescritedin Section6.32.2.

6.3.22 Index File Consistency

With theintroductionof a separaténdex file to storetheindex table,we now have to maintaintwo files consistently

Normally, whena write or createopertion occus on a file, the directoy of thatfile is locked. We keepthe
director lockedalsowhenthewe updatetheindex file, sothatboththeencaleddatafile andtheindex file areguaanteed
to bewritten correctly

We assumehatencode datafiles andindex files will notbecane coruptinternallydueto mediafailures. This
situationis noworsethannormal file systemavherearandan datacorryption maynotbe possibleto fix. However, we do
concen ourselveswith two potentialproblems: partially written or lost index files.

An index file could be partially written if thefile systemis full or the userran out of quota. In the casewhere
we wereunabe to write the compete index file, we simply remove it andprint a warningmessag®n the consde. The
absencef theindex file on subsequerfile accessewill trigger anin-kemel mectanismto recovertheindex file.

An index file couldbelostif it wasremovedintentiorally, say afterapartialwrite. It couldbelostuninterionally
by a userwho removedit directly from the lower file system.If theindex file is lost or doesnot exist, we canno longer
easilytell whereencoedbyteswerestored.In theworstcase without anindex file, we have to decae the competefile
to locateary arbitray bytewithin. However, sincethe costof decodhg a completefile andregereratingandindex table
arenearlyidentical (seeSection9.46), we choseto regereratethe index tableimmedately if it doesnot exist, andthen
procedasusualastheindex file now exists.

We verify thevalidity of theindex file whenwe usetheindex table. We checkthatall index entriesaremondon-
ically increasingthatit hasthe correctnumter of entries file sizematcheghelastentry, flagsusedareknown, etc. The
index file is regereratedf aninconsisteng is detected This helpsour systento survive certainmeta-dataorruptiors that
couldoccurasaresultof softwarebugsor directediting of theindex file.

We desigred our systemso that the index file canbe recoseredreliably in all cases.Four impaortant piecesof
informationare neededo recover anindex file given an encoed datafile. Thesefour areavailablein the kerrel to the



6.4. SUMMARY 55

running file system:

1. the SCAused,
2. thepagesizeof the systemonwhichthe encode datafile wascreated
3. whetterthefile systemusedis 32-4t or 64-4t, and

4. whetterfasttails wereused.

To recover anindex file we readaninput encoed datafile anddecodethe bytesuntil we fill out onewholepage
of outpu data.We rely onthefactthattheoriginal datafile wasencoadin unitsof pagesize. The offsetof theinputdata
wherewe finisheddecodimg ontoonefull pagebecomeshefirst entryin theindex table. We continte readng input bytes
andproducemorefull pagesandmoreindex tableentries.If fasttails wereusedthenwe readthe sizeof thefasttail from
thelasttwo bytesof theencoadfile, anddo nottry to decodet (sinceit waswritten un-ercoded.

If fasttails werenot usedandwe reachedhe endof the inputfile, thatlastchunkof bytesmaynot decoa to a
wholeoutputpage.In thatcasewe know thatwasthe endof theoriginal file, andwe markthelastpagein theindex table
asapartialpage While we aredecodhg pages, we sumup the numkber of deco@dbytesandfasttails, if any. Thetotalis
the original size of the datafile, which we recod in theindex table. We now have all the informationnecessaryo write
the correctindex file andwe do so.

6.4 Summary

SCAsareusefultoolsin the manipdationsof datafiles, but werenot designedor usewith file systems.If usedtrivially
with file systemsSCAscouldperfom sopoolly asto outweightheir benefits We have designed systenthatallows SCAs
to beusedwith file systemsefficiently. Usinganindex file, we encodespecialmetadataseparatelyrom theencoeddata
file itself. Oursystenusegheindex file to speedup comman file opeationsmary-fold. We evaluateour systemin Section
9.4.
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Chapter 7

Implementation

We implemened the FiST systemfor Solaris,Linux, andFreeBSDbecasgethesethreeoperatig systemsspanthe most
popuar modernUnix platfornms andtheirinterral designsaresuficiently different from eachother Thisforcedusto unde-
standthe gereric prodemsin additionto the system-specifiprodems. Also, we hadaccesdo kerné sourcedor all three
platforms, which proved valuabe during the developmentof our templats. Finally, all threeplatforns suppat loadale
kernelmodues, which spedup the devdlopmen anddehugging process.Loadable kernelmodulesarea corveniencen
implemening FiST; they arenotrequred. In this chaptemwe discusssomeof theimportart aspect®f ourimplemantation
of the FiST system.

7.1 Templates

In orderto achieve portalility at the FiST languagelevel, the templateshadto export a fixed API to fistgen,the FiST
langlagecodegenerata This API includesthe four encodhg anddecodiry functions (Section5.2). Also neeed were
hools for fistgento insertcertaincode(Section3.2), andfinally, theability to link objectsbetweerayers.

Linking objectsbetweerayersis thekey to stacking.A stackabldile systenfollows thesdinks, oftenC poirters,
to find thecorrespadingobjectsin thelayerbelow. Thenthestackabldile systemcallsthelayerbelow but usingthelower
object,ascanbeseenin Figure4.2

7.1.1 Stacking

Without stackabldile-systemsuppot, the divisions betweerfile-system—specificodeandthe moregereral (upger) code
arerelatively clear asdepctedin Figure7.1.

( VFSLAYER ) Generic (upper-1)

(nFs)  (ExT2rs) Specifc (lower-1)

Figure7.1 Normal file-system boundaries. Most kernels implement a common set of file-system functionality in
a generic component called the VFS. Actual file systems are called from the VFS, and may also call functions
in the VFS.
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When a stackablefile systemsuchas Basefsis adced to the kernel, theseboundariesare obscued, as seenin
Figure7.2

[ VFS LAYER ) Generic (upper-1)

(NEs) (ExT2Fs) specific (lower-1)

Figure7.2: File-system boundaries with Basefs. Basefs must appear to the VFS as a lower-level file system.
At the same time Basefs must treat lower-level file systems as if it is the VFS that is calling the lower-level file
system

Basefsassumeadualrespasibility: it mustappearto thelayeraboveit (upper1) asanativefile system(lower-2),
andatthe sametime it musttreatthe lower-level native file system(lower-1) asa genericvnock layer(upper2).

This dualrole presents seriouschalleng to theimplemetation of Basefs.Thefile systembowndaryasdepicta
in Figure7.1 does not divide thefile-systemcodeinto two completelyindependentsections.A lot of stateis excharged
andassumedby boththegeneic (upper)codeandnative (lowep file systemsThesewo partsmustagreeonwhoallocates
andfreesmemay buffers,who creategindreleasesocks,whoincreasesinddecreaserefererte countsof variousobjects,
andsoon. This coodinatedeffort betweerthe upper andlower halvesof thefile systemmustbe perfectly maintaired by
Basefsn its interaction with them.

Theimplemenationof thetemplatedor Solarisproceededisdescribedn Chaptel5, wherewe gave detailsusing
Solaristermindogy. In the next two sectionsve descrile the differencesin theimplemantationsof thetemplatedetween
SolarisandFreeBSD andSolarisandLinux, respectidy.

7.1.2 FreeBD

FreeBSD3.z is basedbnBSD-4.4Lite.We chosét asthesecondortbecaseit representsanothe majorsegmert of Unix
operding systemsFreeBSDS vnadeinterfaceis similar to Solariss andthe port wasstraightfaward. FreeBSDS versia
of the loopbak file systemis called nullfs [52], which is a templatefor writing stackabldfile systems.Unfortunately
ever sincethe merging of the VM andBuffer Cachein FreeBSD3.0, stackabldile systemsstoppedworking becausef
the inability of the VFS to correctlymap datapagesof stackablefile systemgo their on-dsk locations. To solwve this,
we worked arourd two deficienciesn nullfs. First, writing largefiles resultedin somedatapagesgettingzerofilled on
disk; this forcedus to perfam all writes synchonously. Secomnl, memorymappirg throwgh nullfs panicled the kerrel,
sowe implemente MMAP functionsoursehes. We implementedget pages andput pages usingr ead andwri t e,
respectiey, becausealling thelowerleve’ s page functionsresultedn a UFS pagererra.

Thanksin partto the efforts of this work, the FreeBSDcommunity hasbegun fixing theseprablemsin FreeBSD
5.1,whichis currerly underdevelopmen. WhenFreeBSD5 is releasedvith all of the necessarfixes,we would beable
to port our existing FreeBSDBasefs¢emplatego version5.z without mucheffort, sincethe FreeBSDcommunity choseto
chang verylittle in the VFS’s APIs to accommadatethe neededixes. Nevertheless no changsto the FiST languag or
fistgenwould beneedéd, justanupdateto the FreeBSDiemplateglargely to remove our workarounds).
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7.1.3 Linux

Linux suppats mary moredifferentfile systemshaneither Solarisor FreeBSD .Becausdifferentfile systemsequre
differentservicesfrom therestof thekerrel, theLinux VFSis morecomplex thanSolarisandFreeBSD This compleity,
however, resultsin moreflexibility for file systemdesignes, asthe VFS offloadsmuchof the functionality traditiorally
implemened by file-systemdevelopers. In the restof this sectionwe describehe opeationsandthe datastructureghat
male up theLinux VFS, andoutlinewherethey differ from SolarisandFreeBSD.

7.1.31 Call Sequenceand Existence

TheLinux vnode interfacecontairs severalclasse®f functions:

mandatory: thesearefunctiorsthatmustbeimplenentedby eachfile system.Forexample ther ead i node superiock
opeaation,whichis usedto initialize anenly creatednode, readsits fields from the mountedfile system.Notethat
in SolarisandFreeBSDall vnode operationsaremanditoryandmustbeimplemente by all file systems.

semi-optional: fundionsthatmusteitherbe implenmentedspecificallyby thefile system,or setto usea gereric versim
offeredfor all comma file systems. For exanple, the r ead file opeaation canbe implemered by the specific
file system,or it canbe setto a generalpumposereadfunction calledgeneri c fi | e r ead which offersread
functionality for file systemghatusethe pagecache.

optional: functionsthatcanbesafelyleft unimdemented For exanple,theinoder eadl i nk functionis necessargnly
for file systemghatsuppat symbdic links.

dependent: thesearefunctiors whoseimplementationor existerce depend on otherfunctiors. For examge, if thefile
opeationr ead is implemenedusinggeneri c fil e r ead, thentheinode opeaationr eadpage mustalsobe
implemented.In this caseall readingin thatfile systemis perfamedusingthe MMAP interface.

Basefswas designéd to accuratelyrepralucethe aforenmentionedcall sequene and existencecheclng of the
various classe®f file-systemfunctiors.

7.1.32 Data Structures

Whenwe beganourwork in Linux, we usedLinux version2.0. We have sinceusedall versionsof Linux upto 2.4. In the
process,we upddedour templategso accommdatechangsto the Linux VFS.

Therearethreeprimary datastructure thatareusedin all Linux virtual file systems.We usedthesefirst in our
Linux 2.0pott.

super_block: represets aninstanceof amountedfile system(alsoknowvn asst ruct vfs in BSD).
inode: representsafile objectin memay (alsoknowvnasst ruct vnode in BSD).

file: represets anopenfile or directoryobjectthatis in useby a processA file is anabstractiorthatis onelevel higher
thanthedentry Thefile structurecontans a valid pointerto a directoryentry(dents).

Later, Linux 2.1and2.2 addel two moredatastructuesthatwe suppat:

dentry: representsninode thatis cachedin the Directory Cache(dcacke) andalsoincludesits name. A native form
of this datastructue existedin 2.0, but we did not have to useit. This structue was exterdedin Linux 2.1, and
comhnesseveral olderfacilities that existedin Linux 2.0. A dentryis anabstractiorthatis higherthananinode.
A negative dentryis onewhich doesnot (yet) containa valid inode; otherwise the dentrycontainsa pointerto its
corresponéhg inode.
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vm_area_struct: representgustomperprocessvirtual memorymanagr pagefault handers. Multiple suchpage-ault
hardlerscanexist for differen pagesf thesaméfile.

More recently Linux 2.3and2.4addedwo moredatastructuresvhichwe alsosupport:

vfsmount: isto asuperblockwhatadenty is to aninode,ahighe-level abstractionThevfsmouwnt datastructue contains
fields,data,andoperatimsthatarecomman to all superblockdatastructuresThelattercontainfile-system—specific
dataandopeations.With thevfsmauntdatastructue, for examge, asinglemourt pointcancontainalist of physical
file systemsamourtedat thatpoint, openirg thedoorto device-level file-systemfeatuessuchasunificationandfail-
over.

addressspace: is adatastructue thatcortainspagingoperaionsrelatedo vm areastruct. Oneaddresspacecancortain
a list of vm_areastructstructues (custompage-fault handles). This datastructurecontainssomeopeationsthat
usedto bein otherdatastructues,but alsonewer operatimsintendedo suppot atransactiodik e interfaceto page
datasynchronizatia.

Thekey point thatenaltes stackingis thateachof the majordatastructuresisedin thefile systemcontainsafield
into which file systemspecificdatacanbe stored. Basefsusesthat privatefield to storeseveral piecesof information,
especiallya pointerto the correspondirg lower-level file systems object.

Whenwe beganourwork in Linux, the vm _areastructdatastructue wasmissingthis field. Oneof the contritu-
tionswe have mace to Linux in the pastfew yearsis the additionof sucha field to this datastructue andthe associated
codethatusest. Many of our contibutionsarenow partof themainlire Linux kernel.

Figure7.3shavs the connetionsbetweersomeobjectsin Basefsandthe correspondig objectsin thestacled-m
file systemaswell astheregularconrectionsbhetweerthe objectswithin the sameayer. Whena file-systemoperdion in
Basefds called,it findsthecorrespndirg lower-level’'s objectfrom the current one,andrepeatsthe sameoperatiom onthe
lower object.

file dentry i node | upper (wrapfs)
""" Y v*
file dentry i node | lower file system

Figure7.3: Connections between Basefs and the stacked-on file system. Each data structure that has multiple
references to it, also contains an increased reference count.

Figure 7.3 also suggestne addtional conplication that Basefsmust deal with careflly—referencecounts.
Wheneer more than one file-systemobjectrefersto a single instanceof anotter object, Linux emplgss a traditioral
refererce counterin therefered-toobjed (passiblywith a correspadingmutex lock variable to guarateeatomicupdates
to the refererce courter). Within a singlefile-systemlayer, eachof the file, dentry andinode objectsfor the samefile
will have a reference court of one. With Basefsin place,however, the dentryandinode objectsof the lowerlevel file
systemmusthave areferencecourt of two, sincetherearetwo distinctobjectsrefering to each.Theseadditioral pointers
betweerobjedsareironically necessario keepBasefsasindependeinfrom otherlayersaspossible Thehorizortal arrovs
in Figure 7.3 representlinks thatare part of the Linux file systeminterfaceandcannad be avoided The verticalarrovs
represehthosethatarenecessaryor stacking The higherrefeencecouns ensurehatthe lower-levd file systemandits
objectscouldnot disappeaandleave Basefss objectspointing to invalid objects.
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7.2 Size-Charging Algorithms

Our size-chaning extersionsarebasedon our origind Basefstemplates.Theideaof templatedits with this work quite
well: all of thecompleity of thehandlirg of theindex file canbehiddenfrom developer’s eyes.We changed thetemplates
to suppot SCAswithout changimg the encodirg anddecodng routines’ prototypes: developersnow may returnarbitrasy
lengthbuffers ratherthanbeirg requredto fill in exactly oneoutput page.

Our SCA work is dore entirelyin the templates.The only charge we introducedin the FiST langlageis to add
anotter high4evel directive thattells the codegeneatorto include SCA suppot. We deciced to make this codeoptioral
becausé addsoverheadandis notneedéd for file systemghatdo notchan@ datasize.UsingFiST, it is possibleto write
stackabldile systemghatdo not paythe overheadof SCA supprt if they do notrequile changng thesizeof data.

Currently SCA supprt is availablefor Linux 2.3 only. We corcentratecbn a singleportin orde to explore and
designall of the algorithnic issuesrelatedto the index file, before embaking on SCA suppat for otherplatforms. Our
primary goalin extendng our Basefsemplateso suppat SCA wasto prove thatsize-chaging stackabldile systemsan
be designedo perfam well. Whenwe portour SCA suppat to the othertemplatesye would still beableto describean
SCAfile systemoncein the FiST language. Fromthis singledescrigion, however, we would thenprodicea nunber of
working file-systemmoduleswith size-chanopg suppat.

7.3 Fistgen

The remairder of this sectiondescribeghe implemenation of fistgen. Fistgentranslate=iST codeinto C code which
implemerts thefile systemdescriledin the FiST inputfile. The codecanbe compled asa dynamically loadablekernel
modue or staticallylinkedwith akerrel. In this sectionwe descrile theimplemertation of key featuresof FiST thatspan
its full rangeof capabilities.

We implemened read-mly execution ervironmen variables (Section4.2) suchas%ui d by looking for themin
oneof thefieldsfrom st ruct cred in Solarisor st ruct ucr ed in FreeBSD.The VFS passeghesestructureso
vnock functiors. The Linux VFS simplifiesaccesgo credetials by readingthatinformationfrom thedisk inodeandinto
thein-menory vnode structue, st r uct i node. Soon Linux we find UID andothercredentialdy refeencinga field
directlyin theinodewhichthe VFS passeso us.

Most of the vnoce attributeslisted Section4.2 are simpleto find. On Linux they are part of the main vnoce
structure On SolarisandFreeBSD however, we first perform a VOP_GETATTR vnode opeationto find them,andthen
returnthe appra@riatefield from the structue thatthe getattrfunctionfills.

The vnade attribute “name” wasmorecomplec to implemen, becausenostkernelsdo not storefile namesafter
theinitial namelookup routine translategshe nameto a vnode On Linux, implenmentingthe vnode nameattribute was
simple,becausaét is partof a standarddirectay entry structue, dent r y. On SolarisandFreeBSD however, we addel
codeto thelookup vnade functionthatstoregheinitial file namein the privatedataof the vnode. Thatway we canaccess
it asary othervnadeattribute,or any otherpervnodeattributeaddedusingtheper vnode declaratio.

We implemantedall otherfieldsdefinedusingtheper vf s FiST declaratiorin a similarfashion.

The FiST declaratios describedn Chapter4 affect the overall behaior of the geneatedfile system. We im-
plemenedthe readonly accessnoce by repleacing the call partof every file-systemfunction that modifiesstate(suchas
unlink andmkdir) to returnthe error code“readonly file systeni. We implemened the fan-inmourt style by excluding
codethatusesthe mowunteddirector’s vnode alsoasthe mourt point.

Theonly difficult partof implemerting thei oct | declaationandits associatedunctions, fistGetloctiDataand
fistSetloctIDataSection3.5 and Table4.2), wasfinding how to copy databetweeruserspaceandkernelspace.Solaris
andFreeBSDusetheroutinescopyi n andcopyout ; Linux 2.3usescopy f romuser andcopy t o user.
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Thelastcomple featue we implemenedwasthef i | ef or mat FiST declaratio andthefunctionsusedwith it:
fistGetFileDatandfistSetFileDatgSectiond.2). Considerthis smallcodeexceipt:

fileformat fmt { datastructue; }
fistGetFil eData( file, fmt field ouf;

First, we geneatea C datastructurenamel fmt. To implemen fistGetFileDatawe openfile, readasmary bytes
from it asthe sizeof the datastructue, mapthesebytesontoatemporay variableof the samedatastructue type, copy
the desiredfield within that datastructureinto out, closethefile, andfinally returna error/sucessstatusvalue from the
function. Toimprove perfamanceif fileformatrelatedfuncionsarecalledseveraltimesinsideavnodefunction we keep
thefile they referto openuntil thelastcall thatusest.

Fistgenitself (excluding the templates)s highly portalde, and canbe conpiled on ary Unix system. The total
numter of soure linesfor fistgenis 4813. FistgencanprocesseachlKB of templatedatain under0.25secondgmeasurd
onthesameplatformusedin Section9.3).
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Chapter 8

File SystemsDevelopedUsing FIST

This chaper describeshe designandimplemenation of several file systemsve wroteusingFiST. We geneally progress
from thosewith a simpleFiST designto thosewith a morecomgex design. Eachfile systems designintroducesa few
moreFiST features.

1. Snoopfs is afile systemthatdetectssimpleunautlorizedattemptgo accesdiles. We describedhis file systemin
detailin Section3.3.

2. Cryptfs: is anencnyptionfile system.
3. Aclfs: addssimpleaccesgontrd lists.
4. Unionfs: joinsthe cortentsof two file systems.

Sincewealsoimprovedourtemplatedy addingsuppat for SCAs,we areincluding afew exanplesof file systems
built usingthis specialsupprt. The mostsignificantFiST input file requirementfor file systemghat changesizeis the
additionof asingledeclaationin the FiST Declaratimssection:f i | t er sca.

1. Copyfs: abaselindile systemhatcopiesthedatawithout changng it or its size.
2. Uuencodefs afile systemthatincreaseslatasizes.

3. Gzipfs: acompessiorfile systemwhich geneally shrinks datasizes.

Thesefile systemsare experimentalandintended to illustratethe kinds of file systemshat canbe written using
FiST. Weillustrateanddiscussonly the moreimportantpartsof thesefile-systemexampges—thoseahatdepictkey features
of FiST. Wheneer possible we mentionpoterial enhargementgo our exanples. We hopeto corvince readersof the
flexibility andsimplicity of writing new file systemausingFiST. An additionafile systemexampe, Snooffs, wasdescribe
earlierin Section3.3.

8.1 Cryptfs

Cryptfsis a strongencnyptionfile system.It usesthe Blowfish [68] encryption algorithmin CipherFeedbacKCFB) mock
[67]. Thisalgorithm doesnotchargethedatasizeof theinput. We usedonefixed nitialization Vector(IV) andonel128bit
key permounedinstanceof Cryptfs. Cryptfsencyptsbothfile dataandfile names. After encyptingfile namesCryptfs
alsouuercodeshemto avoid charactershatareillegalin file names Additiond designandimportantdetailsareavailable
elsavhere[83].
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The FiST implemenation of Cryptfs shavs threeadditiond featuresfile dataencodimy, ioctl calls,andperVFS
data.Cryptfs's FiST codeusesall four sectionof aFiST file. Someof themoreimportantcodefor Cryptfsis:

%
#i ncl ude <bl owfi sh. h>
%
filter data;
filter nane;
ioctl:fromuser SETKEY {char ukey[16]; };
per _vfs {char key[16]; };
W
Y%op:ioctl: SETKEY {

char tenp_buf[ 16];

if (fistGetloctl Data(SETKEY, ukey, tenp_buf)<0)

fistSet Err( EFAULT) ;
el se
BF_set _key(&3$vfs. key, 16, tenp_buf);

}
W
unsi gned char global _iv[8] = {

Oxf e, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10 };
int cryptfs_encode_data(const page_t *in,

page_t *out)

{

int n = 0; /*blowfishvariables*/

unsi gned char iv][8];

fistMenCpy(iv, global _iv, 8);

BF _cfb64 _encrypt(in, out, %agesize,
& $vfs. key), iv, &n,
BF_ENCRYPT) ;

return %pagesi ze;

The above exanple omitsthe call to decale dataandthe callsto enco@ anddecoddile namesecasethey are
similarin behaior to dataencaling. For the full codeto Cryptfs, referto Apperdix B.1.

Cryptfsdefinesanioctl namedSETKEY, usedto set128bit encryption keys. We wrote a simpleuserlevel tool
which promptsthe userfor a passphrasandsendsan MD5-hash of it to the kerrel usingthisioctl. Whenthe SETKEY
ioctl is called,Cryptfsstoresthe (cipher) key in the privateVFS datafield “key”, to beusedlater.

Therearesereral possibleextensiors to Cryptfs:

e Storingperfile or perdirectorykeys in auxiliary files thatwould otherwiseremainhiddenfrom users’view, mucd
thesameasAclfs does (Section8.2).
e Usingseverd typesof encrygion algorittms.

¢ Definingmouwnt flagsto selectamorg them.
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8.2 Aclfs

Aclfs allowsanadditioral UID andGID to shareaccesso adirectay asif they weretheownerandgrou of thatdirectay.
Aclfs shavs threeadditinal featuresof FiST: disallaving fanin (mare secure)usingspecialpurposeauxiliary files, and
hidingfiles from users'view. TheFiST codefor Aclfs usesheFiST Declaratios andFiST Rulessections:

fanin no;
ioctl:fromuser SETACL {int u; int g;};
fileformat ACLDATA {int us; int gr;};
W
%op:ioctl: SETACL {
if ($0.owner == %id) {
int u2, g2;
if (fistGetloctlData(SETACL, u, &u2) < 0 ||
fistGetloctl Data(SETACL, g, &g2) < 0)
fistSet Err( EFAULT) ;
el se {
fistSetFileData(".acl", ACLDATA, us, u2);
fistSetFileData(".acl", ACLDATA, gr, g2);

}
} el se
fistSetErr( EPERM ;
}
Y%op: | ookup: postcal | {
int u2, g2;
if (fistLastErr() == EPERM
&&
fistGetFileData(".acl", ACLDATA, us, u2)>=0
&&
fistGetFileData(".acl", ACLDATA, gr, g2)>=0
&&
(%id==u2 || %id == g2))
fistLookup($dir:1, $nane, $1,
$dir: 1. owner, $dir:1.group);
}

%op: | ookup: precal | {
if (fistStrEg($nane, ".acl") &&
$dir. owner != %uid)
fi st Ret ur nErr ( ENOCENT) ;
}
Y%op:readdir:call {
if (fistStrEq($nanme, ".acl"))
fi st Ski pName($nane) ;

Whenlooking up a file in a directay, Aclfs first performs the nomal accesschecls (in | ookup). We insert
postcallcock afterthe nomal lookup that checksif accesgo the file wasdeniedandif anadditiona file named. acl
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existsin thatdirectoy. We thenreadoneUID andGID fromthe. acl file. If the effective UID andGID of the current
processmatchthoselistedin the. acl file, we repeatthe lookup opertiononthe originally looked-up file, but usingthe
ownershipandgroy credentialof theactud ownerof the directory. We mustusethe owner’s credettials, or the lower
file systemwill dery ourrequest.

The. acl file itself is modfiable only by the directay’s owner. We acconplish this by usinga specialioctl.
Finally, we hide. acl files from anyone but their owner We insertcodein the beginning of lookup thatreturrs theerrar
“no suchfile” if anyoneotherthanthedirectay’s ownerattemptedo lookup the ACL file. To competethehiding of ACL
files,weskiplisting . acl fileswhenreading directories.

Aclfs shawvs thefull setof agumentsto thefistLookip routine. In order thefive algumentsare: the diredory to
lookup in, thenameto lookup, thevnodeto storethe newly lookedup entry, andthecredetials to perfam thelookup with
(UID andGID, respectiely).

Thereareseveral possibleextensiors to this implementationof Aclfs. Insteadof usingthe UID andGID listedin
the. acl file, it cancontainanarbitrarilylonglist of userandgroup IDs to allow access$o. The. acl file mayalsoinclude
setsof permissiongo dery accesdrom, perhag usingnegative integersto distinguishthemfrom accespermissios. The
grandarity of Aclfs’s cortrol canbe madefiner, say on a perfile basis;for eachfile F', accesgpermissios canberead
fromafile . F. acl , if oneexists.

8.3 Unionfs

Unionfs joinsthecontets of two file systemssimilarto theunionmouwntsin BSD-4.4[52] andPlan9 [54]. Thetwo lower
file systemzanbe corsideredtwo brarchesof a stackale file systemtree. Unionfs shavs how to mege the contents of
directofesin FiST, andhow to definebelavior onasetof file-systemoperdions. TheFiST codefor Unionfs usegheFiST
Declaratios andFiST Rulessections:

fanout 2;

%o

Y%op: | ookup: postcal | {
if (fistLastErr() == ENOENT)

fistSetErr(fistLookup($dir:2, $nane));

}

Y%op: readdir: postcall {
fistSetErr(fistReaddir($dir:2, NODUPS));

}

%lel ops: al | : postcal | {
fistSetErr(fistOp(%$2));

}

%writeops:all:call {
fistSetErr(fistOp($1));

}

Normallookupwill try thefirst lower file-systembranch($1). We addcodeto lookup in the secondoranch($2)
if thefirst lookup did not find thefile. If afile existsin bothlower file systemsUnionfs will usethe onefrom the first
brand. Normaldirectay readingis augnentedto include the cortentsof the secondranch but settinga flagto eliminate
duplicaes;thatway files thatexist in bothlower file systemsarelisted only once. Sincefiles mayexist in bothbrancles,
they mustberemoved (unlink, rmdir, andrenane)from all brancles.Finally we declae thatall writing opeationsshoud
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perfam their respectre operatios only on thefirst brarch; this meanghatnew files arecreatedn thefirst brand where
they will befound first by subseqgeantlookups.

Thereare several otherissuesinvolving file-systemsemanticsand especiallyconcening error propagatian and
partial failures,but theseare beyond the scopeof this dissertation. Extensios to our Uniorfs include larger fan-auts,
maskingthe existenceof afile in $2if it wasremovedfrom $1,andioctls or mount optiors to decidethe order of lookups
andwriting operatims on theindividual file-systembranctes.

8.4 Copyfs

Copyfs this file systemsimply copiesits input bytesto its outpu, without charging datasizes. We wrote this simplefile
systemto serne asa basefile systemto compareto gzipfs anduuercodefs.Copyfs exercisesall of theindex managment
algoritrmsandotherSCA suppat withoutthe costsof encodimg or decodimy pages.

The full FiIST codefor Copyfs is listed in Appendix B.4. This FiST file shavs how simpleit is to declarean
SCAfile systemandhow to write codethatsimply copiesits input to its outpu. Most of the codeis in the encaling and
decodng functions. A brief excempt of the codeis shavn below:

filter sca;
filter data;
%%
%%
i nt
copyfs_encode_dat a(char *hi dden_pages_dat a,
char *page_dat a,
unsi gned to,
i node_t *inode,
vfs t *vfs,
voi d **opaque)
{
fist MenCpy( hi dden_pages_data, page_data, to);
return(to);

}

Here,we declarethefile systemto manipdate datapagesandfurthe to turn on SCA suppet. Our data-pags—
encodng fundion simply copiestheinputdatapagedo theiroutput andretumsthenunberof bytesencodd. Thedecaling
function proceed similarly to theencodng fundion.

8.5 UUencodds

Uuencaefsthisfile systemis intendedtoillustrateanalgaithm thatincreasedhedatasize. This simplealgorithm converts
every 3-byte sequencinto a4-byte sequene. Uuenco@ prodices4 bytesthatcanhave at most64 valueseach startingat
the Ascli charactefor spacg20,). We chosethis algorithmover encryption algaithmsthatrunin Electroric Codelmok
mode(ECB) or CipherBlock Chainingmodebecasethey do notincreaseahe datasizeby much[67]. With uuercodefs
we wereableto increasahe datasizeof theoutpu by onethird.

Thefull FiST codefor UUencodés is listedin Apperdix B.3. This FiST file alsoshowvs how to declarean SCA
file system put alsohow to write codethatexpardstheinput streamsizeinto its output buffer. An except of the codeis
shavn below:
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filter sca;

filter data;

%%

%%

i nt

uuencodefs_encode_dat a(char *hi dden_pages_dat a,
char *page_dat a,
int *need to_call,
unsi gned to,
i node_t *inode,
vfs t *vfs,
voi d **opaque)

int in_bytes left;

int out_bytes left = PAGE_CACHE Sl ZE;
int startpt;

unsi gned char A, B, C

int bytes witten = 0;

startpt = (int)*opaque;
in_bytes left =to - startpt;

while ((in_bytes_left > 0) & (out_bytes_left >= 4)) {
A = page_data[startpt];

switch(in_bytes_left) {
case 1:
B = 0;
C = 0;
in_bytes left--;
startpt += 1;

br eak;
case 2:
B = page_data[startpt + 1];
C=0;
startpt += 2;
in_bytes left -= 2;
br eak;
defaul t:
B = page_data[startpt + 1];
C = page_data[startpt + 2];
startpt += 3;
in_bytes left -= 3;
br eak;

67
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hi dden_pages_data[ bytes witten] = 0x20 + (( A >> 2 ) & O0x3F);
out bytes left--; bytes witten++;
hi dden_pages_dat a[ bytes_witten] = 0x20 +
((( A<<4) | ((B>> 4) & 0xF)) & 0x3F);
out bytes left--; bytes witten++;
hi dden_pages_data[ bytes witten] = 0x20 +
((( B<<2) | ((C>>6) & 0x3)) & 0x3F);

out _bytes left--; bytes witten++;
hi dden_pages_dat a[ bytes_witten] = 0x20 + ((C) & Ox3F);
out bytes left--; bytes witten++;

}

if (in_bytes left > 0)
*opaque = (void *)startpt;
el se
*need _to _call = 0;

return bytes witten;

Here,we declarethefile systemto manipdate datapagesandfurthe to turn on SCA suppet. Our data-pags—
encodhg function spendsnostof its time periormingthe uuencodefunction: corverting every 3-byte sequencef chara-
tersto four bytes. Thefunction returrs the numter of bytesit actuallyprodiwced. Sincethis function expandsdatasize, it
maynothave enaughspacdeft in theoutput buffer (page dat a) to processall of theinputdata.If thatis thecasethenit
setsanopage pointer to the byteindex within theinputdatawhere it stoppedencodng. Thecallerin themainSCA code
will recoquizethisandwill usetheremainirg bytesin the next invocationof theencoa function.

8.6 Gzipfs

Gzipfsis a compgessiorfile systemusingthe Deflatealgoithm [18] from the zlib-1.13 package[20, 24], the samealgo-
rithm usedby GNU zip (gzip)) [19, 23]. Thisfile systemis intendedto demorstratean algorittm that (usually)reduces
datasize.

Thefull FiIST coce for Gzipfsis listedin Appendx B.2. This FiST file againshavs how simpleit is to declare
an SCA file system.Here,however, we shav how to write codethat comgessests input into its output buffer. A brief
except of the codeis shavn below:

filter sca;

filter data;

%%

%%

i nt

gzi pfs_encode_dat a(char *hi dden_pages_dat a,
char *page_dat a,
int *need to _call,
unsi gned to,
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i node_t *inode,
vis t *vfs,
voi d **opaque)

Z_Stream *zptr;
int rc, err;

if (*opaque != NULL) {
zptr = (z_stream*) *opaque;
zptr->next _out = hi dden_pages_dat a;
zptr->avail _out = PAGE _CACHE Sl ZE;
zptr->total _out = 0;
} else {
zptr = kmal | oc(sizeof (z_strean), GFP_KERNEL);
if (zptr == NULL) {
err = - ENOVEM
goto out;
}
zptr->zalloc = (alloc_func)O;
zptr->zfree = (free_func)O0;
zptr->opaque = (voi dpf)0;
zptr->next _in = page_dat a;
zptr->avail _in = to;
zptr->next _out = hi dden_pages_dat a;
zptr->avail _out = PAGE_CACHE Sl ZE;

/*

* First arg is a stream object

* Second arg is conpression |level (0-9)

*/

rc = deflatelnit(zptr, GZI PFS_DEFLATE LEVEL);

if (rc!l=2Z2&X) {
printk("inflatelnit error %d: Abort",rc);
/* This is bad. Lack of nenmory is the usual cause */
err = - ENOVEM

goto out;
}
while ((zptr->avail _out > 0) &&
(zptr->avail _in > 0)) {/* Wile we're not finished */

rc = deflate(zptr, Z FULL_ FLUSH); /* Do a deflate */
if ((rc!=2Z OK) && (rc != Z_STREAM END)) {
printk("Conpression error! rc=%l",rc);
err = -EIQ
goto out;

69
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}
rc = deflate(zptr, Z FIN SH);

if (rc == Z_STREAM END) {
defl ateEnd(zptr);
kfree(zptr);
*need to call = 0;
} else if (rc == Z BUF_ ERROR || rc == Z_OK) {
*opaque = zptr;
1 el se
printk("encode_buffers error: rc=%", rc);

err = zptr->total out; /* Return encoded bytes */

out:
return(err);

Similarly to Uuencalefs, we declae the useof SCA suppat. The encoe function is more comgex for two
reasonskFirst, it hasto hande the morecomgex API to the zlib fundion whencalling the Deflatealgotithm’s functions.
Thisis seenn thecallstothedef | at e() anddef | at | nit () functionswith variouszlib-specificarguments.Second
compessiortypically resultsin smallerdatastreamsbut couldalsoresultin largerones (whentrying to compessalready
compessediata). Sothis encodng function musthardle the casesvhenthe outpu buffer may not be large enowgh, as
well aswhentheinput buffer wascompgetely consumedndunusedspacamnaybeleft in the outputbuffer.
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Chapter 9

Evaluation

FiSTis anew highdevel progamminglanguage.As such,we areinterestedn typical evaluation of languags: how much
codeonehasto write in the highdevel languageto createrealisticapplications,andhov muchdevelopmenttime onesaves
by usingthenew high-level language.To evaluatethesewo criteria,we comparetheprocessof writing severd file systems
usingFiST, usingotherstackingmechaisms,andwriting themfrom scratchin a low-level languag (C). We shawv that
codesizesanddevelgpmenttimesareimprovedsignificantly

The primary focus of the FiST work was not perfamance but ratherthe simplicity thatthe languageprovides
andthetime savingsit affordsto developers. Nevertheless perfomanceis still animportantcriteria. We ranlarge scale
realisticbencimarksaswell asmicro-benctimarkson all of the file systemswve developedusingFiST. Snoogs, Cryptfs,
Aclfs, Unionfs, Wrapfs, Copyfs, Uuencalefs, and Gzipfs. We shav that the basic perfamanceoverheadof FiST file
systemss very low.

Sinceourexampe file systemsarebasednourtemplatesywe alsocompaedtheseile systemdo thebasestacking
templatesThis allowedusto idertify thedifferencesandoverheadghateachcompmnentor layerbrings.

FiST is portedto threedifferent platforms: Linux 2.3, Solaris2.6, and FreeBSD3.3. We evaluateeachof the
threecriteria(codesize,developmen time, andperformarce),for eachfile systemwe developed,andon eachof thethree
platfoms.

Laterin this chapter, we evaluate separatelythe perfomanceof our SCAsin detail. This suppot wasaddedto
FiST specificallyto handlesize-chagingfile systemsn amanne thatperfamswell. Theefore,mostof ourevaluation of
SCAscentersarourd the perfomanceoverheadsthatthey add,illustratedthrough mary experiments.We shav thatthese
perfamanceoveheadsaresmall.

9.1 CodeSize

Codesizeis onemeasuref the developmert effort necessaryor a file system.To denonstratethe savzingsin codesize
achieved usingFiST, we comprethe numter of lines of codethat needto be written to implemen the four exanple file
systemsn FiST versusthreeotherimplemenation appoaches:writing C codeusing a stand-aloe version of Basefs,
writing C codeusingWrapfs,andwriting the file systemdrom scratchaskernelmodulesusingC. In particdar, we first
wrote all four of the examge file systemsrom scratchbefae writing themusingFiST. For theseexanple file systems,
the C codegeneratedrom FiST wasidenticalin size(moduo white-spaesandcommers) to the handwritten code. We
choseo includeresultsfor bothBasefsandWrapfsbecausehe latterwasreleasedastyear andincludescodethatmakes
writing somefile systemseasiemwith WrapfsthanBasefsdirectly.

Whencouwnting lines of code we excluded commetts, emptylines,and%% separatrs. For Cryptfswe excluded
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627 lines of C codeof the Blowfish encryption algorithm, sincewe did not write it. When counting lines of codefor
implemering the examge file systemausingthe BasefsandWrapfsstackablegemplateswe exclude codethatis part of
thetemplatesandonly countcodethatis specificto the given examge file system.We thenaveragd the codesizesfor
thethreeplatfomswe implemeniedthefile systemsn: Linux 2.3,Solaris2.6,andFreeBSD3.3. Theseresultsareshavn
in Figure9.1. For refererce, we includethe codesizesof Basefsand Wrapfsandalsoshav the nurmber of lines of code
requiedto implementWrapfsin FiST andBasefs.
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Figure9.1: Average code size for various file systems when written in FiST, written given the Basefs or Wrapfs
templates, and written from scratch in C.

Figure 9.1 shaws large redictionsin codesizewhencompaing FiST versuscodehandwritten from scratch—
geneally writing tensof linesinsteadof thousands We alsoincluderesultsfor the two templats. Sizeredictionsfor the
four exampe file systemgangefrom a factorof 40 to 691, with anaverage of 255 We focus thowgh on the comgarison
of FiST versusstackabldemplatesystems As Wrapfsrepresets the mostconserative comparison,the figure shaws for
eachfile systemthe addtional numbe of lines of codewritten usingWrapfs. The smallestaveraye coce sizeredudion in
usingFiST versusWrapfsor Basefsacrossall four file systemgangesfrom afactorof 1.3to 31.1; the averagereductian
rateis 10.5.

Figure 9.1 suggestdwo sizerediction classes.First, moderge (5-6 times) savings are achieved for Snooys,
Cryptfs,andAclfs. Thereasorfor thisis thatsomelinesof FiST codefor thesefile systemgproducetenor more lines of
C code,while othes resultin almosta oneto-ore translationn termsof nurmberof lines.

Secondthelargestsavings appeaged for Unionfs, a factorof 28-33 times. Thereasorfor thisis thatfan-ait file
systemgroduceC codethataffects all vnode operatims; eachvnoce operatiom musthande morethanonelower vnoce.
This additinal codewasnot partof the original Wrapfsimplementéon, andit is not usedunlessfan-outsof two or more
aredefined(to save memoy andimprove perfamance) If we exclude the codeto handlefan-outs, Unionfs’s addedC
codeis still over 100lines producing savings of a factorof 7-1Q FreeBSDs Unionfs is 4863 lineslong, which is 50%
larger thanour Uniorfs (323 lines). FreeBSD$ Uniorfs is 2221 lineslongerthantheir Nullfs, while oursis only 481lines
longe thanour Basefs!

Figure9.1shavsthe averagecodesizesover all threeplatforms. The savingsgainedby FiST aremultiplied with
eachport. If we sumup the savingsfor the above threeplatforms, we reachredtction factorsrangirg from 4 to over 100

LUnfortunaely, the stackng infrastructure in FreeBSDis currenty broken, so we were unableto comparethe perfarmanceof our stacking to
FreeBSDs.
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timeswhencomgaringFiST to codewritten usingthetemplatesThis aggregjatedrediction factorexceed 750timeswhen
compmringFiST to C codewritten from scratch.The moreportsof Basefsexist, the betterthesecumulative savingswould
be.

9.2 DevelopmentTime

Estimatingthe time to develop kernelsoftwareis vety difficult. Develgpers’ experiencecanaffect this time significantly
andthis time is gererally reducel with eachpott. In this sectionwe reportour own personalexpeliencesgiven these
file-systemexanplesandthethreeplatforms we workedwith; thesefiguresdo notrepresenta contrdled study Figure9.2
shavsthenumbe of dayswe spentdeveloping variousfile systemsandporting themto threedifferert platforms.
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Figure9.2 Average estimated reduction in development time

We estimatedheincrememal time spentdesigring, developing, anddehugging eachfile systemassuming3 hou
work days,andusingour sourcecommitlogsandchang logs. We estimatedhetime it took usto developWrapfs,Basefs,
andthe examge file systems.Thenwe measuredhetime it took usto develop eachof thesefile systemausingthe FiST
language.

For mostfile systemsincremetal time savingsareafactorof 5—15becauséard writing C codefor eachplatform
canbetime consuning, while FiST providesthis aspartof the basetemplatesandthe additioral library codethatcomes
with Basefs.For Cryptfs,however, therearenotime savingsperplatform, becasethevastmajority of thecodefor Cryptfs
is in implementingthe four encodiy anddecodhg functions,which areimplementedin C codein the Additional C Code
sectionof the FiST file; therestof thesuppat for Cryptfsis alreadyin Wrapfs.

The averaye perplatform redudion in developmenttime acrassthefour file systemss afactorof sevenin using
FiST versis the Wrapfstemplates.If we assumehat devedlopmenttime correlatedirectly to productivity, we cancor
robaateour resultswith Brooks’s repot thathigh-level languagsarerespomiblefor atleasta factorof five in improved
productivity [10].

An additioral metric of productvity is comparing the numker of lines of C codedevelopedfor eachman-ay,
giventhetemplatesTheaverag numberof linesof codewe wrotepermandaywas80. Oneuserof our Wrapfstemplates
hadusedthemto createanew migrationfile systencalledmfs?. Theaveragenumterof linesof codehewrotepermanday
was68. Thedifferencebetweerhisrateof productivity andoursis only 20%,which canbe explainedbecauseve aremore
expeliencedin writing file systemghanheis.

2http://www-internal.abhanetch/"schafer/mfs.html
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The mostobvious savings in developmenttime comewhentaking into accoum multiple platforms. Thenit is
clearerthateachadditional platform increaseshe savingsfactorof FiST versusothermethalsby yetmore.

9.3 Performance

To evalude the performarce of file systemawritten usingFiST, we testedeachof the exanple file systemsy mourting it
ontop of adisk-basedhative file systemandrunring benctmarksin themountedfile system We condictedmeasuremnts
for Linux 2.3, Solaris2.6, andFreeBSD3.3. The native file systemausedwereEXT2, UFS,andFFS,respectiely. We
measuredhe perfamanceof ourfile systemsy building alarge package:am-uils-6.0,which contairs abou 50000lines
of C codein severaldozensmallfiles andbuilds eightbinaries;the build processcontairs alarge numter of readswrites,
andfile lookups,aswell asafair mix of mostotherfile-systemoperatims. Eachbencimarkwasrun onceto warmup the
cachefor exeautables|ibraries, andheadeffiles which areoutsidethe testedfile system;the resultsof this first testwere
discardedAfterwards,we took 10 nev measuementsandaveragel them. In betweereachtest,we unnmountedthe tested
file systemandthe onebelaw it, andthenremouwuntedthem;this ensuredhatwe startedeachteston a cold cachefor that
file system.The standad deviations for our measuremntswerelessthan2% of the mean We ranall testson the same
machire: aP5/9Q with 64MB RAM anda QuantumFireball4.35@ IDE harddisk.
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Figure9.3: Performance overhead of various file systems for the large compile benchmark, across three operat-
ing systems.

Figure 9.3 shavs the performarce overheadof eachfile systemcompaedto the oneit wasbasedon. Theintent
of thesedfiguresis two-fold: (1) to shav thatthebasicstackingovetheadis small,and(2) to shav the perfomancebendits
of conditinally includng codefor manipdating file name andfile datain Basefs.Wrapfsrefersto Basefswith codefor
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manipuating file namesandfile data.

Themostimportantperfomancemetricis the basicoverheadimposedby ourtemplatesThe overheadof Basefs
over thefile systemst mourts onis just 0.8-2.1%. This minimum overheads below the 3—10% degradationpreviously
repoted for null-layer stacking[31, 69]. In addition, the overheadof the exampe file systemsdueto new file-system
functionality is greaterthan the basic stackingoverheadimposedby our templatesin all cases,even for very simple
file systems. With regard to perfamance,developerswho extend file-systemfunctionality using FiST primarily need
to be con@rnedwith the perfomancecostof new file-systemfunctionality asoppasedto the costof the FiST stacking
infrastricture. For instancethe ovetheadof Cryptfsis the largest of all the file systemsshavn dueto the costof the
Blowfish cipher Notethatthe perfamanceof individual file systemscanvary greatlydepemling onthe opeating system
in question.

Figure9.3alsoshaowns thebenefitsof having FiST customiz the generatedile-systeminfrastricturebasecbn the
file systemfunctionality requred. It shovsthatthe overteadof theaddedcodefor manipulatingfile namesandfile datais
4.2-4.9%over Basefs:thisincludescopying andcachirg datapagesandfile namesThisaddel overheadis notincurred in
Basefsunlessthefile systemalerivedfrom it requirefile dataor file namemanipuations. While CryptfsrequilesWrapfs
functionality, Snoofis, Aclfs, andUnionfsdo not. Compare to a stackabldile systemsuchasWrapfs,FiST’s ability to
condtionally includefile systeninfrastricturecodesavesanaddtional 4-5%of perfomanceovetheadfor Snoofs, Aclfs,
andUnionfs.

We also perfamed several micro-kenchmaks which includeda seriesof recursve copes (cp —), recusive re-
movals (rm —rf), recursve find, and“find-grep” (find /mnt—print | xargs greppattern) usingthe samefile setusedfor the
large compile. The focus of this dissertatioris not on performane, but on savings in codesize and developmenttime.
Sincethesemicro-kenchnarksconfirmedour previousgoodresults we do notrepeathemhere[84]; insteadwe list other
micro-benchnarksnext, in Section9.31.

Finally, sincewe did notchargethe VFS, andall of our stackingwork is in thetemplatesthereis no overheadon
therestof the systemperfomanceof native file systemgNFS, FFS,etc.)is unafectedwhenour stackingis notused.

9.3.1 Micr o-Benchmarks

We ran a set of benchmarksintendedto illustrate the differencesn perfomancebetweenuserleve and kerrel-level
stackabldfile systems.We choseto run thesetestson our Cryptfs file system,becase we coud compae it to CFS,a
userleve encryptionfile systembasedon a userlevel NFS sener[8]. In additian, we focusedon the specificdifferences
in performarce on differert operatimg systemsandthe performane of the mostcomnon opeations:readingandwriting
smallandlargefiles.

For mostof ourtests,we includedfigures for a native disk-basedile systembecauselisk hardware perfomance
canbe a significantfactor This nurmber shouldbe consideed the baseto which otherfile systemscompae to. Since
Cryptfsis astackabldile systemandis basedn Wrapfs,we alsoincludedfiguresfor Wrapfsandfor Basefsto beusedas
abasefor evaluatirg thecostof stacking.WhenusingBasefs Wrapfs,or Cryptfs,we mourtedthemoveralocal disk-based
file system.CFSis basedn NFS, sowe includedthe performarce of natve NFS. All NFS mourts usedthelocal hostas
bothsenerandclient(i.e.,mounting | ocal host : / pat h on/ mt ,) andusedprotacol version2 over a UDP transpat.

SinceCFSis implemened as a userlevel NFS file sener, we expected that CFS would run slower dueto the
numter of additiond context switchesthatmusttake placewhena usetleve file seneris calledby the kerrel to satisfya
userprocessreqest,anddueto NFS V.2 protacol ovetheadssuchassynchopnots writing.

For this setof micro-kenchnarks,we con@ntratecbn the x86 platformsinceit wascomman to all poits. We ran
teststhatrepresentcomman opeaationsin file systemsopeniry files andreadirg or writing them. In thefirst testwe wrote
1024differentnew files of 8KB sizeeach.Thesecondestwrote 8 new files of LMB sizeeach.Thenwe readone8KB file
1024times,andonelMB file 8 times. Theintentof theseestswasthatthetotalamouwnt of datareadandwritten would be
thesame Finally we included measurmentsfor readirg a directay with 1024entriesrepeately for 100times;while that
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is alesspopular operatim, cryptogaphicfile systemsncryf file namesandthuscansignificantlyaffectthe perfomance
of readirg adirectoy. All timesrepatedareelapsedin second, andmeasure@n anothemwise quietsystem.

To avoid repetition we repat full resultsfor Linux only, asseenin Table9.1. For Solarisand FreeBSD,we
only included figuresfor thefile systemgelevant to comparing Cryptfs to CFS;thesearerepatedin Tables9.2and9.3,
respectrely.

File Writes Reads 1024x

System | 1024x 8x 1024x | 8x | readdir
8KB 1MB 8KB | 1MB
ext2fs 3.33 | 3.06 0.17| 0.34 1.49
basefs 340 | 3.35 0.19| 0.34 1.51
wrapfs 3.48 | 3.58 0.26 | 0.34 1.57
crypfs 9.27 | 8.33 0.32| 0.34 3.18
nfs 26.% | 17.67 0.47 | 3.17 1627
cfs 10190 | 50.84 0.89 | 877 | 11835

Table9.1: Linux x86 Times for Repeated Calls (Sec)

Concentratig on Linux (Table9.1)first, we seethat Basefsaddsa small overheadover the native disk-basedfile
system,andwrapfs addsanotter overheaddueto performing datacopies. The differencebetweenCryptfs and Wrapfs
is that of encnyption only. Writing files is 6—12 timesfasterin Cryptfsthanin CFS. The mainreasondor this arethe
additioral context switchesthatmusttake placein userlevel file seners, andthatNFSV.2 writesaresynchronows. When
readirg files, cachirg andmemay sizescomeinto play more thanthefile systemin question Thatis why the difference
in file readingperfamancefor all file systemss notassignificantaswhenwriting files.

Readingadirectorywith 1024 files onehurdredtimesis 10-3/ timesfasterin Cryptfs thanin CFS,mostlydueto
contet switches WhenCryptfs is mountedontop of ext2fs, it slows perfamanceof thesemeasued operatims2—3times.
But sincethesearefastto begin with, usershardlynoticethediffererce;in practiceoverall slownesss smaller asreportel
in Figure9.3.

File Writes Reads 1024x
System | 1024x 8x 1024 x 8x readdir
8KB 1MB 8KB | 1MB
ufs 4.88 3.98 0.48| 0.38 0.2
cryptfs 6395 | 11.10 | 10.72| 7.23 7.4
nfs 5417 | 18.8 1.69| 0.38 0.28
cfs 14078 | 140.8 | 27.68| 24.57 18.@

Table9.2: Solaris x86 Times for Repeated Calls (Sec)

File Writes Reads 1024x
System | 1024x 8x 1024x | 8x | readdir
8KB | 1IMB | 8KB | 1MB
ffs 12.% | 6.04 1.00| 1.01 0.15
crypifs 56.9 | 22.5% 1.04| 1.05 0.29
nfs 55.@ | 21.63 131| 1.09 0.33
cfs 99.3%1 | 31.9 2.09| 4.80 0.87

Table9.3 FreeBSD x86 Times for Repeated Calls (Sec)
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Native file systemsin Linux perform their opeaationsasynchonausly, while Solarisand FreeBSDdo so syn-
chrorously Thatis why the perfamanceimprovemant of Cryptfs over CFSfor Solarisand FreeBSDis smaller;when
vnock opeaationsthatperfam writing arepassedrom Cryptfsto thelowerlevel file systemthey mustbe completedoe-
forereturring to the caller For the operdions measuredCryptfsimprovesperformarce by arywherefrom 1.5to 2 times,
with the exception of writing largefiles on Solaris,whereperfamances improvedby morethananorderof magritude.

9.4 Size-Charging File Systems

To evaluatefastindexing in arealworld operatimg systemenvironmer, we built several SCA stackabldile systemdased
onfastindexing. We thencondictedextensve measuremntsin Linux comparingthemagairst non-SCAfile systemson
avariety of file systemworkloads. In this sectionwe discusshe expaimentswe performedon thesesystemso (1) shav
overall performarce on gereral-puposefile systenworkloads,(2) deternine the perfomanceof individual comnon file
operdionsandrelatedoptimizaions,and(3) compae the efficiency of SCAsin stackabldile systemdo equivalentuser
level tools. Section9.4.1describs the SCAfile systemswe built andour experimentaldesign Section9.4.2describeshe
file systemworkloadswe usedfor our measuements Section$.4.3to 9.4.6presenbur expaimentalresults.

9.4.1 Experimental Design

We ran our expaimentson five file systems.We built three SCA file systemsand compaed their perfamanceto two
non-SCAfile systemsThethreeSCA file systemsawve built were:

1. Copyfs: thisfile systemsimply copiesits inputbytesto its outpu without changimy datasizes.Copyfs exercisesall
of theindex-man@ementlgoithmsandotherSCA suppat without the costof encaling or decaling pagss.

2. Uuencodefs thisis afile systenmthatstoresfiles in uuercodedformatanduudecodesfiles whenthey areread.lt is
intencedto illustrateanalgorithmthatincreaesthedatasize. This simplealgaithm corvertsevery 3-byte sequene
into a 4-byte sequence.Uuercodeprodices4 bytesthat can have at most 64 valueseach,startingat the Ascli
chaacterfor space(20;,). We chosethis algorithm becaseit is simpleandyetincreaseslatasizesignificantly (by
onethird).

3. Gzipfs: thisis a compessionfile systemusingthe Deflatealgoritm [18] from the zlib-1.1.3 packaye [24]. This
algoithm is usedby GNU zip (gzi p) [23]. Thisfile systemis intendedto demanstrateanalgoritim that(usually)
redwesdatasize.

The two nonSCA file systemswe usedwere Ext2fs, the native disk-baedfile systemmostcommony usedin
Linux, andWrapfs,a stackablenull-layerfile systemwe trivially generatedisingFiST [86]. Ext2fs providesa measuref
basefile systenperiormane without any stackingor SCA overhead.Wrapfssimply copiesthedataof files betweeriayers
but doesnotincludeSCA suppot. By comparingWrapfsto Ext2fs,we canmeasue the overheadof stackingandcopying
datawithout fastindexing andwithoutchangirm its content or size.Copyfs copiesdatalik e Wrapfsbut usesall of the SCA
suppat. By comparing Copyfs to Wrapfs,we canmeasuréhe ovetheadof basicSCA suppat. By commaringUuencoefs
to Copyfs, we canmeasurehe overheadof an SCA algorithm incorporatedinto the file systemthatincreaseslatasize.
Similarly, by comparing Gzipfsto Copyfs, we canmeasurdhe overeadof a compessionfile systemthatreduce data
size.

Oneof the primay optimizatiors in this work is fasttails asdescribée in Section6.31.1. For all of the SCA
file systemswe ranall of our testsfirst without fail-tails suppot enabledandthenwith it. We repated resultsfor both
wheneer fasttails madea difference.

All experimentswerecorductedon four equivadent 433Mhz Intel Celeronmachireswith 128MB of RAM anda
Quantun Fireballlct109.8GBIDE disk drive. We installeda Linux 2.399-pe3kernelon eachmachne. Eachof the four
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stackabldile systemawve testedwas mowntedon top of an Ext2 file system.For eachbenctmark, we only read,wrote,
or compiledthetestfiles in thefile systembeingtested.All otheruserutilities, complers, headersandlibrariesresided
outsidethetestedile system.

Unlessothemwise noted all testswererun with a cold cache.To ensue thatwe useda cold cachefor eachtest,
we unnmountedall file systemswhich participatedn the giventestafterthe testcompletedandmourted thefile systems
againbefae ruming the next iterationof the test. We verified thatunmountirg a file systemindeedflushesanddiscards
all possiblecachednformationaboutthatfile system.In onebenctmarkwe repot thewarm cacheperfomanceto shav
theeffectivenessof our codesinteractionwith the page andattributecaches.

We ranall of ourexperimentsl0timeson anothewise quietsystem We measurd the standadl deviationsin our
expetimentsandfound themto be small,lessthan1% for mostmicro-benchnarksdescribedn Section9.4.2 We repat
deviationswhich exceeded1% with their relevant bendymarks.

9.4.2 File SystemBenchmarks

We measuredhe performane of thefive file systemson a variety of file systemworkloads. For our workloads, we used
five file systembentmarks:two geneal-puiposebenchnarksfor measuringoverall file systemperformane, andthree
micro-benchnarksfor measung the perfomanceof commonfile opeationsthatmay beimpactedby fastindexing. We
alsousedthe micro-benctmarksto comparethe efficiency of SCAsin stackabldile systemdo equivalentuserleve tools.

9.4.21 General-PurposeBenchmarks

Am-utils: The first benchnark we usedto measue overall file systemperformane was am-utils (The Berkeley Auto-
mourter) [3]. This bentimark configues and comples the large am-utils software packageanside a given file system.
We usedam-utils-60.4: it containsover 50,0® lines of C codein 960files. Thebuild procesdegins by ruming several
hundedsmallconfiguationtestsintendel to detectsystenfeatureslt thenbuilds a sharedibrary, abouttenbinaies,four
scripts,anddocunentation:atotal of 265additiona files. Overallthisbenchnark contairs alargenumker of readswrites,
andfile lookups,aswell asafair mix of mostotherfile systemoperatims suchasunlink, mkdr, andsymlink. Duringthe
linking phaseseveral largebinariesarelinkedby GNU | d.

The am-uils benchnark is the only testthat we alsoran with a warm cache. Our stackabldfile systemscache
decoed andencoed pageswheneer possible to improve perfamance.While normd file systembencimarksaredore
usinga cold cachewe alsofelt thatthereis valuein shaving whateffectour cachinghason perfomance.Thisis because
userlevel SCAtoolsrarelybenefitfrom pagecachirg, while file systemsaredesignedo perfam betterwith warmcaches;
thisis whatuserswill expeliencein practice

Bonnie: Thesecondenchnarkwe usedto measureverall file systenperfamancenvasBonnie[17], afile system
testthatintenselyexercisedile datareadingandwriting, bothsequetial andrandan. ® Bonnieis alessgereralbencmark
thanam-utils. BonniehasthreephaseskFirst, it createsafile of agivensizeby writing it onecharater atatime, thenone
block at atime, andthenit rewritesthe samefile 1024 bytesat atime. SecondBonniewritesthefile onecharater ata
time, thena blodk at atime; this canbe usedto exercisethefile systemcache sincecachedpageshave to beinvalidatel
asthey getovemritten. Third, Bonnieforks 3 proeesseghateachperform 400 rancbm| seeksin thefile, andreadone
block; in 10%o0f thoseseeksBonrie alsowritestheblockwith rancbm data.Thislastphasesxerdsesthefile systenquite
intensvely, andespeciallythe codethat performswritesin themiddle of files.

For our expeiiments,we ranBonnieusingfiles of increasingsizes,from 1MB anddoubling in sizeupto 128VB.
Thelastsizeis importart becaseit matchedhe availablememoryon our systemsRunring Bonnieon afile thatlarge is

3We alsotestal usinga third bendimark,the Modified Andrew Benchmark(MAB). MAB consistsof five phase:makingdirectories, copying files,
recursie listing, recursive scaniing of files, andcompilaion. MAB wasdesigedat a time whenhardware wasmuchslowver andresouresscarce On
our hardware, MAB compleedin unde 10 secondf elapsedtime, with little varianceamongdifferenttests.We therdore opted not to usethis simple
compile benchmark
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important, especiallyin a stackablesettingwherepagesarecachedn bothlayers,becasethe pagecacheshoud not be
ableto hold thecompetefile in memoy.

9.4.22 Micr o-Benchmarks

File-copy. Thefirst micro-bencimarkwe usedwvasdesignedo measurdile systenperiormarceontypicalbulk file writes.
This benchnark copiesfiles of differentsizesinto thefile systembeingtested.Eachfile is copiedjust once.Becausdile
systemperformarce canbe affected by the size of thefile, we exponentially variedthe sizesof the files we ranthesetests
on—from 0 bytesall theway to 32MB files.

File-append The secondmicro-tenchmak we usedwas designedo measurdile systemperformarce on file
appeumls. It wasusefu for evaluatingthe effectivenesof our fasttails code. Thisbenchnark readin largefiles of different
typesandusedtheir bytesto appeid to anewly createdile. New files arecreatedby appeiing to themafixedbut growing
numter of bytes. Thebencimarkappenédbytesin threedifferert sizes:10 bytesreptesentinga relatively smallappe;
100 bytesrepresentinga typical sizefor a log entry on a Web sener or syslogdaema; and1000bytes,representinga
relatively large appendunit. We did notnottry to apperd morethan4KB becauséhatis thebourdarywherefastappenled
bytesgetencoded Becausdile systemperfamancecanbe affectedby the size of the file, we exponentiallyvariedthe
sizesof thefiles we ranthesetestson—from 0 bytesall theway to 32MB files.

Compressioralgotithms suchasusedin Gzipfsbehae differertly basedon theinputthey aregiven To account
for this in evaluatirg the appendperformane of Gzipfs, we ran the file-appen benchnark on four typesof datafiles,
rangirg from easyto compessto difficult to compess:

1. A file containirg thechamacter‘a” repeately shouldconmpressreally well.

2. A file containirg Englishtext, actuallywritten by users collectedfrom our UsenetNews sener. We expectedthis
file to compesswell.

3. A file containirg aconcateationof mary differentbinarieswe locatedon thesamehostsystemsuchasthosefound
in/ usr/ bi nand/ usr/ X11R6/ bi n. Thisfile shouldbe moredifficult to comgesshecausét containsfewer
patterrs usefulfor compessionalgoithms.

4. A file containirg previously compessediata.Wetookthis datafrom MicrosoftNT’s ServicePack6 (sp6i 386. exe)
whichis a self-unachiving large compressedxecutable.We exped thisfile to bedifficult to compeess.

File-attrib utes Thethird micro-bencimarkwe usedwasdesignedo measurdile systemperformarcein getting
file attributes.Thisbencimarkperfamsarecusivelisting (I s - | RF) onafreshlyunpacledandbuilt am-uils bencimark
file set,consistingof 1225 files. With our SCA suppat, the sizeof the origind file is now storedin theindex file, notin
theinodeof theencoeddatafile. Finding this sizerequresreadirg anaddtional inodeof theindex file andthenreadirg
its data. This micro-kenchmak measure¢he additioral overheadthatresultsfrom alsohaving to readtheindex file.

9.4.23 File Systemvs. User-Level Tool Benchmarks

To compre the SCAsin our stackabldfile systemsversususerlevel tools, we usedthe file-copy micro-benchnark to
compmretheperfamanceof thetwo stackabldile systemawith real SCAs,GzipfsandUuencalefs,agansttheirequivaent
userlevd tools,gzi p [23] anduuencode, respectiely. In particula, the sameDeflatealgoithm andcompressionlevel
(9) wasusedfor bothGzipfsandgzi p. In compaing Gzipfsandgzi p, we measuredyoththe compessiontime andthe
resultingspacesavings. Becausehe performane of compressionalgoiithms depers on the type of input, we compared
Gzipfsto gzi p usingthefile-copy micro-tenchmak on all four of the differentfile typesdiscussednh Section9.4.2.2.
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9.4.3 General-PurposeBenchmark Results

9.4.31 Am-Utils

Figure9.4 summaizesthe resultsof the am-uils benchnark. We repat both systemandelapsedimes. Thetop part of

Figure 9.4 shavs systemtimesspentby this bencimark. This is usefulto isolatethe total effect on the CPU alone since

SCA-basedile systemshang datasizeandthuschang theamount of disk I/O performed Wrapfsaddsl4.4% ovethead

over Ext2, becausef the needto copy datapagesbetweenayers. Copyfs adds only 1.3% overheadover Wrapfs; this
shaws thatour index file handlirg is fast. Compard to Copyfs, Uuencalefsadds7% overheadand Gzipfs adds69.9%.

Thesearethe costsof therespectie SCAsin useandareunavoidable—whetherunring in thekerrel or userlevel.
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Figure9.4: The Am-utils large-compile benchmark. Elapsed times shown on top and system times shown on

bottom. The standard deviations for this benchmark were less than 3% of the mean.

Thetotal sizeof anunertodedbuild of am-utilsis 22.9VIB; a Uuencaledbuild is onethird larger; Gzipfsreduces

this size by afactorof 2.66to 8.6MB. Sowhile Uuencalefsincreaseslisk I/O, it doesnot translateto a lot of additioral
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systemtime becasethe Uuencoe algorithm is trivial. Gzipfs,while decreasinglisk I/O, however, is a costlieralgoritim
thanUuenmde. That’s why Gzipfs's systemtime overheadis greateroverall thanUuenodefss. The additioral disk I/O
perfamedby Copyfs is smallandrelative to the sizeof theindex file.

Thebottompartof Figure9.4 shavs elapsedimesfor this benchnark. Thesefiguresaretheclosesto whatusers
will seein practice.Elapsedimesfactorin increasedCPUtimesthemoreexpensive the SCA s, aswell aschangsin 1/0
thata givenfile systemperfams: I/O for index file, increased/O for Uuenco@fs,anddecreasedO for Gzipfs.

On avera@, the costof datacopying without size-chaging (Wrapfscomparedto Ext2fs)is anadditiond 2.4%.
SCA supprt (Copyfs over Wrapfs)addsanotter 2.3% overhead The Uuencale algorithmis simpleandaddsonly 2.2%
additioral overheadover Copyfs. Gzipfs, however, usesa more expensive algorithm (Deflate)[18], andit adds14.7%
overheadover Copyfs. Note thatthe elapsedime overheadfor Gzipfsis smallerthanits CPU overhead(almost70%)
becausevherasthe Deflatealgorithm is expensie, Gzipfsis ableto win backsomeof thatovetheadby its I/O savings.

Usingawarmcachemprovesperrmarce by 5-10%. Usingfasttailsimprovesperfomanceby atmost2%. The
codethatis enabledby fasttails mustcheck,for eachreador write operatia, if we areat the endof thefile, if a fast
tail alreadyexists, andif afasttail is large enowgh thatit shouldbe encogdanda new fasttail started.This codehasa
smalloverheadof its own. For file systemghatdo not needfasttails (e.g, Copyfs), fasttails addan overheadof 1%. We
determiredthatfasttails is anoptionbestusedfor expensive SCAswheremary smallappenlsareoccuring, aconclusio
demastratedmorevisibly in Section9.4.42.

9.4.32 Bonnie

Figure9.5 shaws the resultsof running Bonnieon thefive file systems.SinceBonnieexercisesdatareadingandwriting
heavily, we expectit to be affecded by the SCAin use. Thisis confirmed in Figure9.5. Over all runsin this benchnark,
Wrapfshasan averag ovetheadof 20% above Ext2fs, rangng from 2—73% for the givenfiles. Copyfs only addsan
additioral 8% averageoverheadover Wrapfs. Uuencalefsaddsan overheadbver Copyfs thatrangesdrom 5% to 73%for
large files. Gzipfs, with its expersive SCA, addsan overheadover Copyfs thatrange from 22%to 418% on the large
128MB testfile.

Figure 9.5 exhibits ovetheadspikes for 64MB files. Our testmachine had128MB of memory Our stackable
systemcachegwo pages for eachpageof afile: oneenco@dpageandonedecodegage effectively dowbling thememoy
requiements.The 64MB files arethe smallestestfiles thatarelarge enowgh for the systemto run out of memory Linux
keepsdatapagescachedfor aslong aspossible.Whenit runsout of memory Linux executesan expensie scanof the
entire page cacheandotherin-kemel cachespurging asmary memoryobjeds asit can,possiblyto disk. The ovetead
spikesin this figure occuratthattime.

Bonnieshavs thatan expensive algoiithm suchascompessioncouged with mary writesin the middle of large
files, candegradeperfamanceby asmuchasa factorof 5-6. In Section10.1 we describecertainoptimizations thatwe
areexploring for this particularprodem.

9.4.4 Micr o-Benchmark Results
9.4.41 File-Copy

Figure 9.6 shaws the resultsof runring the file-copy benchnark on the different file systems.Wrapfsaddsan averag
overheadof 16.446 over Ext2fs, which goes to 60% for a file size of 32MB; this is the overheadof datapagecopying.
Copyfs addsanaverageoverheadof 23.7% over Wrapfs;this is the oveteadof updatingandwriting theindex file aswell
ashaving to maketempoary datacopieg(explainedin Section6.31) to suppat writesin themiddleof files. TheUuenco@
algorithm addsanaddtional averag overheadf 43.246 over Copyfs, andasmuchas153% overheadfor thelarge 32MB
file. Thelinearoverheadsof Copyfs increasewith thefile’s sizedueto the extra pagecopiesthat Copyfs mustmale, as
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Figure9.5: The Bonnie benchmark performs many repeated reads and writes on one file as well as numerous
random seeks and writes in three concurrent processes. We show the total cumulative overhead of each file
system. Note that the overhead bands for Gzipfs and Uuencodefs are each relative to Copyfs. We report the
results for files 1MB and larger, where the overheads are more visible.

explairedin Section6.3.1 For all copiesover 4KB, fast-tailsmakesno differerce at all. Below 4KB, it only improves
perfamanceby 1.6%for Uuencalefs. Thereasorfor thisis thatthis benchnark copiesfiles only once whereadast-tails
is intendedo work betterin situationswith multiple smallappend.

9.4.42 File-Append

Figure9.7 shaws the resultsof ruming thefile-appei berchmarkon the differentfile systems.Thefigure shovs thetwo
emepging trendsin effectivenessof thefasttails code. First, the moreexpensve the algorithm the morehelpful fasttails
becone. This canbeseenin theright columnof plots. Secondthe smallerthe number of bytesappemnledto thefile is, the
moresavingsfasttails provide, becasethe SCAis calledfewer times. This canbe seerasthetrendfrom thebottomplots
(10 byteappems)to thetop plots (10 byteappemnls). Theupperrightmostplot clearly clusterstogethe the benctimarks
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Figure9.6. Copying files into a tested file system. As expected, Uuencodefs is costlier that Copyfs, Wrapfs, and
Ext2fs. Fast-tails do not make a difference in this test, since we are not appending multiple times.

perfamedwith fasttails suppat on andthosebencimarkscondictedwithout fasttails suppot.

Not surprisindy, thereis little savingsfrom fasttail suppot for Copyfs, no matterwhatthe append sizeis. Uuen
codes is a simple algoiithm that doesnot corsumetoo much CPU cycles. Thatis why savings for usingfasttails in
Uuencaefsrangefrom 22% for 1000byte appeids to a factorof 2.2 perfamanceimprovement for 10-byte appeials.
Gzipfs, usingan expersive SCA, shaws significantsavings: from a minimum perfamanceimprovementfactorof 3 for
100Gbyteappend to asmuchasafactorof 77 speedugbothfor moceratelysizedfiles).

9.4.43 File-Attrib utes

Figure9.8shavs theresultsof runnng thefile-attributes bentcimarkonthe differentfile systemsWrapfsaddanovermhead
of 35% to the GETATTR file systemopeation becauset hasto copy the attributesfrom one inode datastructureinto
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Figure9.7: Appending to files. The left column of plots shows appends for Uuencodefs and Copyfs. The right
column shows them for Gzipfs, which uses a more expensive algorithm; we ran Gzipfs on four different file
types. The three rows of two plots each show, from top to bottom, appends of increasing sizes: 10, 100, and
1000 bytes, respectively. The more expensive the SCA is, and the smaller the number of bytes appended is, the
more effective fast tails become; this can be seen as the trend from lower leftmost plot to the upper rightmost
plot. The standard deviation for these plots did not exceed 9% of the mean.
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anotter. SCA-basedile systemsaddthe mostsignificantovertead,a factor of 2.6—29 over Wrapfs; that is because
Copyfs, Uuencoeéfs, and Gzipfsinclude stackableSCA suppat, managig the index file in memoy andon disk. The
differenceshetweerthethreeSCA file systemsn Figure9.8 aresmallandwithin theerra margin.

120 T
Cold-Regularm

100 - -
80 -
60 -
40 -
m
0

ext2fs wrapfs copyfs uuencodefs gzipfs
File System

System Time (milliseconds)

Figure9.8: System times for retrieving file attributes using | st at (2) (cold cache)

While the GETATTR file opemtionis a popuar one,it is still fastbecause¢he additiond inodefor the smallindex
file is likely to bein thelocality of the datafile. Note that Figure9.8 shavs cold cacheresults,whereasnostoperatim
systemscacheattributesoncethey areretrieved. Our measurd speedp of cachedvs. uncacled attributes shaovs an
improvemen factorof 12-21. Finally, in atypical workload, bulk datareadsandwrites arelikely to dominde ary other
file systemoperation SuchasGETATTR.

9.4.5 File Systemvs. UserLevel Tool Results

Figure9.9shavs theresultsof compmaringGzipfsagairstgzi p usingthefile-copy berchmark ThereasorGzipfsis faster
thangzi p is primarily dueto running in the kernelandreducirg the numkber of context switchesandkernel/usedata
copies.

As expectal, the speedp for all files up to one pag sizeis aboutthe same,43.3-53.3%o0n averaye; thatis
becausehe savingsin contet switchesarealmostconstant.More interestings whathappensfor files greaterthan4KB.
Thisdepend ontwo factors:the nunberof pageghatarecopiedandthetype of databeingcompessed.

The Deflatecompressionalgoiithm is dynamic; it will scanaheadandbackin the input datato try to compress
moreof it. Deflatewill stopcompessingif it thinksthatit canna do better We seethatfor binaryandtext files, Gzipfs
is 3—-4timesfasterthangzi p for large files; this speedp is significan becausehesetypesof datacompesswell and
thusmorepagesare manipuatedat ary given time by Deflate. For previously compessediata,we seethatthe savings
is reducel to abou doube; thatis becauseéDeflaterealizesthat thesebits do not compress easilyandit stopstrying to
compesssoone (fewer pagesarescannedorward). Interestindy, for the all-a file, the savings averag only 12%. That
is becasethe Deflatealgoithm is quite efficient with thattype of data:it doesnot needto scanthe input backward and
it continuesto scanforwardfor longer However, theseforward-scannd pagesarelooked at few times, minimizing the
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Figure9.9: Comparing file copying into Gzipfs (kernel) and using gzi p (user-level) for various file types and
sizes. Here, a 100% speedup implies twice as fast.

numter of datapageshatgzi p mustcopy betweerthe userandthekernel.Finally, the plotsin Figure9.9arenotsmodh
becausenmostof the input datais not uniform andthusit takes Deflatea differentamouwnt of effort to compessdifferent
bytessequenes.

Oneadditioral bencimark of noteis the spacesavingsfor Gzipfs ascomparedto the userlevel gzi p tool. The
Deflatealgoithm usedin bothworksbestwhenit is givenasmuchinput datato work with at once.GNU zip looks ahead
at 64KB of data,while Gzipfs currently limits itself to 4KB (onepage). For thisreasongzi p achieves on averag better
compessionratios: aslittle as4% betterfor compressingpreviously compessediata,to 56% for comgessingthe all-a
file.

We alsocompaedtheperfamanceof Uuencalefsto theuserlevel uuencode utility. We found theperfomance
savzingsto becomparableto thosewith Gzipfscompaedto gzi p.
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9.4.6 Additional Tests

We measuredhetime it takesto recover anindex file andfoundit to be statisticallyindifferentfrom the costof readirg
thewholefile. Thisis expectedbecaseto recover theindex file we have to decoa the completedatafile.

Finally, we checledthein-kemelmemay consumption. As expectedthetotalnumter of pagesachedn thepage
caches the sumof theencodd anddecodd files’ sizes(in pages). This is becausén the worstcase whenall pagesare
warmandin the cachetheoperatig systemmay cacheall encoded anddecodedages.For Copyfs, this meansdouwbling
the nunberof pagescached for Gzipfs, fewer pageghandoible arecachetecasethe encaledfile sizeis smallerthan
theoriginal file; for Uuencalefs,2.33 timesthe numbe of original datapagesarecachedecaus¢healgoithm increased
thedatasizeby one-thid. In practicewe did notfind thememoryconsunptionin stackindfile systemnmodernsystems
to beoneros [86].
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Chapter 10

Conclusion

Themaincontritution of thiswork is the FiST languagewhich candescribestackabldile systemsThisis thefirsttimea
high4evel langlagehasbeenusedto describestackabldile systemsFroma singleFiST descriptionwe geneatecodefor
differentplatforms. We achievedthis portability becausd-iST usesan API thatcombinescomnon feature from several
vnock interfaces.FiST savesits developersfrom dealingwith mary kerrel interrals, andlets developersconcettrate on
the coreissuesof thefile systemthey aredeveloping. FiST reducs thelearnirg curve involvedin writing file systemsby
enablirg non-expertsto write file systemsnoreeasily

The mostsignificarn savings FiST offers is in reduceddevelopmentandportingtime. The averagetime it took
usto develop a stackabldile systemusingFiST wasabou seventimesfasterthanwhenwe wrotethe codeusingBasefs.
We shoved how FiST descriptios are more concisethanhandwritten C code 5-8timessmallerfor averag stackable
file systemsandasmuchas33timessmallerfor morecomplex ones.FiST genertesfile systemmodulesthatrunin the
kernel,thusbenefittingfrom increaseerfamanceover userlevel file seners. The minimum ovetheadimposedby our
stackinginfrastructue is 1-2%6. As shavn in Section9.3, we have metour god of meetingor exceedng the perfomance
of otherstackabldile systems

FiST canbe portedto otherUnix platformsin 1-3weeksassuminghe developershave accesgo kerrel sources.
Thebenefitsof FiST areincreasedachtime it is portedto anew platform: existing file systemslescribedvith FiST can
be usedonthenew platform without modification.

The othercontibutionsof this work include:

e Thecreationof stackingtemplatedor differentplatforms, enablirg for thefirst time for stackabldile systemgo run
thesameway on multiple opeatingsystems.

e Supprt for arbitray size-chanmg file systemssuchas compessionand encrygion—for both file systemsthat
enlage or shrinkdatasizes.

e Thecreationof a collectionof usefulfile systemcodethatcanbe sharedetweerdifferert file systems.This code
defines alibrary of comman functiors for useby FiST developers.

e Providing a setof usefulexampe file systemahat canbe usedby future developersin various settings:acaderit,
researchandcommecial.

¢ Achieving stackingfundionality without formal suppat andwith no changsto anykernelcodefor eitherSolaris
or FreeBSD.

e Contriluting small amouns of codeto Linux that allow it to implemen stackablefile systems. Our submitted
chamgeshave sincebeenintegratedinto the Linux kernelby its maintaners. As of theLinux kernelversion2.399-
pre§ nokernelchangsto Linux arerequired
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10.1 FutureWork

Our shorttermgoalsincludetemplatework andFiST languagework. Theseareintendedto make the developmentof all
typesof future file systemsasierthanit is novadayshopefilly aseasyasuserlevel software.

10.1.1 Templates

We planto port our systemto Windows NT. NT hasa different file systeminterfacethan Unix’s vnode interface, but
includes all of the sameconceps (aswe descriledin Section2.1.8. NT's I/O subsystentefinests file-systeminterface.
NT Filter Drivers areoptionalsoftnaremoduesthatcanbeinsertedabore or below existing file systemgq49]. Theirtask
is to intercep andpossiblyextendfile-systemfunctionality, onefile-systemoperatiom at a time. Filter drivers areableto
execue initialization andcomgetion functions which arevery similar to our pre-callandpost-callcode. Therebre, it is
quite possibleto emulatefile-systemstackingunderNT. We estimatethat porting Basefsto NT will take 2—3montts, not
1-3weeksaswe predid for Unix ports.

VFS transactionare an important additionto stackabldfile systemgandfile systemsn gener§ becasethey
allow for graceftil recovery from partialfailuresof multi-comporentfile systemgsuchaswith fan-ait). Transactiongan
alsobeusedto provide additioral toolsto file systemdevelopers:journalling andloggng.

10.1.2 FiST Language

We areexploring layercollapsingin FiST: amethodto geneateonefile systenthatmemges thefunctionality from several
FiST descriptios, thus saving the perlayer stackingoverheads. For exanple, an uppe layer could call an operatim
directly in a lower layer severallayersbelow, if fistgendetermiresthatthe intermediatelayersfor that opeation simply
passit through uncdhanged Another possibility of saving perlayer overhead is to allow eachlayerto setup callback
functionsfor otherlayers thusensuing thateachlayercalls otherlayersin thethe mostdirectway.

We areinvestigatingdeasfor descriting low-level mediabasedile systemsaswell asdistributedfile systemsTo
producelow-levelfile systemsthelangiagewould haveto describeéhemediatype,its physicalandgeomérical properties,
thelayoutof dataobjectsmetadata,anddatastructuesonthe mediag andthe algaithmsto usedto maripulatethevarious
objects.To producedistributedfile systemsthe languagewould have to includemecharsmsto transferdataobjectsand
their attributesacrossa network to multiple hosts,aswell assynchonizatioa, locking, andrecorery mechanismsuchas
thoseavailablein Coda[37, 48, 66].

10.1.3 Operating Systems

Ourlongertermplars areto take thefile-systemdeascreatedn thiswork andapplythemto othercompmnentsof operatiny
systemsFor examge, networking layersexhibit similar levelsof modularity andinterfacing betweermodules While this
moduarity andtheinterfacesarecomnon acrossoperatimy systemstheirimplemenationsvary greatly[79].

In a similar fashion device drivers have differentin-kemel implementationsyet alsohave enoudn coommonfea-
turesandimplementationsacrosssystemg76, 27]. Networking anddevice driversappeaideal candidate for generéiza-
tion: the creationof a highdevel languae to descrile their functionality, andusingimplemenation mechamsmssuchas
templatesandlibraries of comman functionsto offload theimplementationburdensfrom developers.

We ervisionthe explorationof generalizéon techniauesfor all othercompmpnentsof the operaing system.Even
tually, we intendto unify theseechniqeesinto asinglesystemthatcanbeusedto rapidly protatype newn opeaatingsystems
with all of theircompexity. Sucha systemwill becomgisedof asmallkernelengire thatexportsmary APls, alibrary of
mary comman fundionsthatcanbeusedasneead,andalanguaeor setof languagsto describehegenerafunctionality
of theoperatimg systemandits compnents.
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Appendix A

FIST LanguageSpecification

In Chapterd we describedhedesignof the FiST languae,its majorcompnentsandmostof its syntax.There we aimed
to explain the designdecisiors of thelanguag. In this appemix we list thefull syntaxandwhateachfeatureis usedfor.
We do not explain herewhy eachfeatue exists. This appadix is intenced asarefererefor FiST users.

A.1 Input File

The FiST input file hasfour sections. Eachsectionis optioral. If not specified,the meanimg of eachsectionremains
unchangedrom the behaior of the Basefstemplate—anull layer stackabldile system.

C Declarations: Lists C cock thatis included verbdim in the geneatedsources.This usuallyincludes C heacars, CPP
macres, andforwardfunction definitions. This sectionmustbe enclosedn a pair of %4 and%g.

FiST Declarations: Includesdirectives that changethe overall betavior of the gereratedfile system. FiST parsesand
expandsprimitives andfundionsin this section.This sectionmustbe separatefrom the next sectionby a %8%

FiST Rules: Definescodeactionsto executefor a given opegationor setsof opeations.FiST parsesaandexpandsprimi-
tivesandfunctiors in this section.This sectionmustbe separatedrom the next sectionby a %86

Additional C Code: Includes raw C cock thatis included almostverbatim. FiST also parsesand expards primitives
andfundionsin this section. In this sectiondeveloperscaninsertraw C coce thatis written portally usingFiST
primitives. Thatway fistgencan gererateportablecode. Fistgen,however, doesnot validatethe C codethatis
written in this or ary othersectionfor portability or correctress. This sectionmustbe separatedrom the previous
sectionby a %846

In thelastthreesectionsplanklines aregeneally ignored. C style commentsarecopiedverkatim to the outpu.
C++ stylecommetts areusedasFiST languag comments:their text is ignored.

A.2 Primiti ves

FiST primitivesinclude variabesandtheirattributes. Thereareglobalread-mly variablesglobalfile-systenvariablesand
file-systemvarialeslocal to eachfile systemoperatia. Theseprimitivesmay appearanywherein thelastthreesections
of theFiST inputfile.
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A.2.1 Global Read-Only Variables

Thesevariallesrepresehoperatiy-systenstatethatcannd be changd by the FiST developer, but may chang from call
to call. Suchvaiablesbegin with a“96:

%blocksize: native disk blodck size

%gid: effective group ID of calling process
%pagesize: native pagesize

%pid: processD of calling process
%time: current time (second sinceepoch)

%uid: effedive userlD of calling process

A.2.2 File-SystemVariablesand Their Attrib utes

File-systenvariablesarerefeencego awholefile systemandto its attributes. Thegenerakyntaxfor suchareferemeis:

$vfs : N.attribute (A1)

The cortext of file-systemvariabes is the mourted file-systeminstancecurrerly running. The valuesof these
variabesis notlikely to chang while the samefile systemis mounted.

File-systemvariabesbegin with a $. Thereis currently only onesuchvarialle: $vf s. Thevariae’s namemay
befollowedby a colonandanonnegdiveinteger N thatdescribeshe stackingbranchto referthis VFS objectto:

$vfs:0 refersto the VFS objectof thisfile systemandis synorymousto $vf s.

$vfs:1 refers to thefirst file systemon the lower level. If no fan-aut is used,thenthis refeis to the only lowerleve file
systemVFS object.

$vfs:2 refersto thesecondile systemonthelowerlevel, assuming fan-aut of 2 or more wasused.
$vfs:N refersto the N-th file systemonthelower level, assumingafan-ou of N or morewasused.
To referto an attribute of a specificVFS object,append a dot andthe attribute nameto it. The list of allowed
attributesare:
bitsize: thebit-sizeof thefile system(32 or 64)
blocksize: theblockssizeof thefile system
fstype: thenameof thefile systembeingdefined
userdefired ary otherpre-definedattribute nameasspecifiedn SectionA.3.22

Forexamge, $vf s: 2. bl ocksi ze refersto theblocksizeof thesecondowerbranchof a stackabldile system
with afan-aut of two or more.
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A.2.3 File Variablesand Their Attrib utes

File variabes arerefereresto individual files andto their attributes. The geneal syntaxfor sucharefereneis:

$name : N.attribute (A2

The contet of file variablesis thefile-systemfunction currerly executing. The valuesof thesevariableschang
from eachinvocation of eventhe samefunction on the samemouwntedfile system,sincefile objectscorrespad to user
processeamakirg systemcallsfor differentfiles.

Eachfile-systemfundion hasa refererce to at leastonefile. Somefunctions, however, referto more thanone.
Therebre,therearesereral possiblenamedor thesefile refelences:

$this: refersto the primaly file objed of thefunction Thisis synorymousto $0

$dir: refers to the vnade of the directay objectfor operaionsthat usea directoly object. For examge, theremove file
opeaationspecifiesafile to remove andadirectay to remove thefile from.

$from: refersto thesourefile in arenane opeationthatrenanesafile from a givennameto anotter.
$to: refeisto thetargetfile in arenameoperatio thatrenanesa file from a given nameto another

$fromdir: refersto the soure directoryin a renane operatio that renamesa file within a given directay to anotrer
directay.

$todir: refersto thetargetdirectoy in arenameoperatiorthatrenames file within a given directay to anotter directay.

File variades’ namesmaybefollowedby a colonandanon-regative integer N thatdescribeshe stackingbrand
numter of thisfile object.

$this:0: refersto thefile objectof thisfile andis synorymous to $0 andto $t hi s.
$dir:1: refersto thefirst lowerlevel directay. If nofan-outis usedthenthisrefersto theonly lowerlevel directay.

$from:2: refersto thesourcefile in the secondowerlevel file systemfor arenane opeation,assumingafan-ou of 2 or
more wasused.

$todir: N: refersto thetarge directoryin arenameoperatia, of the N-th lowerleve file systemassuming fan-ait of
N or morewasused.

To referto an attribute of a specificfile object, appenl a dot andthe attribute nameto it. Thelist of allowed
attributesis:

ext: file's extension(stringcommnentafterthelastdot)

name: full nameof thefile

symlinkval: stringvalueof thetargetof a symboliclink, defaultsto NULL for non-symlinks
type: thetypeof file (directay, soclket, block/craractedevice, symlink, etc.)

atime: accesdime, sameasfor thestat(2)systemcall

blocks: numler of blodks, sameasfor the stat(2)systemcall

ctime: creation(or lastchmal) time, sameasfor the stat(2)systemcall

group: grow owner, sameasfor thestat(2)systemcall

mode: file accessnodebits, sameasfor thestat(2)systemcall
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mtime: lastmodification time, sameasfor the stat(2)systemcall
nlink: numberof links, sameasfor the stat(2)systemcall

size: file sizein bytes,sameasfor the stat(2)systemcall

owner: userwhoownsthefile, sameasfor the stat(2)systemcall

userdefired ary otherpre-definedattribute nameasspecifiedn SectionA.3.23

For exanple, $1. nane refersto thenameof thefirst lowerfile of a stackabldile systemwith afan-outof oneor
more.

A.3 FiST Declarations

FiST declaationsaffect the overall behaior of the prodicedcode. A declaratiorhasat leastoneword andends with a
semi-colm. Thewordsof declaratimswith multiple wordsareseparatety whitespace.
Unlessspecifiedotherwise FiST declaratios mayonly appeaonce.

A.3.1 Simple Declarations

Thefollowing declaratios aresimplein thatthey pick a valueout of two or more allowedvalues.

accessmodéreadmly| writeonly| readwrit €): definedf thefile systemis read-aly, write-only, or both(thedefault). A
readonly file systemfor exampe, will automaically turn off suppat for all file-systemstate-changg operatims
suchasmkdir andunlink.

debug (on| off): turnon/off detugging (off by defadt). If on,delhuggng suppat is compiledin andthelevel of delugging
canbesetbetweerll and18 by theuserleveltool f i st i oct | . For exanple,runnngfi st i oct| 18 turnson
themostverbosedehugginglevel. Debuggng outptt is printedby thekernelontheconsole.

filter (data] name| sca): Turnonfilter suppat for fix-sizeddatapageqdatg, for file namegname) or for size-chaging
algoithms(sca).All threefilters maybe definal, but nomorethanoneperline.

Turning onthedataor SCA filters requiesthe developerto write two functiors in the Additional C Codesection:

1. encodedata(inpage, inlen, outpage, outlen): afunctionto encoa a datapage The function takesaninput
pageandinput length,andmustfill in the outpu pageandthe output lengthintegerwith the numker of bytes
encoad. Thefunction mustretun aninteger status/errocode: a 0 indicatessuccessanda negative numter
indicateghe errornumter (conplieswith standarcerrnovalueslistedin /usr/inclug/sys/errndn).

2. decodedata(inpage,inlen, outpage outlen): afunction to decoa a datapage,otherwisebehaes the same
asencode_dat a.

Turning onthe namefilter requiresthe developerto write two functionsin the Additional C Codesection:

1. encodename(inname,inlen, outname, outlen): a function to encodea file name The function takes an
input nameandinput length,andmustfill in the outputnameandthe output lengthinteger with the numker
of bytesencoad. Thefunction mustalsoallocatethe output namestring usingfistMalloc (describedelow).
Thefunction mustreturnaninteger status/errocode:a 0 indicatessuccessnda negative numterindicateshe
errornumker (conplieswith standarderrnovalueslistedin /usr/includge/sys/errndn).

2. decodename(inname,inlen, outname,outlen): afunction to decodeafile name otherwisebetavesthesame
asencode_narne.



A.3. FISTDECLARATIONS 99

mntstyle (reqular| overlay): definesthe file systems mountstyle. Regular (the defaut) leavesthe mourted directory
exposedandavailablefor directaccessOverlaymourts hidethemounteddirectay with the mount poirt.

errorcode ARG definesanew errorcode. This declaationmaybe usedmultiple timesto defineadditioral errorcodes.
Errar codenamesgnustnotconflictwith system-defiador previously definederrorcodes. Newly definederrorcodes
maybeusedanywherein thelasttwo sectionsof the FiST input file.

fsnameARG: setthenameof thefile systembeingdefined If notspecifiedjt defauts to thenameof the FiST inputfile
name

mntflag ARG: definesadditiond mownt(2) flagsto allow userprocessesnourting this file systemto passto the kerrel.
This declardion may be usedmultiple timesto defineaddtional mount flags. Mourt flag namesmustnot conflict
with system-definedr previously definal ones.Newly definedmouwnt flagsmay be usedanywhere in the lasttwo
sectionsf the FiST input file.

fanout N: definethefan-ou level of thefile system Defaultsto 1 (nofan-aut).

fanin (yeq no): allow (“yes”) or disallow fanin (allowedby defadt). If fanin is disalloved thefile systemwill overlay
itself ontop of themourteddirectory thushidingthedirectay mourtedon.

A.3.2 ComplexDeclarations

Comple FiST declaratios arethosethattake a BasicData Type(BDT) asanargument.A BDT is a C datastructurethat
includes only simpledatatypesin eachfield of thedatastructure:not poirters,typedds, or otherstructues. Allowedtypes
includeshorts,integers, longs,floats,dowles,charaters,signedandunsigredvalues andfixedsizearraysthered.

A BDT is therefae a unique list of C type and variabledeclaratios, delimited by semicolos, and enclsed
entirelyby a pair of curly bracesFor exampe:

{
i nt ci pher;
char key[ 16];

A.3.21 Additional Mount Data

Additional mourt datamay be passedrom a userlevel processperforming a mourt(2). This datais passednly once
during the mourt. Typical usesfor this include dataand flags that dynanically affect the overall behaior of the file
system.

This declaratio maybedefinedonly once.The syntaxfor definingadditioral mount datais asfollows:

mntdata BDT (A.3)
For examge:
mt dat a {
i nt zip_l evel;

time_t expire;

b
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A.3.22 NewFile-SystemAttrib utes

You maydefineadditional attributesfor file-systemobjects asexplainedin SectionA.2.2. Thefieldsof theBDT autorat-
ically becomenew attribute namesNew attribute namesmay not conflictwith existing ones.

This declaratiom maybedefinedonly once.

The syntaxfor definingadditioral file-systemattributesis asfollows:

pervis BDT (A.49)

For examge, if youdefine:

pervfs {
i nt max_vers;
char ext ensi on[ 4] ;
}s

thenyou canreferto anew VFS attribute$vf s. max ver s arywherein thelasttwo sectionof the FiST inputfile.

A.3.23 NewFile Attrib utes

You may defineadditioral attributesfor file objectsasexplainedin SectionA.2.3. Thefields of the BDT automaéically
becone new attribute namesNew attribute name may not conflictwith existingones.

This declaratio maybedefinedonly once.

The syntaxfor definingadditioral file attributesis asfollows:

pervnode BDT (A.5)

For examge, if youdefine:

pervnode {
i nt ci pher;
char key[ 128];
b

thenyou canreferto anew file attribute $0. key (say 102-bit perfile encryption key) arywherein thelasttwo sections
of theFiST inputfile.

A.3.24 PersistentAttrib utes

Theper vf s andper vnode declaréions above definevolatile attributes: their valuesremainin memoryuntil the file
systemis unnounted If youwish to storeattributesor ary otherdatapersistentlyusethefile formatdeclaration

The declaation definesa datastructurethat canbe formattedon top of afile: the bits of the datastructureare
serializedontoafile. Thisdeclaratim is usedin conjurctionwith two FiST functiors: fistSetFileDatandfistGetFileData,
describedelow in SectionA.4.2.

Thesyntaxfor definingadditioral file formatsis asfollows:

fileformat NAME BDT (A.6)

Here, N AM FE is a unigue namefor thefile format, followedby a BDT'. You may definemultiple file formats,
but eachmusthave auniquename.
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A.3.25 Newl/O Controls

This declaationdefinesa new I/O contrd—ioctl, andan optionaldatastructue thatcanbe usedwith thatdatastructue.
Thisdeclaratio is usedin conjurction with two FiST functions: fistSetloctiDataandfistGetloctiDatadescribedelow in
SectionA.4.3.

Thesyntaxfor definingadditioral ioctls is asfollows:

ioctl[: (fromuser|touser|bothnone)] NAME BDT (A7)

Theioctl declaréion maybeoptiorally followedby a colonandoneof four values:

fromuser: theioctl canonly copy datafrom a userprocesgo thekernel
touser: theioctl canonly copy datafrom thekernelto a userprocess
both: theioctl canexcharge databetweerthekernd anda userprocesshidirectiorally (default)

none: theioctl exchargesno data

In thedefinition N AM E is aunique namefor theioctl, followedby a BDT'. Youmaydefinemultipleioctls, but
eachmusthave a unique name.

A.3.3 Makefile Support

Thesedeclaratios helpfistgento producethe proper Makefile for compling thenew file system.

mod_src FILE .... declaesallist of additioral files thatmustbe compled andlinked with the loadablekernd modules
for thisfile system.Thisis usefulfor exampe to list the C sourcedor your ciphe of choice,if defininganencryption
file system.

mod_hdr FILE .... declareslist of additicalfiles thatthe kernelmodulemustdependnwhencompiling theloadalte
kerrel modue for this file system.This is usefulfor exampe to list the C heades for your compgessionalgorithm
of choice,if definingacompessiorfile system.

usersrc FILE .... declaresalist of additioral files, eachof which representa stand-aloe userlevel progam. These
programsget compiledin addtion to the file-systemkernel-ladablemodde. This declaation canbe usedto list
addtional utilities that developerswrite. For examge, our compessiorfile systemusesthis to definea utility that
canrecover anindex file from acompresseddatafile (seeSection6.3.22).

add_mk FILE .... definegshenamef filesdefiningadditicnal customMakefile rulesthatthedevelgperwantsto include
in the masteMakefile usedto build thefile system.This canbe usedasa flexible extersion mectanismto addary
arbitrary Makefile rulesto process.

A.4 FIST Functions

FiST functionsarefunctionslik e otherC functions: they have a name take a numbe of arguments,mayreturnonevalue
back,maybenestedandtheir returnvaluesmaybeassignedo othervariables.

FiST functiors maybe calledanywherein thelasttwo sectionsf the FiST input file.

FiST functiors arevery easyto addto the FiST language,andthey form a collectionlibrary of commonauxiliary
file opeations. Recallalsothatdevelgpersmaywrite andreferto ary regular C functionsin the Additional C Sectionof
theFiST inputfile.
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A.4.1 BasicFunctions

Thesefunctionsaresimple. Theirargumentsaresimilar to otherusetlevel (C library) functions. They areFiST functions
becauseheir usageon differert operating systemsis differert and doesnot matchthe sameusageas their userlevel
equialents.

fistMemCpy: copiesonebufferto anotter, sameasmemcy(3).

fistMalloc: allocatekerné memory sameasmalloc(3)

fistFree: freeskernelmemay, sameasfree@).

fistStrEq: compaestwo strings.Returnsl (TRUE) if thestringsareequal,andO othemise.
fistStrAdd( A, B): appendstring B to string A, sameasstrcat(3).

fistPrintf: print aformattedstring, sameasprintf(3).

fistSetErr(E): setthecurrenterrorstatusto E. If notchangd,thaterroris retumedbackfrom thefile-systemfuncion to
its caller

fistLastErr: this function retunsthelast errorthatwasexplicitly setby fistSetError occured asa resultof calling the
lower level file systemor ary otherfunctionthat may have failed. If the lastsuchactiondid not fail, this function
retunsO.

fistReturnErr( E): immediatelyretumsfrom thisfunction with theerra codeFE. If E is omitted,returnsthelasterror(or
0if therewasnong.

A.4.2 File Format Functions

Thetwo functiors usedin conjurctionwith thef i | ef or mat declaation(describd in SectionA.3.24) are:

fistSetFileData(FILE, FMTNAME, FIELD,IN) (A.8)

and
fistGetFileData(FILE, FMTNAME,FIELD,OUT) (A.9)

Forboth, FILE is anameor referemeto afile, FMT N AM E isthenameof aformatdeclaedinfi | ef or mat ,
andFIELD is anameof afield in theBDT of thefi | ef or mat .

The fistSetFileDatafunction readsa varialle’s value from I N, and writes it to a file FILE formattedwith
FMTNAME. It writesit to the field namel FIELD of thatfile. The fistGetFileDatafunction readsa field from a
givenfile formattedwith agivenfile format, andstoreghatvalueinto thevariablespecifiedn OUT. Bothfunctiorsretum
0if successfulandanerrorcodeothemwise.

Both IN andOUT aretypically pointersto otherobjects.Seeanexanple usingthisin Sectior4.2.

A.4.3 loctl Functions

Thetwo functiors usedin conjurctionwith thei oct | declaation(describé in SectionA.3.2.5) are:

fistSetIoctlData(IOCTL,FIELD,IN) (A.10)

and
fistGetIoctlData(/OCTL,FIELD,OUT) (A.1D
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For both,TOCT L is thenameof anloctl asdefinedby thei oct | declaratio,and FTELD is anameof afield
intheBDT of thei oct | .

ThefistSetloctiDatdunctionreadsa variables value from I N, andwritesit outto the FIELD of the IOCT' L.
ThefistGetloctlDataeadsa valuefrom afield of anioctl andstorest in avariade namedn OUT'. Both functionsretun
0if successfulandanerrorcodeothemwise.

Seeanexampe usingthisin Apperdix B.1.

A.4.4 File-System—Stacking~unctions

Thesefunctions mirror mary vnode and system-callfunctions, allowing FiST developersto write codethat calls other
basicfile-systemfunctiors suchascreatingnew files, deletingthemlisting directorycontens, andmore.

fistLookup(DIR, NAME,OUT,USER, GROU P): looksupafileinadirectay DIR, usingthecredential®f USER
andGROU P, andplacestheresultingnew file/vnadereferencein OUT'. If notspecified,DIR defaultsto $di r,
OUT defadts to $1, andUSER andGROU P defaultto the crecentialsof the currently exeauting process.When
argumentsattheendof a function areomitted their delimitingcomnmascanalsobe omitted. Whenargunmentsnot at
theendof afuncion areomitted their delimiting comnmasmustreman.

fistReaddir(DIR, N, OUT, FLAGS): readsN namesfrom a directay DIR andstoresthemin OUT. If FLAGS
includes NODUPS, will automaticallyignore file namesthat have beenseenalreadyin the context of this vhode
function.

fistSkipName(VAM E): donotlist the file nameN AM E in the contet of this function. Only applicablevhenwe are
in thereaddr vnode function.

fistRename(, B): renanefile A tofile B. Thisis oneof severalfunctionsthatusethe sameargumentsastheir system-
call counteparts:unlink, mkdir, rmdir, etc.

fistCopyFile(4, B): copiesfile A to file B. Both files may be refererced by their nameor by a vnode refererce as
descriledin SectionA.2.3.

fistOp(...): callsthe samevnode function thatwe areexecuing. Argumentsmay be replaceddepeiding on the function
beingcalled. Thisis away to make a simplestackingcall to alowerlevel file system.

A.5 FiST Rules

The third sectionof the FiST input file specifiesary numter of rules: codeactionsthat canexecue for any numker or
portions of file systemfunctions. Theformatfor aruleis:

%callset : optype : part {code} (A.12

The codepottion enclosedn bracesis the actionthat getsexeauted for a given file-systemfundion. The first
parts—callsetoptype, andpart—defire to which fundions or pottionstheref to applythecode.

A.5.1 Call Sets

Thecall setsof a FiST rule (callset)picksoneor morefile systenfunctiors basecn their overall operation

op: pick asingleoperatim asdefinedin optye

ops: selectall opeations
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read@s: selectall opeationsthatdo notchang stateon disk

writeops: selectsall operatimsthatdo chang stateon disk

A.5.2 Operation Types

The operdion typefield (optype) further refinesthe selectionof functions to onefunction or a setof thembasedon the
typeof datathey manipuate:

all: all functions

data: all functionsthatmaniplatedatapages(read,write, getmge putpag, etc.)

name: all functionsthatmanipulatefile namegopen lookup, rmdir, unlink, renamereaddr, etc.)

single ary singleoperaion outof thefollowing: creategetattry l/statlink, lookup, mkdr, read readdr, readlirk, renane,
rmdir, setattr statfs,symlink, unlink, andwrite.

A.5.3 Call Part

Thecall partmakesthefinal refinemat of whereto placethe code:

precall: insertthe code befor calling thelower-level stackabldile-systemoperatio (asdepictedn Figure 4.2.
call: replacetheactualcall to the lower-level file systemwith this code
postcall: insertthe codeaftercalling thelowerlevel stackabldile-systemopeation.

ioctl: applythecodeastheresultof calling the specificioctl asdescriedin SectionA.3.25.
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Extended Code Samples

In this appenlix we includethefull FiST or C codefor exampgesdepictedn this dissertationThefull codegiven hereis
for refeence.Additional codeis availablefrom http://www.cs.cdumbia.elu/"ezKresearch/fist/.

B.1 FIST Codefor Cryptfs

The following is the full FiST codefor Cryptfs, describedn Section8.1. We do not include the geneic codefor the
Blowfish cipherbecauseve have usedthosevermatim. The FiST file instructsfistgento comple andlink in the blowfish
sourcesusingthedeclaationsnod sr ¢ andnod _hdr .

%

ext ern unsi gned char gl obal _iVv[8];

#i ncl ude <bl owfi sh. h>

%4

debug on;

filter data;

filter nane;

nmod_src bf_cfb64.c bf _enc.c bf_skey.c;
nod_hdr bf _l ocl.h bf_pi.h bl owfish. h;
user_src fist _setkey.c fist_getiv.c;

ioctl:fronmuser SETKEY {
char ukey[ 16];

1

ioctl:touser CETIV {
char outiv[8];

i

pervfs {

BF_KEY key;

b

W

%op:ioctl: SETKEY {
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char tenp_buf[16];

if (fistGetloctl Data(SETKEY, ukey, tenp_buf) < 0)
fistSet Err( EFAULT) ;
el se
BF_set _key(&$vfs. key, 16, tenp_buf);
}
Yop:ioctl: CGETIV {
if (fistSetloctlData(GETIV, outiv, global _iv) < 0)
fistSet Err( EFAULT) ;

}
9Who

unsi gned char global _iv[8] = {
Oxf e, Oxdc, Oxba, 0x98, 0x76, 0x54, 0x32, 0x10
1

i nt
cryptfs_encode_bl ock(const char *from char *to, int |en,
const vnode_t *this_vnode, const vfs t *this vfs)
{
int n=0; /* internal blowfish variables */
unsi gned char iv][8];

fistMenCpy(iv, global iv, 8);

BF _cfb64_encrypt((char *)from to, %agesize,
& $vfs. key), iv, &n,
BF_ENCRYPT) ;

return %agesi ze;

i nt
cryptfs_decode_bl ock(const char *from char *to, int |en,
const vnode_t *this_vnode, const vfs t *this vfs)
{
int n=0; /* internal blowfish variables */
unsi gned char iv][8];

fistMenCpy(iv, global iv, 8);

BF _cfb64 _encrypt((char *) from to, %agesize,
& $vfs. key), iv, &n,
BF_DECRYPT) ;

return %pagesi ze;
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}
i nt
cryptfs_encode_fil ename(const char *nane,
int length,
char **encoded_nane,
i nt skip_dots,
const vnode_t *this_vnode,
const vfs_ t *this_vfs)
{

char *crypted_nane;

const char *ptr;

i nt rounded_l ength, encoded_length, n, i, j;
unsi gned char iv[8];

short csum

voi d *key = &($vfs. key);

fist_dprint(8, "ENCODEFILENAME: cleartext filenanme \"%\"\n",
if ((skip_dots && (nange[0] =="." &&

(length == 1 ||

(name[1l] =="." && length == 2))))) {

encoded_|l ength = length + 1;
*encoded_nane = fistMlloc(encoded_| ength);
fi st MemCpy(*encoded_nanme, nane, |ength);

(*encoded nane)[length] = '\0
goto out;

}

for (csum=0, i =0, ptr = nanme; i < length; ptr++ i++)
csum += *ptr;

/*

* rounded_length is an multiple of 3 rounded-up |ength

* the encode al gorithm processes 3 source bytes at a tine
* so we have to make sure we don’t read past the menory

* we have all ocated

* it uses length + 3 to provide 2 bytes for the checksum
* and one byte for the length

*/

rounded length = (((length + 3) + 2) / 3) * 3;

crypted nane = fistMlloc(rounded | ength);

fistMenCpy(iv, global _iv, 8);
n = 0;

nane) ;

107
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*(short *) crypted _nane = csum
crypted _nane[2] = length;
BF cfb64 _encrypt ((char *) nane, crypted _nane + 3,
| ength, (BF_KEY *) key, iv, &n,
BF_ENCRYPT) ;
/*
* clear the |ast few unused bytes
* so that we get consistent results from encode
*/
for (i = length + 3; i < rounded_l ength; i++)
crypted nane[i] = 0;

encoded_l ength = (((length + 3) + 2) / 3) * 4 + 1;
*encoded_nanme = fistMlloc(encoded_| ength);

for (i =0, j =0; i <rounded length; i += 3, j += 4) {
(*encoded name)[j] = 48 + ((crypted_nane[i] >> 2) & 63);
(*encoded_name)[j + 1] = 48 + (((crypted_nane[i] << 4) & 48)
((crypted_name[i + 1] >> 4) & 15));
48 + (((crypted_nane[i + 1] << 2) & 60)
((crypted name[i + 2] >> 6) & 3));
48 + (crypted nane[i + 2] & 63);

(*encoded_nane)[j + 2]

(*encoded _nane)[j + 3]

}

(*encoded_nanme)[j] ="'\0O

fistFree(crypted _nane, rounded_| ength);

out:

i nt

fist_dprint(8, "ENCODEFILENAME: encoded filename \"%\"\n", *encoded_nane);
return encoded_| engt h;

cryptfs_decode_fil ename(const char *nane,

int length,

char **decrypted_nane,

i nt skip_dots,

const vnode_t *this_vnode,
const vfs_ t *this_vfs)

int n, i, j, saved |length, saved csum csum
i nt uudecoded | ength, error = 0;

unsi gned char iv[8];

char *uudecoded_nane;

voi d *key = &($vfs. key);
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if ((skip_dots && (nang[0] =="." &&
(length == 1 ||
(name[1l] =="." && length == 2))))) {
*decrypted_nanme = fistMlloc(length);
for (i =0; i <length; i++)
(*decrypted_nane)[i] = name[i];
error = |l ength;
goto out;
}

if (key == NULL) {
error = - EACCES;
goto out;
}
uudecoded_length = ((length + 3) / 4) * 3;
uudecoded name = fi st Mal | oc(uudecoded_| engt h);

for (i =0, j =0; i <length; i +=4, j += 3) {
uudecoded_nare[j] = ((name[i] - 48) <<2) | ((nanme[i + 1] - 48) >>4);
uudecoded_name[j + 1] = (((nanme[i + 1] - 48) <<4) & 240)
((nane[i + 2] - 48) >>2);
uudecoded_nane[j + 2] = (((name[i + 2] - 48) <<6) & 192) |
((name[i + 3] - 48) &63);
}
saved_csum = *(short *) uudecoded_nane;
saved | ength = uudecoded_nane[ 2] ;
if (saved_l ength > uudecoded | ength) {
fist _dprint(7, "Problens with the length - too big: %", saved_l ength);
error = - EACCES;
goto out _free;
}
*decrypted_nanme = (char *) fistMlloc(saved_| ength);
fistMenCpy(iv, global _iv, 8);
n = 0;
BF_cfb64_encrypt (uudecoded_nane + 3, *decrypted_nane,
saved | ength, (BF_KEY *) key, iv, &n,
BF_DECRYPT) ;
for (csum=0, i = 0; i < saved_length; i++)
csum += (*decrypted_nane)[i];
if (csum!= saved csum {
fist _dprint(7, "Checksumerror\n");
fistFree(*decrypted _name, saved | ength);
error = - EACCES;
goto out _free;



110 APPENDIXB. EXTENDED CODESAMPLES

error = saved_| ength;
out free:

fi st Free(uudecoded_nane, uudecoded | ength);
out:

return error;

B.2 FiST Codefor Gzipfs

Evenacompex stackabldile systemsuchasGzipfs,describedn Section8.6, involvesmostlyusingthecorrectcallsfrom
thezlib compresionlibrary [20, 24]. Sincewe have usedzlib unchangedwe arenotincludng thecodefor it here.

A
#defi ne My_ZCALLOC /* Define our own alloc/free functions */
#def i ne GZI PFS_DEFLATE LEVEL 9

#include "zlib.h"

#include "fist.h"

%

debug on;

filter sca;

filter data;

nod src inflate.c zutil.c infblock.c deflate.c trees.c infutil.c inftrees.c \
i nfcodes.c adler32.c inffast.c;

nmod_hdr zutil.h infblock.h deflate.h zlib.h zconf.h trees.h infutil.h \
inftrees.h infcodes.h inffast.h inffixed.h;

add_nk gzi pfs. nk;
W
Wb

void *zcall oc (void *opaque, unsigned itens, unsigned size)
{

void *out;

int cnt = size * itemns;

print_entry_ |l ocation();

out = (void *)fistMlloc(cnt);
print_exit_pointer(out);
return(out);

}

void zcfree (void *opaque, void *ptr)
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{
print_entry |l ocation();
kfree(ptr);
print_exit_location();

}

i nt

gzi pfs_encode_buffers(char *hi dden_pages _data, /* A PAGE_SIZE buffer
(al ready all ocat ed)
passed to us to fil

*/

char *page _data, /* The data we are to encode */
int *need to call, /* Call us again? */

in

unsigned to, /* how far into page_data to encode */

i node_t *inode, /* The inode in question */
vis t *vfs, /* vfs_ t, unused */
voi d **opaque) /* Opaque data */

/* encodes the data in page_data into hidden_pages_data. Returns

-errno for error, and the size of hidden_pages_data for success */

zZ_stream *zptr,
int rc, err;

print_entry_ |l ocation();

if (*opaque !'= NULL) {
zptr = (z_stream*) *opaque
zptr->next _out = hi dden_pages_dat a;
zptr->avail _out = PAGE_CACHE S| ZE;
zptr->total _out = 0;
se {
zptr = kmal | oc(sizeof (z_strean), GFP_KERNEL);
if (zptr == NULL) {

err = - ENOVEM

—
@

goto out;

}

zptr->zalloc = (alloc_func)O; /* Custom nmenory allocator called with
opaque */

zptr->zfree = (free_func)O; /* Customnenory free-er called with
opagque as an argunent */

zptr->opaque = (voi dpf)O0; /* Opaque argument to zalloc/zfree */

zptr->next _in = page_dat a; /* + *(from;*/

zptr->avail _in = to; /[* to - *(from */

zptr->next _out = hi dden_pages_dat a;

111
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zptr->avail _out = PAGE CACHE Sl ZE

/*
* First arg is a stream object
* Second arg is conpression |level (0-9)
*/
rc = deflatelnit(zptr, GZI PFS_DEFLATE LEVEL);
if (rc!=2Z XK) {
printk("inflatelnit error %d: Abort\n",rc);
/* This is bad. Lack of nenmory is the usual cause */
err = - ENOVEM
goto out;

}

while ((zptr->avail _out > 0) &&
(zptr->avail _in > 0)) { /* Wile we're not finished */
rc = deflate(zptr, Z FULL FLUSH); /* Do a deflate */
if ((rc!=2Z O && (rc != Z STREAM END)) {
printk("Conpression error! rc=%l\n",rc);
err = -EIQ
goto out;

}
rc = deflate(zptr, Z FINISH);

if (rc == Z_STREAM END) {
defl ateEnd(zptr);
kfree(zptr);
*need to _call = 0;
} elseif (rc == Z BUF ERROR || rc == Z IK) {
*opaque = zptr;
} el se
printk("encode_buffers error: rc=%l\n", rc);

err = zptr->total out; /* Return encoded bytes */

out:

i nt

print_exit_status(err);
return(err);
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gzi pfs_decode_buffers(int num hidden_pages, /* The nunber of pages in
hi dden_pages_data */
char **hi dden_pages_data, /* An array of pages
cont ai ni ng encoded
data */
char *page_data, /* A pre-allocated PAGE SIZE
buffer to wite the decoded
data to */
vnode t *vnode, [/* The vnode of the file in
guestion, unused */
vis t *vfs, [* vfs_t, unused */
voi d *opaque) /* opaque data filled in by
wr apf s_Sca_count _pages,
containing an int, the
starting offset within the
first page of hidden_pages_data
of the encoded page we want
*/
/* Returns -errno for error, or the number of bytes decoded on success
(Shoul d usually return PAGE SI ZE bytes) */

z_stream stream /* Deconpression stream obj */
int i, offset, rc;
int err = 0;

print_entry | ocation();

streamzalloc = (alloc_func)0; /* Custommenory allocator called with
stream opaque */
stream zfree = (free_func)0; /* Customnenory free-er called with
stream opaque as an argunent */
stream opaque = (voidpf)0; [/* Opaque argunent to zalloc/zfree */

of fset = (int)opaque; /* This is filled in with the starting
of fset in wapfs_count _hi dden_pages */

stream next _in = hidden_pages _data[0] + offset; /* start offset bytes
into page 0. */

streamavail _in
st ream next _out

PAGE CACHE SI ZE - offset;

page data; /* Set the output buffer to what we were
passed */

stream avai |l _out = PAGE_CACHE_ SI ZE;

fist_dprint(6, "next_in = Ox%\n", streamnext_in);
fist _dprint(6, "avail _in = Ox%\n", streamavail _in);
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fist _dprint(6, "next_out = Ox%\n", stream next_out);
fist _dprint(6, "avail _out = Ox¥%\n", streamavail _out);

rc =inflatelnit(&tream); /* Initialize the deconpression stream */
if (rc!=27Z K {

printk("inflatelnit error %: Abort\n",rc);

/* This is bad. Lack of nenory is the usual cause */

err = - ENOVEM

goto out;

}

fist _dprint(8, "Page 0: %02x%2x%02x%02x\ n",
(u8) hi dden_pages_data[ 0] [ O],
(u8) hi dden_pages_data[ 0] [ 1],
(u8) hi dden_pages_data[ 0] [ 2],
(u8) hi dden_pages_data[0][3]);
rc = inflate(&tream Z NO FLUSH); /* Inflate sone data */

/* If there was nore than one page in hidden_pages_data, we go here */
for (i = 1; i < numhidden_pages; i++) { /* Step over each encoded page */
fist _dprint(6, "Crossed a page boundary (%)\n", rc);
fist _dprint(8, "Page %d: %02x%02x%02x%02x\ n", i,
(u8) hi dden_pages_data[i][0],
(u8) hi dden_pages_data[i][1],
(u8) hi dden_pages_data[i][ 2],
(u8) hi dden_pages_data[i][3]);
if (rc == Z STREAMEND) { /* W’ve finished early? Bug? */
printk("gzipfs: Premature end of conpressed data!\n");
err = streamtotal _out;
goto out;
} elseif (rc == Z OK) { /* Normal case, successful inflation
need nore input data */
stream next _in = hidden_pages_data[i];
streamavail _in = PAGE CACHE SIZE; /* This is a lie for the |ast
page, but zlib is smart
enough to figure it out. */

fist _dprint(6, "***next_in = Ox%\n", stream next_in);
fist _dprint(6, "***avail _in = Ox%\n", streamavail _in);
fist _dprint(6, "***next_out = Ox%\n", stream next _out);
fist _dprint(6, "***avail _out = Ox%\n", streamavail _out);

rc = inflate(&tream Z FULL _FLUSH); /* Inflate sone data */

[* If, after this inflate, there is no space left, and
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we are not finished, bonb out */

if (rc == Z BUF_ERROR) {
printk("Data contains nore than % d bytes\n",streamtotal out);
printk("%d witten out, % left to decode % d decoded(%d)\n",

streamtotal _out, streamavail _in,streamtotal _in,rc);
err = -EIQ
goto out;

}

} else { /* Error condition! */
printk("zlib error %\n", rc);

err = -EIQ
goto out;
}
}
err = streamtotal out; /* Return the nunber of bytes we decoded */

/* W finished out input data without getting an end-of-stream */
if (rc !'= Z STREAM END && stream avail _in > 0)
printk("Finished | oop without reaching end of chunk(%)\n",rc);

out:
i nfl at eEnd( &strean; /* C ose the stream object */

print_exit_status(err);
return(err);

* Local vari abl es:
* c-basic-offset: 4
* End:

*/

B.3 FIST Codefor UUencodefs

Below we includethefull FiST codeto UUencodfs,whichwe describé in Section8.5.

%

#i ncl ude "fist.h"
%

debug of f;

filter sca;

filter data;

add_nk uuencodefs. nk;
%%
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%0

i nt
uuencodef s_encode_buf fers(char *hi dden_pages_data, /* A PAGE SI ZE buffer
(al ready all ocat ed)

passed to us to fill in
*/
char *page_data, /* The data we are to encode */
int *need_to_call, /* Call us again? */

unsigned to, /* from+ no. bytes to wite */
i node_t *inode, /* The inode in question */
vis t *vfs, /* vfs_ t ??? unused */

void **opaque) /* Opaque data */

/* encodes the data in page_data into hidden_pages_data. Returns
-errno for error, and the size of hidden_pages _data for success */
{

int in_bytes left;

int out_bytes left = PAGE_CACHE Sl ZE;

int startpt;

unsi gned char A, B, C

int bytes witten = 0;

print_entry_location();

startpt = (int)*opaque;
in_bytes left =to - startpt;

while ((in_bytes left > 0) & (out_bytes left >= 4)) {
ASSERT(start pt < PAGE_CACHE_SI ZE);

A = page_data[startpt];

switch(in_bytes left) {
case 1:
B =0;
C=0;
in_bytes left--;
startpt += 1,

br eak;

case 2:
B = page_data[startpt + 1];
C = 0;

startpt += 2;
in_bytes left -= 2;
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br eak;

defaul t:
B = page_data[startpt + 1];
C = page_data[startpt + 2];
startpt += 3;
in_bytes left -= 3;
br eak;

}

hi dden_pages_data[bytes_witten] = 0x20 + (( A >> 2 ) & O0x3F);
out bytes left--; bytes witten++;

ASSERT(bytes witten < PAGE CACHE Sl ZE);

hi dden_pages_data[ bytes_witten] = 0x20 +
((( A<< 4) | ((B>> 4) & 0xF)) & 0x3F);
out bytes left--; bytes witten++;

ASSERT(bytes_written < PAGE CACHE SI ZE);

hi dden_pages_data[ bytes witten] = 0x20 +
((( B<<2) | ((C> 6) &0x3)) & 0x3F);
out _bytes left--; bytes witten++;

ASSERT(bytes_written < PAGE _CACHE SI ZE);

hi dden_pages_data[ bytes witten] = 0x20 + ((C) & Ox3F);
out _bytes left--; bytes witten++;

ASSERT(bytes_witten <= PAGE_CACHE_SI ZE);
}

if (in_bytes left > 0)
*opaque = (void *)startpt;
el se
*need to call = 0;

print_exit_status(bytes_witten);
return bytes witten;

}

i nt

uuencodef s_decode_buf fers(int num hi dden_pages, /* The nunber of pages in
hi dden_pages_data */
char **hi dden_pages_data, /* An array of pages
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cont ai ni ng encoded
data */

char *page_data, /* A pre-allocated PAGE S| ZE

buffer to wite the decoded
data to */

inode_t *inode, /* The inode of the file in

question */

vis t *vfs, /* vfs_t, unused */
voi d *opaque) /* opaque data filled in by

wr apf s_Sca_count _pages,
containing an int, the

starting offset within the
first page of hidden_pages_data
of the encoded page we want

*/

/* Returns -errno for error, or the nunber of bytes decoded on success

(Shoul d usual ly return PACGE _SIZE bytes) */

{

ptr

int i;

int startpt = (int)opaque;

int bytes |left = PAGE CACHE SI ZE
unsi gned char *ptr;

unsi gned char A, B, C D

int outcnt = O;

print_entry |l ocation();
for (i = 0; i < numhidden_pages; i++) { /* Step through each page */
= hi dden_pages_data[i] + startpt;

bytes_ |l eft = PAGE_CACHE_SI ZE - startpt;
whil e(bytes left >= 4) {

A = ptr[0] - 0x20;
ptr[1] - 0x20;
ptr[2] - 0x20;
ptr[3] - 0x20;

B
C
D

switch (PAGE CACHE SI ZE - outcnt) {
case O:

goto out;

page_dat a[ out cnt ]

case 1:
(A<<2) | (B>>4);

outcnt += 1;
goto out;

case 2:

page_dataf outcnt] = (A<<2) | (B>>4);
page _data[outcnt+1l] = (B<<4) | (C>2);
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outcnt += 2;
goto out;

defaul t:
page_data[outcnt] = (A<<2) | (B>>4);
page_data[ outcnt +1] = (B<<4) | (C>2);
page_dataloutcnt+2] = (C<<6) | D

}

ptr+=4;
outcnt += 3;
bytes left -= 4;
}
startpt = 0;
}

out:
print_exit_status(outcnt);
return(outcnt);

}

/*

* Local vari abl es:
* c-basic-offset: 4
* End:

*/

B.4 FIST Codefor Copyfs

To illustrate the simplicity in the FiIST languageof usingsize-chaning file systemswe includethe full FiST cocde for
Copyfs 8.4.

A

#i ncl ude "fist.h"
%

debug of f;

filter sca;
filter data;
add_nk copyfs. nk;
%%

%80
i nt

copyfs_encode_buffers(char *hi dden_pages_data, /* A PAGE_SIZE buffer
(al ready all ocat ed)
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passed to us to fill in
*/

char *page _data, /* The data we are to encode */

/* how much to encode in page _data */

i node_t *inode, /* The inode in question */

/* vfs object */

voi d **opaque) /* Opaque data */
/* encodes the data in page_data into hidden_pages_data. Returns
-errno for error, and the size of hidden_pages_data for success */

print_entry location();

120
int *need to_call,
unsi gned to,
vis t *vfs,

{

fi st MenCpy( hi dden_pages_data, page_data, to);

*need to call = 0;
print_exit_status(to);
return(to);

i nt
copyfs_decode buffers(int num hidden_pages, /* The nunber of pages in

{

hi dden_pages_data */

char **hi dden_pages_data, /* An array of pages

cont ai ni ng encoded
data */

char *page_data, /* A pre-allocated PAGE SIZE

buffer to wite the decoded
data to */

inode t *inode, /* The inode of the file in

vis t *vfs,

guestion */
/* vfs object */

voi d *opaque) /* opaque data filled in by

/* Returns -errno for error,

wr apf s_Sca_count _pages,
containing an int, the
starting offset within the
first page of hidden_pages_data
of the encoded page we want
*/
or the number of bytes decoded on success

(Shoul d usually return PACE _SI ZE bytes) */

int err =0, tnp = 0;

i f (num_hi dden_pages !'= 1) {

printk("copyfs: Too nany pages! (%l)\n", num hi dden_pages);
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err = -EIQ
goto out;
}
tnp = (int) opaque;

err PAGE_CACHE_SI ZE - tnp;
fi st MenCpy( page_dat a, & hi dden_pages_data[ O] [tnp]), err);

out:
print_exit_status(err);
return(err);

}



122 APPENDIXC. VNODE INTERFACE TUTORIAL

Appendix C

Vnode Interface Tutorial

This sectionpravidesa simpleintrodiction to thevnodeinterface. Theinformationhereinis gatheed from pivotal papers
onthesubject38, 64] andfrom systemC headeiFiles—specificallcsys/ vf s. h>and<sys/ vnode. h>. Thevnode
interfacedescribechereinis basedon the Solaris2.x operatimy system.Key differenceshbetweerSolarisandFreeBSDor
Linux aredescribedn SectionC.6.

Thetwo importantdatastructuresisedin thevnodeinterfacearest r uct vfs andstruct vnode, depictel
in FiguresC.1andC.5,respectrely.

C.1 struct vfs
An instanceof thevf s structue existsin arunring kerrel for eachmourtedfile system All of theseinstancesrechaina

togethe in asingly linkedlist. Theheadof thelist is a global varialle calledr oot vp, which contairs thevfs for theroot
device. Thefield vf s _next links onevfs structue to thefollowing onein thelist.

typedef struct vfs {

struct vfs *vfs_next; /* next VFS in VFS list */

struct vfsops *vfs_op; /* operations on VFS */

struct vnode *vfs_vnodecover ed; /* vnode nounted on */

u_l ong vfs_fl ag; [* flags */

u_l ong vfs_ bsize; /* native block size */

i nt vis fstype; /[* file systemtype index */

fsid_ t vfs fsid; [* file systemid */

caddr _t vfs_data; /* private data */

dev _t vfs_ dev; /* device of nounted VFS */

u_l ong vfs_bcount; /* 1/ 0O count (accounting) */

u_short vfs _nsubrmount s; /* inmediate sub-nmount count */

struct vfs *vis |ist; /* sync list pointer */

struct vfs *vfs_hash; /* hash list pointer */

kmut ex_t vfs_refl ock; /* nount/unmount/sync | ock */
} vis_t;

Figure C.1: Solaris 2.x VFS Interface
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Thefieldsrelevart to this proposalareasfollows:

e vfs_next isapointerto thenext vfsin thelinkedlist.

e vfs_op is apointerto a fundion-pdnter table. Thatis, this vf s op canhold pointes to UFS fundions, NFS,

PCFSHSFS etc. Forexamge, if thevnodeinterfaee callsthefunction to mownt thefile systemit will call whatever
subfieldof st ruct vf sops (SeeSectionC.2)is designatedor the mourt function. Thatis how the transition
from thevnadelevel to afile-system—specifitevel is made

e vfs_vnodecover ed is thevnode onwhichthisfile systemis mourted (the mourt point).

e vfs_fl ag containsbit flagsfor charateristicssuchaswhetherthis file systemis mountel read-aly, if the se-

tuid/setgidbits shoud beturnedoff whenexecing anew processjf sub-nountsareallowed,etc.

e vf s_dat a is a pointer to opaqie dataspecificto this vfs andthe type of file systemthis oneis. For an NFS vfs,

thiswould beapointertost ruct mt i nf o (locatedin <nf s/ nf s ¢l nt . h>)—alarge NFS-specificstructue
cortaining suchinformationasthe NFS mourt optiors, NFSreadandwrite sizes hostname attribute cachdimits,
whettertheremoteseneris down or not,andmore.

e vfs_refl ock isamutuwal exclusionvariableusedby locking functiors thatneedto charge valuesof certainfields

in thevfs structure.

C.2 struct vfsops

The vfs opeationsstructue (st ruct vf sops, seenin FigureC.2)is constahfor eachtype of file system.For evety
instanceof afile systemthevfs field vf s _op is setto the pointer of the opeationsvectorof theundelying file system.

t ypedef struct vfsops {

i nt (*vfs_rmount) ();
i nt (*vfs_unmount) ();
i nt (*vfs_root)();
i nt (*vfs_statvfs)();
i nt (*vfs_sync)();
i nt (*vfs_vget)();
i nt (*vfs_mountroot)();
i nt (*vfs_swapvp) ();
} vfsops_ t;

FigureC.2: Solaris 2.x VFS Operations Interface

Eachfield of the structureis assigneda pointerto a function thatimplements a particularopemtion for the file

systemin question

e vfs_mount is the function to mownt a file systemon a particdar vnoce. It is resposible for initializing data

structues,andfilling in thevfs structurewith all therelevart information(suchasthevf s dat a field).

e vfs_unnount isthefunctionto releasehis file system,or unmauntit. It is the one,for exanple, respmsiblefor

detectimgy thata file systemhasstill opered resource that canrot be releasedandfor returring anerrno codethat
resultsin the userprocessgettinga “device busy” error.
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vfs_root will returntherootvnock of thisfile system.Eachfile systemhasarootvnode from which traversalto
all othervnadesin thefile systemis enatbed. This vnode usuallyis handcrafted(via ker nel nal | oc) andnot
createdaspartof the standardvaysof creatingnew vnodes(i.e. vn 1 ookup).

vf s_st at vf s is usedby progamssuchdf to returnthe resoure usagestatusof this file system(number of
used/feeblocks/inodes).

vf s_sync is calledsuccessiely in everyfile systemwhenthesync( 2) systencallis invoked,to flushin-menory
buffersontopersistentedia.

vfs_vget turnsa uniqe file identifier fid for a vnodeinto the vnoce representig this file. This call worksin
corjunctionwith thevnode opeationvop f i d, describedn Appendx sectionC.4.

vf s_mount r oot is usedto mourt this file systemasthe roat (first) file systemon this host. It is differentfrom
vf s_nount becausé is thefirstone,andtherebremary resourcesuchasr oot vp donotyetexist. Thisfunction
hasto manuallycreateandinitialize all of theseresouces.

vf s_swapvp retunsavnadespecificto a particulardevice ontowhich the systemcanswap. It is usedfor exampe
whenaddingafile asavirtual swapdevice viatheswap - a commanl [70].

The VFS opeationsget invoked transparstly via macre that derefeencethe opeationsvectotrs field for that

operdion, andpassalongthe vfs andthe argumentsit needs.EachVFS operatim hasa macroassociatedvith it, located
in <sys/ vfs. h>. FigureC.3shavsthedefinitiors for thesemacros.

#def i ne VFS_MOUNT(vfsp, nvp, uap, cr) (*(vfsp)->vfs_op->vfs_nount) (vfsp, nvp, uap,
#def i ne VFS_UNMOUNT(vfsp, cr) (*(vfsp)->vfs_op->vfs_unnmount) (vfsp, cr)
#def i ne VFS _ROOT(vfsp, vpp) (*(vfsp)->vfs op->vfs root) (vfsp, vpp)

#def i ne VFS_STATVFS(vfsp, sp) (*(vfsp)->vfs_op->vfs_statvfs)(vfsp, sp)
#def i ne VFS_SYNC(vfsp, flag, cr) (*(vfsp)->vfs_op->vfs_sync)(vfsp, flag, cr)
#def i ne VFS_VGET(vfsp, vpp, fidp) (*(vfsp)->vfs_op->vfs_vget) (vfsp, vpp, fidp)
#def i ne VFS_MOUNTROOT(vfsp, init) (*(vfsp)->vfs _op->vfs nmountroot) (vfsp, init)
#def i ne VFS_SWAPVP(vfsp, vpp, (*(vfsp)->vfs_op->vfs_swapvp)(vfsp, vpp, nm

int foo(const vfs_ t *vfsp,

{

FigureC.3: VFS Macros

Whenary pieceof file-systemcode,that hasa hande on a vfs, wantsto call a vfs operdion on that vfs, they
simply derekrenceghemacrq asdepictedn FigureC.4.

int error;

error = VFS_ROOT(vf sp,
if (error)
return (error);

vpp) ;

vhode_t **vpp)

FigureC.4: VFS Macros Usage Example

cr)
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C.3 struct vnode

Aninstanceofst ruct vnode (Figure C.5)existsin arunning systenfor everyopenedin-use)file, directory, symbdic-
link, hardlink, block or charaterdevice, asoclet,a Unix pipe,etc.

typedef struct vnode {

kmut ex_t v_| ock; [* protects vnode fields */
u_short v_flag; /* vnode flags (see bel ow) */
u_l ong v_count; /* reference count */
struct vfs *v_vf smount edher e; [* ptr to vfs nmounted here */
struct vnodeops *v_op; /* vnode operations */
struct vfs *v_vfsp; /* ptr to containing VFS */
struct stdata *v_stream /* associated stream */
struct page *v_pages; /* vnode pages list */
enum vt ype v_type; /* vnode type */
dev_t v_rdev; /* device (VCHR, VBLK) */
caddr _t v_dat a; [* private data for fs */
struct filock *v_fil ocks; [* ptr to filock list */
kcondvar _t V_CVv; [ * synchronize | ocking */

} vnode_t;

FigureC.5: Solaris 2.x Vnode Interface
Structurefieldsrelevart to ourwork are:

e v_| ock is amutud exclusionvarable usedby locking functions that needto perfam chargesto valuesof certain
fieldsin thevnodestructure.

e v_f | ag contairs bit flagsfor charateristicssuchaswhetherthis vnadeis theroot of its file systemjf it hasashared
or exclusive lock, whethe pageshoud becachedif it is a swapdevice, etc.

e vV_count isincrememedeachtime anew procesopersthesamevnode.

e v_vf snount edher e, if non-rull, containsa pointerto the vfs thatis mountedonthis vnade. This vnodethusis a
directay thatis amourt pointfor amowntedfile system.

e V_Op is a pointerto a function-pdnter table. Thatis, this v_op canhold pointes to UFS functiors, NFS, PCFS,
HSFS,etc. For examge, if the vnock interfacecalls the function to opena file, it will call whateser subfield of
struct vnodeops (SeeSectionC.4)is designged for the openfunction. Thatis how the transitionfrom the
vnodelevel to afile-system—spéfic level is made.

e v_vf spisapointerto thevfs thatthisvnodebelorgsto. If thevalueof thefield v vf snount edher e is nonnull,
it is alsosaidthatv _vf sp is the paren file systemof theonemourtedhere.

e Vv_t ype is usedto distinguish betweerareguar file, a director, asymbdic link, ablock/ctaracterevice,asoclet,
aUnix pipe (fifo), etc.

e v_dat a is a pointerto opaqee dataspecificto this vnode. For an NFS vfs, this might be a pointerto st r uct
r node (locatedin <nf s/ r node. h>)—aremotefile system-specifistructurecontainirg suchinformationasthe
file-hardle, owner, usercredetials, file size(from theclient's view), andmore.
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An instanceof thevnoce opeationsstructurg(st r uct vnodeops, listedin FigureC.6) existsfor eachdifferenttype of
file systemForeachvnade,thevnoce field v _op is setto thepointer of theopertionsvecta of theunderlyingfile system.

t ypedef struct vnodeops {

nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
nt
voi d

(*vop_open) ();
(*vop_close) ();
(*vop_read)();
(*vop_wite)();
(*vop_ioctl)();
(*vop_setfl) ()
(*vop_getattr

(*vop_setattr

) (
) (
(*vop_access) ()
()
0)
0)

)
)

(*vop_l ookup)
(*vop_create)
(*vop_renove)
(*vop_link)();
(*vop_renane) ();
(*vop_nkdir)();
(*vop_rmdir)();
(*vop_readdir)();
(*vop_symink)();
(*vop_readlink)();
(*vop_fsync) ();

(*vop_inactive)();

)
)
(

i nt (*vop_fid)();

voi d (*vop_rw ock) ();
voi d (*vop_rwunl ock) ();
i nt (*vop_seek) ();

int (*vop_cnp) ();

i nt (*vop_frlock)();

i nt (*vop_space) ();

i nt (*vop_realvp)();

i nt (*vop_get page) () ;
i nt (*vop_put page) () ;
int (*vop_nap) ();

i nt (*vop_addmap) () ;

i nt (*vop_del map) () ;

i nt (*vop_pol I)();

i nt (*vop_dum) () ;

i nt (*vop_pat hconf) ();
i nt (*vop_pagei o) ();

i nt (*vop_dunpct!) ();
voi d (*vop_di spose) ();
i nt (*vop_setsecattr)();
i nt (*vop_getsecattr)();
vnodeops _t;

FigureC.6: Solaris 2.x Vnode Operations Interface

Eachfield of the structureis assigned pointerto a function thatimplemerts a particularoperatim on the file
systemin question

e vop_open operstherequestedile andreturrs anew vnodefor it.

e vop_cl ose closesafile.

e vop_r ead readsdatafrom theopenedile.

e vOop_W i t e writesdatato thefile.

e vop. oct | periormsmiscellaneos /O contiol opeationsonthefile, suchassettingnon-blocking I/O access.

e vop_set f| isusedto setarbitray file flags.

e vop_get at t r getstheattributesof afile, suchasthe modebits, userandgroup ownerslip, etc.

e vop_set at t r setstheattributesof afile.

e vop_access checlsto seeif aparticularuser given the users credentialsis allowedto access file.

e vop_l ookup looksupadirectay for afile name.If found anew vhock s returred.



C.4. STRUCT VNCDECPS 127

e vop_cr eat e createsaanew file.

e vop_r enove remoesafile from thefile system.

e vop_l i nk makesahardlink to anexistingfile.

e vop_r enane renanesafile.

e vop_nkdi r makesanew directory

e vop_r ndi r removesanexisting directay.

e vop_r eaddi r readsadirectay for entrieswithin.

e vop_synl i nk createsasymboliclink to afile.

e vop_r eadl i nk readghevalueof asymboliclink, thatis, whatthelink pointsto.
e vop_f sync writesoutall cachednformationfor afile.

e vop._i nact i ve signifiesto thevnock layerthatthisfile is nolongerin use thatall its refelenceshadbeernreleased,
andthatit cannow we deallacated.

e vop_fid returrs a unigue file identifier fid for a vnode. This call works in conjunction with the vfs operatio
vfs_vget describedn Apperdix sectionC.2.

e vop_rw ock locks afile before attemptirg to readfrom or write to it.
e vop_rwunl ock unlocks afile afterhaving readfrom or wroteto it.

e vop_seek setstheread/writeheadto a particdar point within afile, sothe next read/writecall canwork from that
locationin thefile.

e vVOop_cnhp compaestwo vnhodesandreturrs true/false.
e vop_frl ock performfile andrecordlocking on afile.
e vop_space freesary storagespaceassociatedvith thisfile.

e vop_r eal vp for certainfile systemsreturnsthe“real” vnode. Thisis usefulin stackablesznodes,wherea higher
layermayrequest thereal/hidlenvnode underneathsoit canoperateonit.

e vop_get page readsa pageof amemay-maypedfile.

e VOp_put page writesto a pageof amemoy-maypedfile.

e vop_map mapsafile into memory See[25, 26] for moredetails.
e vop_addmap adds morepagedo a memay-mappedfile.

e vop_del map remavessomepagedrom amemay-mappedfile.

e vop_pol | polisfor eventsonthefile. Thisis mostlyusefulwhenthevnoceis of type“socket” or “fifo,” andreplaces
theoldervop_sel ect vnoce opertion. Thisoperatim is oftenusedto implemert thesel ect (2) systemcall.

¢ vop_dunp dumpsthestateof thekernel(memay buffers, tables yvariebles,registers.etc.)to agivenvnode, usually
aswapdevice. Thisis usedasthelastactionperfaomedwhenakernelpanicsandneed to save statefor post-nortem
recovery by toolssuchascr ash [72].

e vop_pat hconf suppats the POSIX path configuation standard This call returrs variows configuablefile or
directay variabes.

e vop_pagei o performsl/O directly on mapgedpagesf afile.
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vop_dunpct | worksin conjurctionwith vop dunp. It is usedto prefareafile systembefae a dunp operatio
by storingdatastructureghatmightotherwisegetcorruptedshortlyafterapanichadoccured,anddeallocatsthese
privatedunp datastructuesaftera successfutlunp.

vop_di spose remo/esamappedpagefrom memay.

vop_set secattr isusedto setAccessControlLists (ACLs)onafile.

vop_get secat t r is usedto retrievethe ACLs of afile.

Vnodeopeationsgetinvokedtransparetty via macroghatderefeencethe opeationsvectors field for thatoper
ation,andpassalongthe vnode andthe argumentsit need. Eachvnodeopeationhasa macroassociatedvith it, located
in <sys/ vnode. h>. FigureC.7 shavs asanexanple, thedefinitionsfor someof thesecalls.

#def i ne VOP_OPEN(vpp, node, cr) (*(*(vpp)) ->v_op->vop_open) (vpp, node, cr)
#def i ne VOP_CLOSE(vp, f, ¢, o, cr) (*(vp)->v_op->vop_close)(vp, f, c, o, cr)
#def i ne VOP_READ(vp, uiop, iof, cr) (*(vp)->v_op->vop_read) (vp, uiop, iof, cr)
#defi ne VOP_MKDI R(dp, p, vap, vpp, cr) (*(dp)->v_op->vop_nkdir)(dp, p, vap, vpp, cr)
#def i ne VOP_GETATTR(vp, vap, f, cr) (*(vp)->v_op->vop_getattr)(vp, vap, f, cr)
#def i ne VOP_LOOKUP(vp, cp, vpp, pnp, f, rdir, cr) \
(*(vp)->v_op->vop_| ookup) (vp, cp, vpp, pnp, f, rdir, cr)

#def i ne VOP_CREATE(dvp, p, vap, ex, node, vpp, cr) \

(*(dvp)->v_op->vop_create)(dvp, p, vap, ex, node, vpp, cr)

FigureC.7: Some Vnode Macros

Whenary pieceof file-systemcode, thathasa handleon a vnode, wantsto call avnode operdion onit, it simply
derefeencegshemacro,asdepictedn FigureC.8.

int foo(vnode_t *dp, char *nane,
vattr_t *vap, vnode_t **vpp, cred_t *cr)

{
int error;
error = VOP_MKDI R(dp, nane, vap, vpp, cr);
if (error)
return (error);
}

FigureC.8: Vnode Macros Usage Example

C.5 How It All Fits

To seehow it all fits in, thefollowing exampe depictswhathapgnswhena remote(NFS)file systemis mowntedontoa
local (UFS)file systemandthe sequene of operatimsthata userlevel processgoesthrowghto satisfya simplereadof a
file onthemowntedfile system.
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C.5.1 Mounting

Considerfirst the two file systemsX andY, depictedin Figure C.9. In this figure, the numters nearthe nodenames
represehthefile/inode/vnod numkbersof thatfile or directorywithin thatparticdar file system.For exampge “X5” refers
to thevnade of thedirectory/ usr/ | ocal onfile systemX.

Filesystem Z (Y on X) 1

/
2 3¢ 4

Filesystem X 1 FilesystemY 1 ’ [ ust | ‘ erc‘ | bin |
/ ; 5 6y 7
‘Iocal‘ ‘ Xll‘ ‘ gnu‘
2 3¢ 4 ) 3¢ 4 | )
uer] - [ec]  [on] foa]  [xi1]  [ou] a7 20 I
;‘bin‘ ‘ lib ‘ ‘man‘
5/ \6 P * :
- - . Filesystem Y -
local ucb ‘ bin ‘ ‘ lib ‘ ‘man‘ . .

FigureC.9: File-System Z as Y mounted on X

Let'salsoassumehatX is a UFS (local) file systemandthatY isthe/ usr file systemavailableon aremotefile
senernamedtitan.” We wishto performthefollowing NFSmouwnt action: [rrount titan:/usr /usr ]
Thein-kemelactionsthatproceed,assuminghatall export andmourt permissios aresuccessfularethefollow-

ing:
1. A new vfsis createdandis passednto nf s _nount .

2. nf s_mount fills in thenew vfs structurewith thevfs operdionsstructuefor NFS,andsetsthev vf snount edher e
of thevnode X2 to this new vfs.

3. nf s_mount alsocreatesanew vnock to sene astherootvnocke of the Y file systemasmountedon X. It storeshis
vnodein thev _dat a field of thenew vfs structure.

C.5.2 Path Traversal

FigureC.9alsoshavs the new structue of file systemX, afterY hadbeenmountel, asfile systemZ.
Thesequencef in-kerrel opertionsto, say readthefile / usr/ | ocal / bi n/ t ex would beasfollows:

1. Thesystemcallr ead() is execued. It begins by looking up thefile.

2. Thegeneit lookup function perfamsaVOP LOOKUP( r oot vp, "usr™). It triestolookfor thenext compament
in the path,startingfrom the currentlookup directoly (rootvnode).

3. Thelookup functionis translatednto uf s 1 ookup. Thevnode X2 is found NotethatX2 is notthesamevnode as
Z2! X2 is hidden,while Z2 overshadavsiit.

4. Thelookup fundion now noticesthatX2'sv vf snount edher e field is nonnull, soit knowsthatX2 is a mount
poirt. It calls the VOP_ROOT function on the vfs thatis “mounted here; thattranslateso nf s 1 ookup. This
function returrs theroat vnock of the Y file systemasit is mourtedon X. Thisrootvnodeis X2. The“magic” part
thathappensatthis pointis thatthelookup routine now resumests pathtraversalbut on the mourtedfile system.
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. An nf s_l ookup is perfamedontheZ2 vnode for thecommnent" | ocal ", thatwill returnthevnoce Z5.
. An NFSlookupis perfamedon vnode Z5 for thecompament" bi n" , thatwill retum thevnodeZ8.
. An NFSlookupis perfamedonvnode Z8 for thecompaent" t ex" , thatwill retum thevnodefor thefile.

. Thelookupis comgete andretumsthenewly found vnoce for compment”t ex" tother ead() systemcall.
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. Thegeneic readfunction perfams a VOP READ on the newly found vnade. Sincethatvnock is anNFS one,the
readis translatednto nf s r ead.

10. Actualreadirg of thefile / usr/ | ocal / bi n/ t ex beginsin earnest.

C.6 FreeBSDand Linux Vnode Interfaces

The FreeBSDvnodeinterfaceis very similar to Solariss. It alsohastwo maindatastructues. The perfile datastructue
is alsocalledst ruct vnode andthe perfile systemdatastructureis calledst ruct nount. FreeBSDhasnealy
identicalfile andfile-systemmethod with very similar namesgetatty read,write, getpag, putpage etc.

The Linux vnoce interface,on the otherhandi,is ratherdifferentthanboth SolarisandFreeBSD .This is because
it waswritten from scratchanddesigne to suppet dozensof differentfile systems.The Linux VFS is therefoe more
flexible but alsomore complex. Primarily, Linux hasmoredatastructuresn the VFS, aswe describedn Section7.13.2:
super _bl ock represeting perfile systemnformationsuchasits size;i node represeting file datathatis ondisk such
asthefile’sowner;fi | e represeting informationaboutopene files suchastheflagsthefile wasopene with; dent ry
represeting informationaboutdirectoryentriessuchastheirnameanddirectoy cachirg information;andmore.Although
theinternalsof the Linux VFS aredifferert, it doescontainthe similar methalsthatapplyonfile andfile-systemobjects:
mkdir, unlink, symlink, statfs,open close read,write, write page.andsoon.



